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QUESTION 1

Environmental control measures include which of the following? 

A. Access list 

B. Lighting 

C. Motion detection 

D. EMI shielding 

Correct Answer: D 

 

QUESTION 2

Vendors typically ship software applications with security settings disabled by default to ensure a wide range of
interoperability with other applications and devices. A security administrator should perform which of the following before
deploying new software? 

A. Application white listing 

B. Network penetration testing 

C. Application hardening 

D. Input fuzzing testing 

Correct Answer: C 

 

QUESTION 3

Which of the following must a security administrator implement to isolate public facing servers from both the corporate
network and the Internet? 

A. NAC 

B. IPSec 

C. DMZ 

D. NAT 

Correct Answer: C 

 

QUESTION 4

Prior to leaving for an extended vacation, Joe uses his mobile phone to take a picture of his family in the house living
room. Joe posts the picture on a popular social media site together with the messagE. "Heading to our two weeks
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vacation to Italy." Upon returning home, Joe discovers that the house was burglarized. Which of the following is the
MOST likely reason the house was burglarized if nobody knew Joe\\'s home address? 

A. Joe has enabled the device access control feature on his mobile phone. 

B. Joe\\'s home address can be easily found using the TRACEROUTE command. 

C. The picture uploaded to the social media site was geo-tagged by the mobile phone. 

D. The message posted on the social media site informs everyone the house will be empty. 

Correct Answer: C 

 

QUESTION 5

Human Resources suspects an employee is accessing the employee salary database. The administrator is asked to find
out who it is. In order to complete this task, which of the following is a security control that should be in place? 

A. Shared accounts should not be in use 

B. Account lockout should be enabled 

C. Privileges should be assigned to groups rather than individuals 

D. Time of day restrictions should be in use 

Correct Answer: A 

 

QUESTION 6

Which of the following is a security risk regarding the use of public P2P as a method of collaboration? 

A. Data integrity is susceptible to being compromised. 

B. Monitoring data changes induces a higher cost. 

C. Users are not responsible for data usage tracking. 

D. Limiting the amount of necessary space for data storage. 

Correct Answer: A 

 

QUESTION 7

Which of the following should Pete, a security manager, implement to reduce the risk of employees working in collusion
to embezzle funds from their company? 

A. Privacy Policy 

B. Least Privilege 
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C. Acceptable Use 

D. Mandatory Vacations 

Correct Answer: D 

 

QUESTION 8

Which of the following technologies can store multi-tenant data with different security requirements? 

A. Data loss prevention 

B. Trusted platform module 

C. Hard drive encryption 

D. Cloud computing 

Correct Answer: D 

 

QUESTION 9

Which of the following BEST describes the weakness in WEP encryption? 

A. The initialization vector of WEP uses a crack-able RC4 encryption algorithm. Once enough packets are captured an
XOR operation can be performed and the asymmetric keys can be derived. 

B. The WEP key is stored in plain text and split in portions across 224 packets of random data. Once enough packets
are sniffed the IV portion of the packets can be removed leaving the plain text key. 

C. The WEP key has a weak MD4 hashing algorithm used. A simple rainbow table can be used to generate key
possibilities due to MD4 collisions. 

D. The WEP key is stored with a very small pool of random numbers to make the cipher text. As the random numbers
are often reused it becomes easy to derive the remaining WEP key. 

Correct Answer: D 

 

 

QUESTION 10

A customer has provided an email address and password to a website as part of the login process. Which of the
following BEST describes the email address? 

A. Identification 

B. Authorization 

C. Access control 
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D. Authentication 

Correct Answer: A 

 

QUESTION 11

Joe, the security administrator, has determined that one of his web servers is under attack. Which of the following can
help determine where the attack originated from? 

A. Capture system image 

B. Record time offset 

C. Screenshots 

D. Network sniffing 

Correct Answer: D 

 

QUESTION 12

Corporate IM presents multiple concerns to enterprise IT. Which of the following concerns should Jane, the IT security
manager, ensure are under control? (Select THREE). 

A. Authentication 

B. Data leakage 

C. Compliance 

D. Malware 

E. Non-repudiation 

F. Network loading 

Correct Answer: BCD 
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