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QUESTION 1

Which of the following statements pertaining to the maintenance of an IT contingency plan is incorrect? 

A. The plan should be reviewed at least once a year for accuracy and completeness. 

B. The Contingency Planning Coordinator should make sure that every employee gets an up-to- date copy of the plan. 

C. Strict version control should be maintained. 

D. Copies of the plan should be provided to recovery personnel for storage offline at home and office. 

Correct Answer: B 

Because the contingency plan contains potentially sensitive operational and personnel information, its distribution
should be marked accordingly and controlled. Not all employees would obtain a copy, but only those involved in the
execution of the plan. 

All other statements are correct. 

NOTE FROM CLEMENT: 

I have received multiple emails stating the explanations contradict the correct answer. It seems many people have a
hard time with negative question. In this case the Incorrect choice (the one that is not true) is the correct choice. Be very
carefull of such questions, you will get some on the real exam as well. 

Reference(s) used for this question: 

SWANSON, Marianne, and al., National Institute of Standards and Technology (NIST), NIST Special Publication
800-34, Contingency Planning Guide for Information Technology Systems 

 

QUESTION 2

What is the Maximum Tolerable Downtime (MTD)? 

A. Maximum elapsed time required to complete recovery of application data 

B. Minimum elapsed time required to complete recovery of application data 

C. Maximum elapsed time required to move back to primary site after a major disruption 

D. It is maximum delay businesses can tolerate and still remain viable 

Correct Answer: D 

The Maximum Tolerable Downtime (MTD) is the maximum length of time a BUSINESS FUNCTION can endure without
being restored, beyond which the BUSINESS is no longer viable 

NIST SAYS: 

The ISCP Coordinator should analyze the supported mission/business processes and with the process owners,
leadership and business managers determine the acceptable downtime if a given process or specific system data were
disrupted or otherwise unavailable. Downtime can be identified in several ways. 
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Maximum Tolerable Downtime (MTD). The MTD represents the total amount of time the system owner/ authorizing
official is willing to accept for a mission/business process outage or disruption and includes all impact considerations.
Determining MTD is important because it could leave contingency planners with imprecise direction on selection of an
appropriate recovery method, and the depth of detail which will be required when developing recovery procedures,
including their scope and content. 

Other BCP and DRP terms you must be familiar with are: 

Recovery Time Objective (RTO). RTO defines the maximum amount of time that a system resource can remain
unavailable before there is an unacceptable impact on other system resources, supported mission/ business processes,
and the MTD. Determining the information system resource RTO is important for selecting appropriate technologies that
are best suited for meeting the MTD. When it is not feasible to immediately meet the RTO and the MTD is inflexible, a
Plan of Action and Milestone should be initiated to document the situation and plan for its mitigation. 

Recovery Point Objective (RPO). The RPO represents the point in time, prior to a disruption or system outage, to which
mission/business process data can be recovered (given the most recent backup copy of the data) after an outage.
Unlike RTO, RPO is not considered as part of MTD. Rather, it is a factor of how much data loss the mission/business
process can tolerate during the recovery process. Because the RTO must ensure that the MTD is not exceeded, the
RTO must normally be shorter than the MTD. For example, a system outage may prevent a particular process from
being completed, and because it takes time to reprocess the data, that additional processing time must be added to the
RTO to stay within the time limit established by the MTD. 

References used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
John Wiley and Sons, 2001, Page 276. 

and 

http://csrc.nist.gov/publications/nistpubs/800-34-rev1/sp800-34-rev1_errata-Nov11-2010.pdf 

 

QUESTION 3

In an organization where there are frequent personnel changes, non-discretionary access control using Role Based
Access Control (RBAC) is useful because: 

A. people need not use discretion 

B. the access controls are based on the individual\\'s role or title within the organization. 

C. the access controls are not based on the individual\\'s role or title within the organization 

D. the access controls are often based on the individual\\'s role or title within the organization 

Correct Answer: B 

In an organization where there are frequent personnel changes, non-discretionary access control (also called Role
Based Access Control) is useful because the access controls are based on the individual\\'s role or title within the
organization. You can easily configure a new employee acces by assigning the user to a role that has been predefine.
The user will implicitly inherit the permissions of the role by being a member of that role. 

These access permissions defined within the role do not need to be changed whenever a new person takes over the
role. 

Another type of non-discretionary access control model is the Rule Based Access Control (RBAC or RuBAC) where a
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global set of rule is uniformly applied to all subjects accessing the resources. A good example of RuBAC would be a
firewall. 

This question is a sneaky one, one of the choice has only one added word to it which is often. Reading questions and
their choices very carefully is a must for the real exam. Reading it twice if needed is recommended. 

Shon Harris in her book list the following ways of managing RBAC: 

Role-based access control can be managed in the following ways: 

Non-RBAC Users are mapped directly to applications and no roles are used. (No roles being used) 

Limited RBAC Users are mapped to multiple roles and mapped directly to other types of applications that do not have
role-based access functionality. (A mix of roles for applications that supports roles and explicit access control would be
used for applications that do not support roles) 

Hybrid RBAC Users are mapped to multiapplication roles with only selected rights assigned to those roles. Full RBAC
Users are mapped to enterprise roles. (Roles are used for all access being granted) 

NIST defines RBAC as: 

Security administration can be costly and prone to error because administrators usually specify access control lists for
each user on the system individually. With RBAC, security is managed at a level that corresponds closely to the
organization\\'s structure. Each user is assigned one or more roles, and each role is assigned one or more privileges
that are permitted to users in that role. Security administration with RBAC consists of determining the operations that
must be executed by persons in particular jobs, and assigning employees to the proper roles. Complexities introduced
by mutually exclusive roles or role hierarchies are handled by the RBAC software, making security administration
easier. 

Reference(s) used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley and Sons, Page 32. 

and 

Harris, Shon (2012-10-25). CISSP All-in-One uide, 6th Edition McGraw-Hill. 

and 

http://csrc.nist.gov/groups/SNS/rbac/ 

 

QUESTION 4

Which of the following is not a security goal for remote access? 

A. Reliable authentication of users and systems 

B. Protection of confidential data 

C. Easy to manage access control to systems and network resources 

D. Automated login for remote users 

Correct Answer: D 
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An automated login function for remote users would imply a weak authentication, thus certainly not a security goal. 

Source: TIPTON, Harold F. and KRAUSE, Micki, Information Security Management Handbook, 4th edition, volume 2,
2001, CRC Press, Chapter 5: An Introduction to Secure Remote Access (page 100). 

 

QUESTION 5

Which of the following would best describe secondary evidence? 

A. Oral testimony by a non-expert witness 

B. Oral testimony by an expert witness 

C. A copy of a piece of evidence 

D. Evidence that proves a specific act 

Correct Answer: C 

Secondary evidence is defined as a copy of evidence or oral description of its contents. It is considered not as reliable
as best evidence. Evidence that proves or disproves a specific act through oral testimony based on information
gathered through he witness\\'s five senses is considered direct evidence. The fact that testimony is given by an expert
only affects the witness\\'s ability to offer an opinion instead of only testifying of the facts. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 9: Law, Investigation, and Ethics (page 310). 

 

QUESTION 6

Which of the following statements pertaining to disaster recovery planning is incorrect? 

A. Every organization must have a disaster recovery plan 

B. A disaster recovery plan contains actions to be taken before, during and after a disruptive event. 

C. The major goal of disaster recovery planning is to provide an organized way to make decisions if a disruptive event
occurs. 

D. A disaster recovery plan should cover return from alternate facilities to primary facilities. 

Correct Answer: A 

It is possible that an organization may not need a disaster recovery plan. An organization may not have any critical
processing areas or system and they would be able to withstand lengthy interruptions. 

Remember that DRP is related to systems needed to support your most critical business functions. 

The DRP plan covers actions to be taken when a disaster occur but DRP PLANNING which is the keywork in the
question would also include steps that happen before you use the plan such as development of the plan, training, drills,
logistics, and a lot more. 

To be effective, the plan would certainly cover before, during, and after the disaster actions. 
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It may take you a couple years to develop a plan for a medium size company, there is a lot that has to happen before
the plan would be actually used in a real disaster scenario. Plan for the worst and hope for the best. 

All other statements are true. 

NOTE FROM CLEMENT: Below is a great article on who legally needs a plan which is very much in line with this
question. Does EVERY company needs a plan? The legal answer is NO. Some companies, industries, will be required
according to laws or regulations to have a plan. A blank statement saying: All companies MUST have a plan would not
be accurate. The article below is specific to the USA but similar laws will exist in many other countries. Some companies
such as utilities, power, etc... might also need plan if they have been defined as Critical Infrastructure by the
government. The legal side of IT is always very complex and varies in different countries. Always talk to your lawyer to
ensure you follow the law of the land :-) 

Read the details below: 

So Who, Legally, MUST Plan? 

With the caveats above, let\\'s cover a few of the common laws where there is a duty to have a disaster recovery plan. I
will try to include the basis for that requirement, where there is an implied mandate to do so, and what the difference is
between the two 

Banks and Financial Institutions MUST Have a Plan 

The Federal Financial Institutions Examination Council (Council) was established on March 10, 1979, pursuant to Title X
of the Financial Institutions Regulatory and Interest Rate Control Act of 1978 (FIRA), Public Law 95-630. In 1989, Title
XI of the Financial Institutions Reform, Recovery and Enforcement Act of 1989 (FIRREA) established the Examination
Council (the Council). 

The Council is a formal interagency body empowered to prescribe uniform principles, standards, and report forms for
the federal examination of financial institutions by the Board of Governors of the Federal Reserve System (FRB), the
Federal Deposit Insurance Corporation (FDIC), the National Credit Union Administration (NCUA), the Office of the
Comptroller of the Currency (OCC), and the Office of Thrift Supervision (OTS); and to make recommendations to
promote uniformity in the supervision of financial institutions. In other words, every bank, savings and loan, credit union,
and other financial institution is governed by the principles adopted by the Council. 

In March of 2003, the Council released its Business Continuity Planning handbook designed to provide guidance and
examination procedures for examiners in evaluating financial institution and service provider risk-management
processes. Stockbrokers MUST Have a Plan 

The National Association of Securities Dealers (NASD) has adopted rules that require all its members to have business
continuity plans. The NASD oversees the activities of more than 5,100 brokerage firms, approximately 130,800 branch
offices and more than 658,770 registered securities representatives. 

As of June 14, 2004, the rules apply to all NASD member firms. The requirements, which are specified in Rule 3510,
begin with the following: 

3510. Business Continuity Plans. (a) Each member must create and maintain a written business continuity plan
identifying procedures relating to an emergency or significant business disruption. Such procedures must be reasonably
designed to enable the member to meet its existing obligations to customers. In addition, such procedures must address
the member\\'s existing relationships with other broker-dealers and counter-parties. The business continuity plan must
be made available promptly upon request to NASD staff. 

NOTE: 

The rules apply to every company that deals in securities, such as brokers, dealers, and their representatives, it does
NOT apply to the listed companies themselves. 
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Electric Utilities WILL Need a Plan 

The disaster recovery function relating to the electric utility grid is presently undergoing a change. Prior to 2005, the
Federal Energy Regulatory Commission (FERC) could only coordinate volunteer efforts between utilities. This has
changed with the adoption of Title XII of the Energy Policy Act of 2005 (16 U.S.C. 824o). That new law authorizes the
FERC to create an Electric Reliability Organization (ERO). 

The ERO will have the capability to adopt and enforce reliability standards for "all users, owners, and operators of the
bulk power system" in the United States. At this time, FERC is in the process of finalizing the rules for the creation of the
ERO. Once the ERO is created, it will begin the process of establishing reliability standards. It is very safe to assume
that the ERO will adopt standards for service restoration and disaster recovery, particularly after such widespread
disasters as Hurricane Katrina. 

Telecommunications Utilities SHOULD Have Plans, but MIGHT NOT 

Telecommunications utilities are governed on the federal level by the Federal Communications Commission (FCC) for
interstate services and by state Public Utility Commissions (PUCs) for services within the state. 

The FCC has created the Network Reliability and Interoperability Council (NRIC). The role of the NRIC is to develop
recommendations for the FCC and the telecommunications industry to "insure [sic] optimal reliability, security,
interoperability and interconnectivity of, and accessibility to, public communications networks and the internet." The
NRIC members are senior representatives of providers and users of telecommunications services and products,
including telecommunications carriers, the satellite, cable television, wireless and computer industries, trade
associations, labor and consumer representatives, manufacturers, research organizations, and government-related
organizations. 

There is no explicit provision that we could find that says telecommunications carriers must have a Disaster Recovery
Plan. As I have stated frequently in this series of articles on disaster recovery, however, telecommunications facilities
are tempting targets for terrorism. I have not changed my mind in that regard and urge caution. 

You might also want to consider what the liability of a telephone company is if it does have a disaster that causes loss to
your organization. In three words: It\\'s not much. The following is the statement used in most telephone company tariffs
with regard to its liability: 

The Telephone Company\\'s liability, if any, for its gross negligence or willful misconduct is not limited by this tariff. With
respect to any other claim or suit, by a customer or any others, for damages arising out of mistakes, omissions,
interruptions, delays or errors, or defects in transmission occurring in the course of furnishing services hereunder, the
Telephone Company\\'s liability, if any, shall not exceed an amount equivalent to the proportionate charge to the
customer for the period of service during which such mistake, omission, interruption, delay, error or defect in
transmission or service occurs and continues. (Source, General Exchange Tariff for major carrier) All Health Care
Providers WILL Need a Disaster Recovery Plan 

HIPAA is an acronym for the Health Insurance Portability and Accountability Act of 1996, Public Law 104191, which
amended the Internal Revenue Service Code of 1986. Also known as the Kennedy-Kassebaum Act, the Act includes a
section, Title II, entitled Administrative Simplification, requiring "Improved efficiency in healthcare delivery by
standardizing electronic data interchange, and protection of confidentiality and security of health data through setting
and enforcing standards." 

The legislation called upon the Department of Health and Human Services (HHS) to publish new rules that will ensure
security standards protecting the confidentiality and integrity of "individually identifiable health information," past,
present, or future. 

The final Security Rule was published by HHS on February 20, 2003 and provides for a uniform level of protection of all
health information that is housed or transmitted electronically and that pertains to an individual. 

The Security Rule requires covered entities to ensure the confidentiality, integrity, and availability of all electronic
protected health information (ePHI) that the covered entity creates, receives, maintains, or transmits. It also requires
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entities to protect against any reasonably anticipated threats or hazards to the security or integrity of ePHI, protect
against any reasonably anticipated uses or disclosures of such information that are not permitted or required by the
Privacy Rule, and ensure compliance by their workforce. 

Required safeguards include application of appropriate policies and procedures, safeguarding physical access to ePHI,
and ensuring that technical security measures are in place to protect networks, computers and other electronic devices. 

Companies with More than 10 Employees 

The United States Department of Labor has adopted numerous rules and regulations in regard to workplace safety as
part of the Occupational Safety and Health Act. For example, 29 USC 654 specifically requires: 

(a)

 Each employer: 

(1)

 shall furnish to each of his employees employment and a place of employment which are free from recognized hazards
that are causing or are likely to cause death or serious physical harm to his employees; 

(2)

 shall comply with occupational safety and health standards promulgated under this Act. 

(b)

 Each employee shall comply with occupational safety and health standards and all rules, regulations, and orders issued
pursuant to this Act which are applicable to his own actions and conduct. Other Considerations or Expensive Research 

 

QUESTION 7

Which SSL version offers client-side authentication? 

A. SSL v1 

B. SSL v2 

C. SSL v3 

D. SSL v4 

Correct Answer: C 

Secure Sockets Layer (SSL) is the technology used in most Web-based applications. SSL version 2.0 supports strong
authentication of the web server, but the authentication of the client side only comes with version 3.0. SSL v4 is not a
defined standard. Source: TIPTON, Harold F. and KRAUSE, Micki, Information Security Management Handbook, 4th
edition (volume 1), 2000, CRC Press, Chapter 3, Secured Connections to External Networks (page 54). 

 

QUESTION 8

Which of the following standards concerns digital certificates? 
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A. X.400 

B. X.25 

C. X.509 

D. X.75 

Correct Answer: C 

X.509 is used in digital certificates. X.400 is used in e-mail as a message handling protocol. X.25 is a standard for the
network and data link levels of a communication network and X.75 is a standard defining ways of connecting two X.25
networks. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 4: Cryptography (page 164). 

 

QUESTION 9

A group of independent servers, which are managed as a single system, that provides higher availability, easier
manageability, and greater scalability is: 

A. server cluster 

B. client cluster 

C. guest cluster 

D. host cluster 

Correct Answer: A 

A server cluster is a group of independent servers, which are managed as a single system, that provides higher
availability, easier manageability, and greater scalability. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 67. 

 

QUESTION 10

What is NOT an authentication method within IKE and IPsec? 

A. CHAP 

B. Pre shared key 

C. certificate based authentication 

D. Public key authentication 

Correct Answer: A 

CHAP is not used within IPSEC or IKE. CHAP is an authentication scheme used by Point to Point Protocol (PPP)
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servers to validate the identity of remote clients. CHAP periodically verifies the identity of the client by using a three-way
handshake. This happens at the time of establishing the initial link (LCP), and may happen again at any time afterwards.
The verification is based on a shared secret (such as the client user\\'s password). 

After the completion of the link establishment phase, the authenticator sends a "challenge" message to the peer. 

The peer responds with a value calculated using a one-way hash function on the challenge and the secret combined. 

The authenticator checks the response against its own calculation of the expected hash value. If the values match, the
authenticator acknowledges the authentication; otherwise it should terminate the connection. 

At random intervals the authenticator sends a new challenge to the peer and repeats steps 1 through 3. 

The following were incorrect answers: Pre Shared Keys 

In cryptography, a pre-shared key or PSK is a shared secret which was previously shared between the two parties using
some secure channel before it needs to be used. To build a key from shared secret, the key derivation function should
be used. Such systems almost always use symmetric key cryptographic algorithms. The term PSK is used in WiFi
encryption such as WEP or WPA, where both the wireless access points (AP) and all clients share the same key. 

The characteristics of this secret or key are determined by the system which uses it; some system designs require that
such keys be in a particular format. It can be a password like \\'bret13i\\', a passphrase like \\'Idaho hung gear id gene\\',
or a hexadecimal string like \\'65E4 E556 8622 EEE1\\'. The secret is used by all systems involved in the cryptographic
processes used to secure the traffic between the systems. 

Certificat Based Authentication The most common form of trusted authentication between parties in the wide world of
Web commerce is the exchange of certificates. A certificate is a digital document that at a minimum includes a
Distinguished Name (DN) and an associated public key. 

The certificate is digitally signed by a trusted third party known as the Certificate Authority (CA). The CA vouches for the
authenticity of the certificate holder. Each principal in the transaction presents certificate as its credentials. The recipient
then validates the certificate\\'s signature against its cache of known and trusted CA certificates. A "personal 

certificate" identifies an end user in a transaction; a "server certificate" identifies the service provider. 

Generally, certificate formats follow the X.509 Version 3 standard. X.509 is part of the Open Systems Interconnect 

(OSI) X.500 specification. 

Public Key Authentication 

Public key authentication is an alternative means of identifying yourself to a login server, instead of typing a password. It
is more secure and more flexible, but more difficult to set up. 

In conventional password authentication, you prove you are who you claim to be by proving that you know the correct
password. The only way to prove you know the password is to tell the server what you think the password is. This
means that if the server has been hacked, or spoofed an attacker can learn your password. 

Public key authentication solves this problem. You generate a key pair, consisting of a public key (which everybody is
allowed to know) and a private key (which you keep secret and do not give to anybody). The private key is able to
generate signatures. A signature created using your private key cannot be forged by anybody who does not have a copy
of that private key; but anybody who has your public key can verify that a particular signature is genuine. So you
generate a key pair on your own computer, and you copy the public key to the server. Then, when the server asks you
to prove who you are, you can generate a signature using your private key. The server can verify that signature (since it
has your public key) and allow you to log in. Now if the server is hacked or spoofed, the attacker does not gain your
private key or password; they only gain one signature. And signatures cannot be re-used, so they have gained nothing. 
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There is a problem with this: if your private key is stored unprotected on your own computer, then anybody who gains
access to your computer will be able to generate signatures as if they were you. So they will be able to log in to your
server under your account. For this reason, your private key is usually encrypted when it is stored on your local
machine, using a passphrase of your choice. In order to generate a signature, you must decrypt the key, so you have to
type your passphrase. 

References: 

RFC 2409: The Internet Key Exchange (IKE); DORASWAMY, Naganand and HARKINS, Dan 

Ipsec: The New Security Standard for the Internet, Intranets, and Virtual Private Networks, 1999, Prentice Hall PTR;
SMITH, Richard E. 

Internet Cryptography, 1997, Addison-Wesley Pub Co.; HARRIS, Shon, All-In-One CISSP Certification uide, 2001,
McGraw-Hill/Osborne, page 467. http://en.wikipedia.org/wiki/Pre-shared_key
http://www.home.umk.pl/~mgw/LDAP/RS.C4.JUN.97.pdf
http://the.earth.li/~sgtatham/putty/0.55/htmldoc/Chapter8.html#S8.1 

 

QUESTION 11

How often should a Business Continuity Plan be reviewed? 

A. At least once a month 

B. At least every six months 

C. At least once a year 

D. At least Quarterly 

Correct Answer: C 

As stated in SP 800-34 Rev. 1: 

To be effective, the plan must be maintained in a ready state that accurately reflects system requirements, procedures,
organizational structure, and policies. During the Operation/Maintenance phase of the SDLC, information systems
undergo frequent changes because of shifting business needs, technology upgrades, or new internal or external
policies. 

As a general rule, the plan should be reviewed for accuracy and completeness at an organization- defined frequency (at
least once a year for the purpose of the exam) or whenever significant changes occur to any element of the plan.
Certain elements, such as contact lists, will require more frequent reviews. 

Remember, there could be two good answers as specified above. Either once a year or whenever significant changes
occur to the plan. You will of course get only one of the two presented within you 

exam. 

Reference(s) used for this question: 

NIST SP 800-34 Revision 1 

 

QUESTION 12
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Which of the following is an example of discretionary access control? 

A. Identity-based access control 

B. Task-based access control 

C. Role-based access control 

D. Rule-based access control 

Correct Answer: A 

An identity-based access control is an example of discretionary access control that is based on an individual\\'s identity.
Identity-based access control (IBAC) is access control based on the identity of the user (typically relayed as a
characteristic of the process acting on behalf of that user) where access authorizations to specific objects are assigned
based on user identity. 

Rule Based Access Control (RuBAC) and Role Based Access Control (RBAC) are examples of non-discretionary
access controls. Rule-based access control is a type of non-discretionary access control because this access is
determined by rules and the subject does not decide what those rules will be, the rules are uniformly applied to ALL of
the users or subjects. 

In general, all access control policies other than DAC are grouped in the category of non- discretionary access control
(NDAC). As the name implies, policies in this category have rules that are not established at the discretion of the user.
Non-discretionary policies establish controls that cannot be changed by users, but only through administrative action. 

Both Role Based Access Control (RBAC) and Rule Based Access Control (RuBAC) fall within Non Discretionary Access
Control (NDAC). If it is not DAC or MAC then it is most likely NDAC. 

BELOW YOU HAVE A DESCRIPTION OF THE DIFFERENT CATEGORIES: 

MAC = Mandatory Access Control 

Under a mandatory access control environment, the system or security administrator will define what permissions
subjects have on objects. The administrator does not dictate user\\'s access but simply configure the proper level of
access as dictated by the Data Owner. 

The MAC system will look at the Security Clearance of the subject and compare it with the object sensitivity level or
classification level. This is what is called the dominance relationship. 

The subject must DOMINATE the object sensitivity level. Which means that the subject must have a security clearance
equal or higher than the object he is attempting to access. 

MAC also introduce the concept of labels. Every objects will have a label attached to them indicating the classification of
the object as well as categories that are used to impose the need to know (NTK) principle. Even thou a user has a
security clearance of Secret it does not mean he would be able to access any Secret documents within the system. He
would be allowed to access only Secret document for which he has a Need To Know, formal approval, and object where
the user belong to one of the categories attached to the object. 

If there is no clearance and no labels then IT IS NOT Mandatory Access Control. 

Many of the other models can mimic MAC but none of them have labels and a dominance relationship so they are NOT
in the MAC category. 

DAC = Discretionary Access Control 

DAC is also known as: Identity Based access control system. 
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The owner of an object is define as the person who created the object. As such the owner has the discretion to grant
access to other users on the network. Access will be granted based solely on the identity of those users. 

Such system is good for low level of security. One of the major problem is the fact that a user who has access to
someone\\'s else file can further share the file with other users without the knowledge or permission of the owner of the
file. Very quickly this could become the wild wild west as there is no control on the dissimination of the information. 

RBAC = Role Based Access Control 

RBAC is a form of Non-Discretionary access control. 

Role Based access control usually maps directly with the different types of jobs performed by employees within a
company. For example there might be 5 security administrator within your company. Instead of creating each of their
profile one by one, you would simply create a role and assign the administrators to the role. Once an administrator has
been assigned to a role, he will IMPLICITLY inherit the permissions of that role. 

RBAC is great tool for environment where there is a a large rotation of employees on a daily basis such as a very large
help desk for example. 

RBAC or RuBAC = Rule Based Access Control 

RuBAC is a form of Non-Discretionary access control. 

A good example of a Rule Based access control device would be a Firewall. A single set of rules is imposed to all users
attempting to connect through the firewall. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 33. 

and 

NISTIR-7316 at http://csrc.nist.gov/publications/nistir/7316/NISTIR-7316.pdf 

and 

http://itlaw.wikia.com/wiki/Identity-based_access_control 

 

QUESTION 13

Why is traffic across a packet switched network difficult to monitor? 

A. Packets are link encrypted by the carrier 

B. Government regulations forbids monitoring 

C. Packets can take multiple paths when transmitted 

D. The network factor is too high 

Correct Answer: C 

With a packet switched network, packets are difficult to monitor because they can be transmitted using different paths. A
packet-switched network is a digital communications network that groups all transmitted data, irrespective of content,
type, or structure into suitably sized blocks, called packets. The network over which packets are transmitted is a shared
network which routes each packet independently from all others and allocates transmission resources as needed. The
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principal goals of packet switching are to optimize utilization of available link capacity, minimize response times and
increase the robustness of communication. When traversing network adapters, switches and other network nodes,
packets are buffered and queued, resulting in variable delay and throughput, depending on the traffic load in the
network. Most modern Wide Area Network (WAN) protocols, including TCP/IP, X.25, and Frame Relay, are based on
packet-switching technologies. In contrast, normal telephone service is based on a circuit-switching technology, in which
a dedicated line is allocated for transmission between two parties. Circuit-switching is ideal when data must be
transmitted quickly and must arrive in the same order in which it\\'s sent. This is the case with most real-time data, such
as live audio and video. Packet switching is more efficient and robust for data that can withstand some delays in
transmission, such as e-mail messages and Web pages. All of the other answer are wrong Reference(s) used for this
question: TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation. and https://en.wikipedia.org/wiki/Packet-
switched_network and http://www.webopedia.com/TERM/P/packet_switching.html 

 

QUESTION 14

Which of the following is an example of a connectionless communication protocol? 

A. UDP 

B. X.25 

C. Packet switching 

D. TCP 

Correct Answer: A 

UDP is an example of connectionless communication protocol, wherein no connection needs to be 

established before data can be exchanged. In telecommunications, connectionless describes communication between
two network end points in which a message can be sent from one end point to another without prior arrangement. The
device at one end of the communication transmits data addressed to the other, without first ensuring that the recipient is
available and ready to receive the data. Some protocols allow for error correction by requested retransmission. Internet
Protocol (IP) and User Datagram Protocol (UDP) are connectionless protocols. 

Connectionless protocols are also described as stateless because the endpoints have no protocol- defined way to
remember where they are in a "conversation" of message exchanges. List of connectionless protocols Hypertext
Transfer Protocol IP UDP ICMP IPX TIPC NetBEUI 

References: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer 

Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 86). 

and https://secure.wikimedia.org/wikipedia/en/wiki/Connectionless_protocol 

 

QUESTION 15

What is called the percentage at which the False Rejection Rate equals the False Acceptance Rate? 

A. False Rejection Rate (FRR) or Type I Error 

B. False Acceptance Rate (FAR) or Type II Error 
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C. Crossover Error Rate (CER) 

D. Failure to enroll rate (FTE or FER) 

Correct Answer: C 

The percentage at which the False Rejection Rate equals the False Acceptance Rate is called the Crossover Error Rate
(CER). Another name for the CER is the Equal Error Rate (EER), any of the two terms could be used. 

Equal error rate or crossover error rate (EER or CER) It is the rate at which both accept and reject errors are equal. The
EER is a quick way to compare the accuracy of devices with different ROC curves. In general, the device with the
lowest EER is most accurate. 

The other choices were all wrong answers: 

The following are used as performance metrics for biometric systems: 

false accept rate or false match rate (FAR or FMR): the probability that the system incorrectly matches the input pattern
to a non-matching template in the database. It measures the percent of invalid inputs which are incorrectly accepted.
This is when an impostor would be accepted by the system. 

False reject rate or false non-match rate (FRR or FNMR): the probability that the system fails to detect a match between
the input pattern and a matching template in the database. It measures the percent of valid inputs which are incorrectly
rejected. This is when a valid company employee would be rejected by the system. 

Failure to enroll rate (FTE or FER): the rate at which attempts to create a template from an input is unsuccessful. This is
most commonly caused by low quality inputs. 

Reference(s) used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley and Sons, Page 38. 

and 

https://en.wikipedia.org/wiki/Biometrics 
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