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QUESTION 1

The use of session keys and symmetric cryptography results in: 

A. Increased performance degradation 

B. Increased reliability degradation 

C. Reduced message sizes 

D. None of the above 

Correct Answer: D 

 

QUESTION 2

A malicious passive intermediary intercepts messages sent between two services. Which of the following is the primary
security concern raised by this situation? 

A. The integrity of the message can be affected. 

B. The confidentiality of the message can be affected. 

C. The reliability of the message can be affected. 

D. The availability of the message can be affected. 

Correct Answer: B 

 

QUESTION 3

Architects responsible for a domain service inventory are being asked to make some of their services available to
service consumers from outside the organization. However, they are reluctant to do so and consult you to help define a
security architecture that will keep all of the existing services within the domain service inventory hidden within a private
network. 

Which of the following is a valid approach for fulfilling this requirement? 

A. Apply the Brokered Authentication pattern to position an authentication broker outside the private network that has
beenconfigured to access the internal services via a firewall. The authentication broker becomes the sole contact point
for external service consumers. 

B. Apply the Service Perimeter Guard pattern in order to position a perimeter service outside the private network that
has been configured to access the internal services via a firewall. The perimeter service becomes the sole contact point
for external service consumers. 

C. Apply the Trusted Subsystem pattern in order to position a service outside the private network that authenticates
each incoming request and then uses its own set of credentials to get access to internal services. This service becomes
the sole contact point for external service consumers. 

D. None of the above. 
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Correct Answer: B 

 

QUESTION 4

When considering the ESB as providing intermediary logic, which of the following types of subject confirmation methods
relate to its access control issues? 

A. Holder-of-key 

B. Sender-vouches 

C. Issuer-vouches 

D. None of the above. 

Correct Answer: B 

 

QUESTION 5

A service is designed to respond to an error condition by issuing a message containing detailed error information. This
message includes connection information for a database that is shared by numerous services within the service
inventory. An attacker intentionally sends an invalid message to the service in order to trigger an error and receive the
connection information. The attacker then proceeds to connect to the database and issues a series of malicious SQL
queries that make the database non-responsive. As a result, a number of services within the service inventory are
disabled. 

Which of the following types of attacks were successfully carried out? 

A. SQL injection attack 

B. Exception generation attack 

C. Denial of service attack 

D. Buffer overrun attack 

Correct Answer: BC 

 

QUESTION 6

 is an industry standard that describes mechanisms for issuing, validating, renewing and cancelling security tokens. 

A. WS-Security 

B. WS-Trust 

C. WS-SecureConversation 

D. WS-Security Policy 

Correct Answer: B 
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QUESTION 7

The service contract for Service A uses an XML schema that does not specify the maximum length for the
CustomerAddress XML element. A service consumer sends a message that contains a very long string of characters
inside the CustomerAddress XML element. 

This can be an indication of what types of attacks? 

A. XML parser attack 

B. Buffer overrun attack 

C. Insufficient authorization attack 

D. XPath injection attack 

Correct Answer: AB 

 

QUESTION 8

An IT enterprise has three domain service inventories that map to three different departments. Each service inventory
uses a security token service (STS) based authentication broker to enable single sign-on for services within the
respective service inventory boundary. The tokens used for all single sign-on mechanisms are based on SAML
assertions. You are given a new requirement to extend this security architecture so that services from different domain
service inventories can communicate. 

What new security mechanisms are required to fulfill this requirement? 

A. The individual authentication brokers need to be replaced with one single authentication broker so that one single
token can be used by services across all domain service inventories. 

B. An additional authentication broker needs to be added in between each domain service inventory in order to enable
communication between services using disparate security tokens. 

C. There is no need to introduce a new security mechanism. The individual domain service inventories need to be
combined into a single enterprise service inventory. That way, the Service Perimeter Guard pattern can be applied so
that services won\\'t need to authenticate each other. 

D. There is no need to introduce a new security mechanism. The existing SAML tokens can be used by services across
the domain service inventories as long as the existing authentication brokers are configured to issue service inventory-
specific assertions for SAML tokens from specific domain service inventories. 

Correct Answer: D 

 

QUESTION 9

The Service Perimeter Guard pattern can be used in combination with other patterns to help avoid both data-oriented
attacks and access-oriented attacks. 

A. True 
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B. False 

Correct Answer: A 

 

QUESTION 10

A service uses specialized screening logic that compares the size of a message against a maximum allowable size
value. This value is specified for an incoming request message for a specific service capability. Upon a mismatch, the
service rejects the request message and instead generates an error message. 

What type of attack has this security architecture not addressed? 

A. XML parser attack 

B. Buffer overrun attack 

C. Exception shielding attack 

D. None of the above 

Correct Answer: D 

 

QUESTION 11

A certain service becomes a victim of an insufficient authorization attack. This service acts as a trusted subsystem for
an entire service inventory. 

Which of the following are under threat as a result of this attack? 

A. The core service logic 

B. The underlying resources accessed by the service 

C. Other services in the service inventory 

D. All of the above. 

Correct Answer: D 

 

QUESTION 12

The difference between the Exception Shielding and Message Screening patterns is in how the core service logic
processes incoming messages received by malicious service consumers? 

A. True 

B. False 

Correct Answer: B 
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QUESTION 13

Security policies defined using WS-SecurityPolicy can be used to convey which of the following requirements to a
service consumer? 

A. Whether transport-layer or message-layer security needs to be used 

B. The encryption type that needs to be used for transport-layer security 

C. The algorithms that need to be used for cryptographic operations 

D. The type of security token that must be used 

Correct Answer: ACD 

 

QUESTION 14

The use of parameterized expressions can help avoid which type of attack? 

A. XML parser attack 

B. Buffer overrun attack 

C. XPath injection attack 

D. Exception generation attack 

Correct Answer: C 

 

QUESTION 15

The Exception Shielding pattern was applied to the design of Service A. During testing, it is revealed that Service A is
disclosing sensitive error information in one of its response messages. 

How is this possible? 

A. It is the Message Screening pattern, not the Exception Shielding pattern, that prevents a service from transmitting
sensitive error information in response messages. 

B. The Trusted Subsystem pattern has already been applied to Service A, thereby conflicting with the application of the
Exception Shielding pattern. 

C. The Exception Shielding pattern states that, in case of an error, the service should not send back any message at all,
because this would implicitly tell the service consumer that something has gone wrong, thereby exposing
vulnerabilities. 

D. None of the above. 

Correct Answer: D 
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