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QUESTION 1

What is the command to force the sensor out of Layer 2 Passthru mode? 

A. Layer2 mode off 

B. Layer2 mode on 

C. Layer2 mode assert 

D. Layer2 mode deassert 

Correct Answer: D 

 

QUESTION 2

Which of the following CLI commands removes trust between a sensor and manager, removes signatures and restores
default port settings, but retains IP configuration? 

A. Resetconfig 

B. Deletesignatures 

C. Factotydefaults 

D. Deinstall 

Correct Answer: A 

 

QUESTION 3

Which of the following deployment modes is not included in standard NAC? 

A. System Health based NAC 

B. DHCP based NAC 

C. L2 based NAC 

D. L3 based NAC 

Correct Answer: B 

 

QUESTION 4

Which mode is used when certain hosts are located on the same network as a sensor and other hosts enter through a
router or VPN? 

A. Mixed 
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B. Hybrid 

C. Enforcement 

D. Prevention 

Correct Answer: A 

 

QUESTION 5

Which of the following CLI commands will not cause an automatic reboot of the Sensor? 

A. resetconfig 

B. delete signatures 

C. factorydefaults 

D. deinstall 

Correct Answer: D 

 

QUESTION 6

When creating policies, which of the following rule sets are available for selection within those policies? 

A. Only rule sets created using the Rule Set Editor 

B. Only rule sets imported from the Sensor 

C. Only rule sets created using the Rule Set Editor and Default rule sets 

D. Only Default Rule sets 

Correct Answer: C 

 

QUESTION 7

Which command is used to manually download signature tiles from the tftpserver when connectivity to the Manager is
not available? 

A. Loadimage WORD 

B. Loadconfig WORD 

C. Loadconfiguration WORD 

D. Loadsigset WORD 

Correct Answer: C 
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QUESTION 8

A sensor will redirect the host to which of the following when McAfee NAC reports the Host status as "unmanaged with
an Unknown Health Level"? 

A. Guest Client Portal 

B. NAC Client Portal 

C. Sensor Client Portal 

D. DNS Server Portal 

Correct Answer: A 

 

QUESTION 9

Which step needs to be completed before a sensor can be configured? 

A. Sensor IP addressing must be set 

B. Sensor must be added to the Manager 

C. Sensor username and password must be set 

D. Sensor Gateway addressing must be set 

Correct Answer: B 

 

QUESTION 10

McAfee recommends which of the following methods to cable the heartbeat connection of a sensor failover pair? 

A. direct fiber connection with specified monitoring ports 

B. direct copper connection using response ports 

C. switched fiber connection 

D. direct copper connection using failopen port 

Correct Answer: A 

 

QUESTION 11

Identity Based Access Control cannot co-exist with which mode of NAC deployment on the same port? 

A. DHCP based NAC 
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B. System Health based NAC 

C. L2 and L3 Deployment modes 

D. Mixed Deployment modes 

Correct Answer: A 

 

QUESTION 12

By default, sensors are configured to operate in which operating mode? 

A. In-line 

B. Tap 

C. SPAN 

D. Failover 

Correct Answer: A 

 

QUESTION 13

Which of the following options is the best practice to use if you need to edit all attacks with a specific seventy number
within an IPS policy? 

A. Use the Bulk Edit feature within the Policy Editor 

B. Create and run the appropriate database query 

C. Edit the attacks individually 

D. Use the Bulk Edit feature within the Reconnaissance Editor 

Correct Answer: A 

 

QUESTION 14

Which of the following are the methods used by NSP to recognize and react to Denial-of-Service (DoS) attacks?
(Choose three) 

A. Blocking 

B. Shutting down the sensor 

C. Thresholds 

D. Self-learning 

E. Logging 
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F. DDoS attack tool with exploit signatures 

Correct Answer: CDF 

 

QUESTION 15

Which port needs to be opened for Packet Log Channel communication between Sensor and Manager through a
firewall? 

A. 8501 

B. 8502 

C. 8503 

D. 8555 

Correct Answer: C 
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