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QUESTION 1

A network technician is configuring a new firewall for placement into an existing network infrastructure. The existing
network is connected to the Internet by a broadband connection. Which of the following represents the BEST location
for the new firewall?

A. The firewall should be placed between the Internet connection and the local network.

B. The firewall should be placed inside the local network.

C. The firewall should be placed between the broadband connection and the Internet.

D. The firewall should be placed in the Internet cloud.

Correct Answer: A

QUESTION 2

A company has a server with redundant power supplies. Which of the following is this an example of?
A. Traffic shaping

B. Caching engines

C. Fault tolerance

D. Load balancing

Correct Answer: C

QUESTION 3

A technician is tasked with rewiring a CAT5e SOHO network with 10 existing computers. The users are currently
running at 100 Mbps and would like to be upgraded to 1000 Mbps. Which of the following should the technician do
FIRST?

A. Upgrade the existing computers

B. Purchase a new 802.11ac access point and install.

C. Install CAT6 wiring for the SOHO network

D. Verify the network cards can support 1Gbps

Correct Answer: D

QUESTION 4

In a small office environment, one computer is set up to provide Internet access to three other computers that are not
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interconnected. This is an example of which of the following topology types?
A. Peer-to-peer

B. Point-to-multipoint

C. Hybrid

D. Point-to-point

Correct Answer: B

QUESTION 5

At which layer of the OSI and TCP/IP model would HTTP and FTP be found?
A. Application

B. Network

C. Session

D. Data Link

Correct Answer: A

QUESTION 6

Which of the following is a public class C IP address?
A. 4222

B. 194.178.12.54

C. 175.35.46.60

D. 192.168.1.34

Correct Answer: B

QUESTION 7

Joe, a network technician, is troubleshooting in a wiring closet in 2011. The cabling to all the equipment does not match
the documentation from 2007. Which of the following configuration management methods has been overlooked?

A. Change management
B. System logs

C. Asset management
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D. Baselining
Correct Answer: A

Explanation: Change management is the request for to change any configuration which is documented.

QUESTION 8

Which of the following would allow a network administrator to implement a user authentication method that uses X.509
certificates?

A. PKI

B. Kerberos
C. TACACS+
D. RADIUS

Correct Answer: A

QUESTION 9

A technician is troubleshooting a problem where data packets are being corrupted. Which of the following connectivity
problems should the technician check?

A. Attenuation

B. Latency

C. Crosstalk

D. External interference

Correct Answer: C

QUESTION 10

Which of the following are authentication methods that can use AAA authentication? (Select TWO).
A. Kerberos

B. PKI

C. TKIP/AES

D. MS-CHAP

E. RADIUS

F. TACACS+
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Correct Answer: EF

QUESTION 11

Which of the following cable types use pins 1 and 2 to transmit and 3 and 6 to receive?
A. Coaxial

B. Crossover

C. Multimode fiber

D. Straight-though

Correct Answer: D

QUESTION 12

A user would like to connect two laptops together and transfer files via the Ethernet ports. Which of the following should
MOST likely be provided to the user to accomplish this?

A. Crossover

B. Rollover

C. Loopback

D. Straight cable

Correct Answer: A
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