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QUESTION 1

You work as a systems engineer for BlueWell Inc. You want to communicate the quantitative and qualitative system
characteristics to all stakeholders. Which of the following documents will you use to achieve the above task 

A. IMM 

B. CONOPS 

C. IPP 

D. System Security Context 

Correct Answer: B 

 

QUESTION 2

Which of the following is the application of statistical methods to the monitoring and control of a process to ensure that it
operates at its full potential to produce conforming product 

A. Information Assurance (IA) 

B. Statistical process control (SPC) 

C. Information Protection Policy (IPP) 

D. Information management model (IMM) 

Correct Answer: B 

 

QUESTION 3

Which of the following cooperative programs carried out by NIST speed ups the development of modern technologies
for broad, national benefit by co-funding research and development partnerships with the private sector 

A. Baldrige National Quality Program 

B. Advanced Technology Program 

C. Manufacturing Extension Partnership 

D. NIST Laboratories 

Correct Answer: B 

 

QUESTION 4

Which of the following types of cryptography defined by FIPS 185 describes a cryptographic algorithm or a tool
accepted by the National Security Agency for protecting sensitive, unclassified information in the systems as stated in
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Section 2315 of Title 10, United States Code 

A. Type I cryptography 

B. Type II cryptography 

C. Type III (E) cryptography 

D. Type III cryptography 

Correct Answer: B 

 

QUESTION 5

Which of the following acts promote a risk-based policy for cost effective security Each correct answer represents a part
of the solution. Choose all that apply. 

A. Clinger-Cohen Act 

B. Lanham Act 

C. Paperwork Reduction Act (PRA) 

D. Computer Misuse Act 

Correct Answer: AC 

 

QUESTION 6

Part of your change management plan details what should happen in the change control system for your project.
Theresa, a junior project manager, asks what the configuration management activities are for scope changes. You tell
her that all of the following are valid configuration management activities except for which one 

A. Configuration Item Costing 

B. Configuration Identification 

C. Configuration Verification and Auditing 

D. Configuration Status Accounting 

Correct Answer: A 

 

QUESTION 7

Which of the following configuration management system processes keeps track of the changes so that the latest
acceptable configuration specifications are readily available 

A. Configuration Identification 

B. Configuration Verification and Audit 
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C. Configuration Status and Accounting 

D. Configuration Control 

Correct Answer: C 

 

QUESTION 8

Which of the following individuals is responsible for monitoring the information system environment for factors that can
negatively impact the security of the system and its accreditation 

A. Chief Information Officer 

B. Chief Information Security Officer 

C. Chief Risk Officer 

D. Information System Owner 

Correct Answer: D 

 

QUESTION 9

Which of the following types of CNSS issuances describes how to implement the policy or prescribes the manner of a
policy 

A. Advisory memoranda 

B. Instructions 

C. Policies 

D. Directives 

Correct Answer: B 

 

QUESTION 10

Which of the following individuals informs all CandA participants about life cycle actions, security requirements, and
documented user needs 

A. User representative 

B. DAA 

C. Certification Agent 

D. IS program manager 

Correct Answer: D 
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QUESTION 11

Which of the following processes illustrate the study of a technical nature of interest to focused audience, and consist of
interim or final reports on work made by NIST for external sponsors, including government and non-government
sponsors 

A. Federal Information Processing Standards (FIPS) 

B. Special Publication (SP) 

C. NISTIRs (Internal Reports) 

D. DIACAP 

Correct Answer: C 

 

QUESTION 12

Which of the following organizations incorporates building secure audio and video communications equipment, making
tamper protection products, and providing trusted microelectronics solutions 

A. DTIC 

B. NSA IAD 

C. DIAP 

D. DARPA 

Correct Answer: B 

 

QUESTION 13

What are the responsibilities of a system owner Each correct answer represents a complete solution. Choose all that
apply. 

A. Integrates security considerations into application and system purchasing decisions and development projects. 

B. Ensures that the necessary security controls are in place. 

C. Ensures that adequate security is being provided by the necessary controls, password management, remote access
controls, operating system configurations, and so on. 

D. Ensures that the systems are properly assessed for vulnerabilities and must report any to the incident response team
and data owner. 

Correct Answer: ACD 

 

QUESTION 14
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Which of the following federal agencies provides a forum for the discussion of policy issues, sets national policy, and
promulgates direction, operational procedures, and guidance for the security of national security systems 

A. National Security AgencyCentral Security Service (NSACSS) 

B. National Institute of Standards and Technology (NIST) 

C. United States Congress 

D. Committee on National Security Systems (CNSS) 

Correct Answer: D 

 

QUESTION 15

What NIACAP certification levels are recommended by the certifier Each correct answer represents a complete solution.
Choose all that apply. 

A. Basic System Review 

B. Basic Security Review 

C. Maximum Analysis 

D. Comprehensive Analysis 

E. Detailed Analysis 

F. Minimum Analysis 

Correct Answer: BDEF 
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