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QUESTION 1

You own a small company in a remote industrial areA. Lately, the alarm regularly goes off in the middle of the night. It
takes quite a bit of time to respond to it and it seems to be a false alarm every time. You decide to set up a hidden
camerA. What is such a measure called? 

A. Detective measure 

B. Preventive measure 

C. Repressive measure 

Correct Answer: A 

 

 

QUESTION 2

You work for a large organization. You notice that you have access to confidential information that you should not be
able to access in your position. You report this security incident to the helpdesk. The incident cycle isinitiated. What are
the stages of the security incident cycle? 

A. Threat, Damage, Incident, Recovery 

B. Threat, Damage, Recovery, Incident 

C. Threat, Incident, Damage, Recovery 

D. Threat, Recovery, Incident, Damage 

Correct Answer: C 

 

QUESTION 3

You work for a flexible employer who doesnt mind if you work from home or on the road. You regularly take copies of
documents with you on a USB memory stick that is not secure. What are the consequences for the reliability of the
information if you leave your USB memory stick behind on the train? 

A. The integrity of the data on the USB memory stick is no longer guaranteed. 

B. The availability of the data on the USB memory stick is no longer guaranteed. 

C. The confidentiality of the data on the USB memory stick is no longer guaranteed. 

Correct Answer: C 

 

QUESTION 4

Which of the following measures is a corrective measure? 
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A. Incorporating an Intrusion Detection System (IDS) in the design of a computer centre 

B. Installing a virus scanner in an information system 

C. Making a backup of the data that has been created or altered that day 

D. Restoring a backup of the correct database after a corrupt copy of the database was written over the original 

Correct Answer: D 

 

QUESTION 5

What is the greatest risk for an organization if no information security policy has been defined? 

A. If everyone works with the same account, it is impossible to find out who worked on what. 

B. Information security activities are carried out by only a few people. 

C. Too many measures are implemented. 

D. It is not possible for an organization to implement information security in a consistent manner. 

Correct Answer: D 

 

QUESTION 6

You are the owner of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. What is this risk
strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

Correct Answer: C 

 

QUESTION 7

What is an example of a good physical security measure? 

A. All employees and visitors carry an access pass. 

B. Printers that are defective or have been replaced are immediately removed and given away as garbage for recycling. 

C. Maintenance staff can be given quick and unimpeded access to the server area in the event of disaster. 

Correct Answer: A 
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QUESTION 8

An employee in the administrative department of Smiths Consultants Inc. finds out that the expiry date of a contract with
one of the clients is earlier than the start date. What type of measure could prevent this error? 

A. Availability measure 

B. Integrity measure 

C. Organizational measure 

D. Technical measure 

Correct Answer: D 

 

QUESTION 9

My user profile specifies which network drives I can read and write to. What is the name of the type of logical access
management wherein my access and rights are determined centrally? 

A. Discretionary Access Control (DAC) 

B. Mandatory Access Control (MAC) 

C. Public Key Infrastructure (PKI) 

Correct Answer: B 

 

QUESTION 10

You work in the IT department of a medium-sized company. Confidential information has got into the wrong hands
several times. This has hurt the image of the company. You have been asked to propose organizational security
measures for laptops at your company. What is the first step that you should take? 

A. Formulate a policy regarding mobile media (PDAs, laptops, smartphones, USB sticks) 

B. Appoint security personnel 

C. Encrypt the hard drives of laptops and USB sticks 

D. Set up an access control policy 

Correct Answer: A 

 

QUESTION 11

Under which condition is an employer permitted to check if Internet and email services in the workplace are being used
for private purposes? 

A. The employer is permitted to check this if the employee is informed after each instance of checking. 
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B. The employer is permitted to check this if the employees are aware that this could happen. 

C. The employer is permitted to check this if a firewall is also installed. 

D. The employer is in no way permitted to check the use of IT services by employees. 

Correct Answer: B 

 

QUESTION 12

What is the most important reason for applying segregation of duties? 

A. Segregation of duties makes it clear who is responsible for what. 

B. Segregation of duties ensures that, when a person is absent, it can be investigated whether he or she has been
committing fraud. 

C. Tasks and responsibilities must be separated in order to minimize the opportunities for business assets to be
misused or changed, whether the change be unauthorized or unintentional. 

D. Segregation of duties makes it easier for a person who is ready with his or her part of the work to take time off or to
take over the work of another person. 

Correct Answer: C 

 

QUESTION 13

Logging in to a computer system is an access-granting process consisting of three steps: 

identification, authentication and authorization. What occurs during the first step of this process identification? 

A. The first step consists of checking if the user is using the correct certificate. 

B. The first step consists of checking if the user appears on the list of authorized users. 

C. The first step consists of comparing the password with the registered password. 

D. The first step consists of granting access to the information to which the user is authorized. 

Correct Answer: B 

 

 

QUESTION 14

Your company has to ensure that it meets the requirements set down in personal data protection legislation. What is the
first thing you should do? 

A. Make the employees responsible for submitting their personal data. 

B. Translate the personal data protection legislation into a privacy policy that is geared to the company and the
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contracts with the customers. 

C. Appoint a person responsible for supporting managers in adhering to the policy. 

D. Issue a ban on the provision of personal information. 

Correct Answer: B 

 

QUESTION 15

Which is a legislative or regulatory act related to information security that can be imposed upon all organizations? 

A. ISO/IEC 27001:2005 

B. Intellectual Property Rights 

C. ISO/IEC 27002:2005 

D. Personal data protection legislation 

Correct Answer: D 
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