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QUESTION 1

Which of the following is used to prevent the electronic emissions of a computer from being used by unauthorized
users? 

A. Spoofing 

B. Auditing 

C. Shielding 

D. System hardening 

Correct Answer: C 

 

QUESTION 2

Which of the following statements about a bastion host is true? 

A. It is a computer that is used to resolve the NetBIOS name to an IP address. 

B. It is a computer that is used to resolve the host name to an IP address. 

C. It is a computer that is accessible from the Internet to collect information about internal networks. 

D. It is a computer that must be made secure because it is accessible from the Internet and hence is more vulnerable to
attacks. 

Correct Answer: D 

 

QUESTION 3

Which of the following is a link-state routing protocol? 

A. IGRP 

B. RIP v2 

C. RIP v1 

D. OSPF 

Correct Answer: D 

 

QUESTION 4

John works as a Network Administrator for We-are-secure Inc. The We-are-secure server is based on Windows Server
2003. One day, while analyzing the network security, he receives an error message that Kernel32.exe is encountering a 
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problem. Which of the following steps should John take as a countermeasure to this situation? 

Each correct answer represents a complete solution. Choose all that apply. 

A. He should upgrade his antivirus program. 

B. He should restore his Windows settings. 

C. He should observe the process viewer (Task Manager) to see whether any new process is running on the computer
or not. If any new malicious process is running, he should kill that process. 

D. He should download the latest patches for Windows Server 2003 from the Microsoft site, so that he can repair the
kernel. 

Correct Answer: AC 

 

QUESTION 5

Which of the following are the phases of the Certification and Accreditation (CandA) process? Each correct answer
represents a complete solution. Choose two. 

A. Auditing 

B. Initiation 

C. Detection 

D. Continuous Monitoring 

Correct Answer: BD 

 

QUESTION 6

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. John notices that the We-are-secure network is vulnerable to a man-inthe- middle attack since the key
exchange process of the cryptographic algorithm it is using does not authenticate participants. Which of the following
cryptographic algorithms is being used by the Weare- secure server? 

A. RSA 

B. Diffie-Hellman 

C. Twofish 

D. Blowfish 

Correct Answer: B 

 

QUESTION 7

Which of the following is used to prevent the electronic emissions of a computer from being used by unauthorized
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users? 

A. Spoofing 

B. System hardening 

C. Shielding 

D. Auditing 

Correct Answer: C 

 

QUESTION 8

Which of the following statements about Switched Multimegabit Data Service (SMDS) are true? Each correct answer
represents a complete solution. Choose two. 

A. It is a logical connection between two devices. 

B. It uses fixed-length (53-byte) packets to transmit information. 

C. It supports speeds of 1.544 Mbps over Digital Signal level 1 (DS-1) transmission facilities. 

D. It is a high-speed WAN networking technology used for communication over public data networks 

Correct Answer: CD 

 

QUESTION 9

Which of the following statements about Hypertext Transfer Protocol Secure (HTTPS) are true? Each correct answer
represents a complete solution. Choose two. 

A. It is a protocol used in the Universal Resource Locater (URL) address line to connect to a secure site. 

B. It uses TCP port 80 as the default port. 

C. It uses TCP port 443 as the default port. 

D. It is a protocol used to provide security for a database server in an internal network. 

Correct Answer: AC 

 

QUESTION 10

Which of the following is an attack with IP fragments that cannot be reassembled? 

A. Teardrop attack 

B. Dictionary attack 

C. Password guessing attack 
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D. Smurf attack 

Correct Answer: A 

 

QUESTION 11

Which of the following needs to be documented to preserve evidences for presentation in court? 

A. Separation of duties 

B. Account lockout policy 

C. Chain of custody 

D. Incident response policy 

Correct Answer: C 

 

QUESTION 12

You are installing Windows 2000 Server. You decide to use RAID-5 volume disk configuration for fault tolerance. What
is the minimum number of disk drives required for implementing RAID-5 volumes? 

A. Thirty-two 

B. Two 

C. Three 

D. One 

Correct Answer: C 

 

QUESTION 13

Which of the following groups represents the most likely source of an asset loss through the inappropriate use of
computers? 

A. Visitors 

B. Customers 

C. Employees 

D. Hackers 

Correct Answer: C 

 

QUESTION 14
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Which of the following tools or services is used to find the entire IP address range used by an organization? 

A. TRACERT 

B. Ping Scanner 

C. PATHPING 

D. Share Scanner 

Correct Answer: B 

 

QUESTION 15

Fill in the blank with the appropriate value. 

Twofish symmetric key block cipher operates on 128-bits block size using key sizes up to______ bits. 

Correct Answer: 256 
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