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QUESTION 1

What advantages are there in using a hub-and-spoke IPSec VPN configuration instead of a fully- meshed set of IPSec
tunnels? (Select all that apply.) 

A. Using a hub and spoke topology is required to achieve full redundancy. 

B. Using a hub and spoke topology simplifies configuration. 

C. Using a hub and spoke topology provides stronger encryption. 

D. Using a hub and spoke topology reduces the number of tunnels. 

Correct Answer: BD 

 

QUESTION 2

The transfer of encrypted files or the use of encrypted protocols between users and servers on the internet can frustrate
the efforts of administrators attempting to monitor traffic passing through the FortiGate unit and ensuring user
compliance to corporate rules. 

Which of the following items will allow the administrator to control the transfer of encrypted data through the FortiGate
unit? (Select all that apply.) 

A. Encrypted protocols can be scanned through the use of the SSL proxy. 

B. DLP rules can be used to block the transmission of encrypted files. 

C. Firewall authentication can be enabled in the firewall policy, preventing the use of encrypted communications
channels. 

D. Application control can be used to monitor the use of encrypted protocols; alerts can be sent to the administrator
through email when the use of encrypted protocols is attempted. 

Correct Answer: ABD 

 

QUESTION 3

Which of the following statements best decribes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled? 

A. The proxy buffers the entire file from the client, only sending the file to the server if the file is clean. One possible
consequence of buffering is that the server could time out. 

B. The proxy sends the file to the server while simultaneously buffering it. 

C. The proxy removes the infected file from the server by sending a delete command on behalf of the client. 

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server. 
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Correct Answer: A 

 

QUESTION 4

Review the IPsec phase1 configuration in the Exhibit shown below; then answer the question following it. 

Which of the following statements are correct regarding this configuration? (Select all that apply). 

A. The phase1 is for a route-based VPN configuration. 

B. The phase1 is for a policy-based VPN configuration. 

C. The local gateway IP is the address assigned to port1. 

D. The local gateway IP address is 10.200.3.1. 
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Correct Answer: AC 

 

QUESTION 5

An issue could potentially occur when clicking Connect to start tunnel mode SSL VPN. The tunnel will start up for a few
seconds, then shut down. 

Which of the following statements best describes how to resolve this issue? 

A. This user does not have permission to enable tunnel mode. Make sure that the tunnel mode widget has been added
to that user\\'s web portal. 

B. This FortiGate unit may have multiple Internet connections. To avoid this problem, use the appropriate CLI command
to bind the SSL VPN connection to the original incoming interface. 

C. Check the SSL adaptor on the host machine. If necessary, uninstall and reinstall the adaptor from the tunnel mode
portal. 

D. Make sure that only Internet Explorer is used. All other browsers are unsupported. 

Correct Answer: B 

 

QUESTION 6

Bob wants to send Alice a file that is encrypted using public key cryptography. 

Which of the following statements is correct regarding the use of public key cryptography in this scenario? 

A. Bob will use his private key to encrypt the file and Alice will use her private key to decrypt the file. 

B. Bob will use his public key to encrypt the file and Alice will use Bob\\'s private key to decrypt the file. 

C. Bob will use Alice\\'s public key to encrypt the file and Alice will use her private key to decrypt the file. 

D. Bob will use his public key to encrypt the file and Alice will use her private key to decrypt the file. 

E. Bob will use Alice\\'s public key to encrypt the file and Alice will use Bob\\'s public key to decrypt the file. 

Correct Answer: C 

 

QUESTION 7

When viewing the Banned User monitor in Web Config, the administrator notes the entry illustrated in the exhibit. 

Which of the following statements is correct regarding this entry? 
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A. The entry displays a ban that has been added as a result of traffic triggering a configured DLP rule. 

B. The entry displays a ban that was triggered by HTTP traffic matching an IPS signature. This client is banned from
receiving or sending any traffic through the FortiGate. 

C. The entry displays a quarantine, which could have been added by either IPS or DLP. 

D. This entry displays a ban entry that was added manually by the administrator on June11th. 

Correct Answer: A 

 

QUESTION 8

FSSO provides a single sign on solution to authenticate users transparently to a FortiGate unit using credentials stored
in Windows Active Directory. Which of the following statements are correct regarding FSSO in a Windows domain
environment when NTLM and Polling Mode are not used? (Select all that apply.) 

A. An FSSO Collector Agent must be installed on every domain controller. 

B. An FSSO Domain Controller Agent must be installed on every domain controller. 

C. The FSSO Domain Controller Agent will regularly update user logon information on the FortiGate unit. 

D. The FSSO Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit. 

E. For non-domain computers, the only way to allow FSSO authentication is to install an FSSO client. 

Correct Answer: BD 

 

QUESTION 9

For Data Leak Prevention, which of the following describes the difference between the block and quarantine actions? 

A. A block action prevents the transaction. A quarantine action blocks all future transactions, regardless of the protocol. 

B. A block action prevents the transaction. A quarantine action archives the data. 

C. A block action has a finite duration. A quarantine action must be removed by an administrator. 

D. A block action is used for known users. A quarantine action is used for unknown users. 

Correct Answer: A 

 

QUESTION 10

Which of the following statements are correct about the HA diag command diagnose sys ha reset-uptime? (Select all
that apply.) 

A. The device this command is executed on is likely to switch from master to slave status if master override is disabled. 
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B. The device this command is executed on is likely to switch from master to slave status if master override is enabled. 

C. This command has no impact on the HA algorithm. 

D. This command resets the uptime variable used in the HA algorithm so it may cause a new master to become
elected. 

Correct Answer: AD 

 

QUESTION 11

Identify the correct properties of a partial mesh VPN deployment: 

A. VPN tunnels interconnect between every single location. 

B. VPN tunnels are not configured between every single location. 

C. Some locations are reached via a hub location. 

D. There are no hub locations in a partial mesh. 

Correct Answer: BC 

 

QUESTION 12

When the SSL proxy inspects the server certificate for Web Filtering only in SSL Handshake mode, which certificate
field is being used to determine the site rating? 

A. Common Name 

B. Organization 

C. Organizational Unit 

D. Serial Number 

E. Validity 

Correct Answer: A 

 

QUESTION 13

Examine the Exhibits shown below, then answer the question that follows. 

Review the following DLP Sensor (Exhibit 1): 
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Review the following File Filter list for rule #1 (Exhibit 2): 

Review the following File Filter list for rule #2 (Exhibit 3): 

Review the following File Filter list for rule #3 (Exhibit 4): 

An MP3 file is renamed to `workbook.exe\\' and put into a ZIP archive. It is then sent through the FortiGate device over
HTTP. It is intercepted and processed by the configuration shown in the above Exhibits 1-4. Assuming the file is not too
large for the File scanning threshold, what action will the FortiGate unit take? 

A. The file will be detected by rule #1 as an `Audio (mp3)\\', a log entry will be created and it will be allowed to pass
through. 

B. The file will be detected by rule #2 as a "*.exe", a log entry will be created and the interface that received the traffic
will be brought down. 

C. The file will be detected by rule #3 as an Archive(zip), blocked, and a log entry will be created. 

D. Nothing, the file will go undetected. 

Correct Answer: A 

 

QUESTION 14

Which of the following statements is correct about how the FortiGate unit verifies username and password during user
authentication? 

A. If a remote server is included in a user group, it will be checked before local accounts. 

B. An administrator can define a local account for which the password must be verified by querying a remote server. 

C. If authentication fails with a local password, the FortiGate unit will query the authentication server if the local user is
configured with both a local password and an authentication server. 

D. The FortiGate unit will only attempt to authenticate against Active Directory if Fortinet Server Authentication
Extensions are installed and configured. 

Correct Answer: B 
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QUESTION 15

Review the output of the command get router info routing-table all shown in the Exhibit below; then answer the question
following it. 

Which one of the following statements correctly describes this output? 

A. The two routes to the 10.0.2.0/24 subnet are ECMP routes and traffic will be load balanced based on the configured
ECMP settings. 

B. The route to the 10.0.2.0/24 subnet via interface Remote_1 is the active and the route via Remote_2 is the backup. 

C. OSPF does not support ECMP therefore only the first route to subnet 10.0.1.0/24 is used. 

D. 172.16.2.1 is the preferred gateway for subnet 10.0.2.0/24. 

Correct Answer: A 
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