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QUESTION 1

A FortiAnalyzer device could use which security method to secure the transfer of log data from FortiGate devices?
A. SSL

B. IPSec

C. direct serial connection

D. SIMIME

Correct Answer: B

QUESTION 2

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
addresses would the web server consider the HTTP request to be initiated?

A. The remote user\\'s virtual IP address.
B. The FortiGate unit\\'s internal IP address.
C. The remote user\\'s public IP address.
D. The FortiGate unit\\'s external IP address.

Correct Answer: B

QUESTION 3

Which of the following items represent the minimum configuration steps an administrator must perform to enable Data
Leak Prevention for traffic flowing through the FortiGate unit? (Select all that apply.)

A. Assign a DLP sensor in a firewall policy.

B. Apply one or more DLP rules to a firewall policy.

C. Enable DLP globally using the config sys dlp command in the CLI.
D. Define one or more DLP rules.

E. Define a DLP sensor.

F. Apply a DLP sensor to a DoS sensor policy.

Correct Answer: ADE
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QUESTION 4

Which of the following network protocols can be used to access a FortiGate unit as an adminis- trator?
A. HTTPS, HTTP, SSH, TELNET, PING, SNMP

B. FTP, HTTPS, NNTP, TCP, WINS

C. HTTP, NNTP, SMTP, DHCP

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS

E. Telnet, UDP, NNTP, SMTP

Correct Answer: A

QUESTION 5

Which of the following statements regarding Banned Words are correct? (Select all that apply.)

A. The FortiGate unit can scan web pages and email messages for instances of banned words.

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns.
C. Banned words can be expressed as wildcards or regular expressions.

D. Content is automatically blocked if a single instance of a banned word appears.

E. The FortiGate unit includes a pre-defined library of common banned words.

Correct Answer: ABC

QUESTION 6

You wish to create a firewall policy that applies only to traffic intended for your web server. The web server has an IP
address of 192.168.2.2 and a /24 subnet mask. When defining the firewall address for use in this policy, which one of
the following addresses is correct?

A.192.168.2.0 / 255.255.255.0

B. 192.168.2.2 / 255.255.255.0

C. 192.168.2.0 / 255.255.255.255

D. 192.168.2.2 / 255.255.255.255

Correct Answer: D
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QUESTION 7

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Net- work, however, updates
are not being received.

Which of the following statements are possible reasons for this? (Select all that apply.)

A. The external facing interface of the FortiGate unit is configured to use DHCP.

B. The FortiGate unit has not been registered.

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network.
D. The FortiGate unit is in Transparent mode.

Correct Answer. ABC

QUESTION 8

Which of the following antivirus and attack definition update features are supported by FortiGate units? (Select all that
apply.)

A. Manual, user-initiated updates from the FortiGuard Distribution Network.

B. Hourly, daily, or weekly scheduled antivirus and attack definition and antivirus engine up- dates from the FortiGuard
Distribution Network.

C. Push updates from the FortiGuard Distribution Network.
D. Update status including version numbers, expiry dates, and most recent update dates and times.

Correct Answer: ABCD

QUESTION 9

Which of the following is true regarding Switch Port Mode?

A. Allows all internal ports to share the same subnet.

B. Provides separate routable interfaces for each internal port.
C. An administrator can select ports to be used as a switch.
D. Configures ports to be part of the same broadcast domain.

Correct Answer: A
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QUESTION 10

Which of the following statements correctly describes how a push update from the FortiGuard Distribution Network
(FDN) works?

A. The FDN sends push updates only once.
B. The FDN sends package updates automatically to the FortiGate unit without requiring an up- date request.
C. The FDN continues to send push updates until the FortiGate unit sends an acknowledgement.

D. The FDN sends a message to the FortiGate unit that there is an update available and that the FortiGate unit should
download the update.

Correct Answer: D

QUESTION 11

Which of the following statements best describes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled?

A. The proxy will not allow a file to be transmitted in multiple streams simultaneously.
B. The proxy sends the file to the server while simultaneously buffering it.

C. If the file being scanned is determined to be infected, the proxy deletes it from the server by sending a delete
command on behalf of the client.

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server.

Correct Answer: A

QUESTION 12

Which of the following antivirus and attack definition update options are supported by FortiGate units? (Select all that
apply.)

A. Manual update by downloading the signatures from the support site.
B. Pull updates from the FortiGate device

C. Push updates from the FortiGuard Distribution Network.

D. "update-AV/AS" command from the CLI

Correct Answer: ABC
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