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QUESTION 1

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A:

Edit AntiVirus Profile

Mame A-incaming
Cuingrils |write a comment..., Ui
Inspection Mode * Proxy O Flow-based

[T Inspect Suspicious Files with FortiGuard Analytics

SMTP 2
POP3 [
IMaP |
MAPT C
File Transfer

FTP [
M

ICQ, vahoo, MSHN Messenger -

. Apply

Exhibit B:
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View Email Filter Profile
Marnz |[EF-incaming

Comments |iiate a comment.., 0/255

Inspaction Mode & Proxy € Flow-based

[¥ Enable Spam Detection and Filtering

I - T
Spam Action Tagged Tagged [Discard
Tag Location Im m Im
Tag Format ISpam— ISr:larn— |5'pT

P FartiGuard Spam Filkaring

P Local Spam Filtering

Return

What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected.

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: B

QUESTION 2

The FortiGate unit\\'s GUI provides a link to update the firmware. Clicking this link will perform which of the following
actions?

A. It will connect to the Fortinet Support site where the appropriate firmware version can be selected.

B. It will send a request to the FortiGuard Distribution Network so that the appropriate firmware version can be pushed
down to the FortiGate unit.

C. It will present a prompt to allow browsing to the location of the firmware file.

D. It will automatically connect to the Fortinet Support site to download the most recent firmware version for the
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FortiGate unit.

Correct Answer: C

QUESTION 3

Which of the following statements best describes the green status indicators that appear next to different FortiGuard
Distribution Network services as illustrated in the exhibit?

FortiGuard Distribution Network

Support Contract

A ailability Yalid Contract Forti0Ss 2.000 (Expires 2009-03-11) &
FortiGuard Subscription Services

Antivirus Yalid License (Expires 2009-03-11)

Ah Definitions 0.006 (Updated 2000-00-12 wz Manua! Update) [Update ]

Extended set 0,004 (Updated Z008-04-22 vz Manual Uodate)

Intrusion Protection “alid License (Expires 2009-03-11) @

IPS Definitions 2.506 (Updated Z008-05-27 wiz Manua! Update) [Update]

Webh Filterirag Walid License (Expires 2009-03-11) @

AntiSpam Walid License (Expires 2009-03-11) @

Management Service Unreachable [Update] x|

Analysis Service Expired [Renew ] [Update] o

P AntiVirus and IPS Options
b Web Filtering and AntiSpam Options

P Management and Analysis Service Options

o Apply

A. They indicate that the FortiGate unit is able to connect to the FortiGuard Distribution Net- work.

B. They indicate that the FortiGate unit has the latest updates that are available from the Forti- Guard Distribution
Network.

C. They indicate that updates are available and should be downloaded from the FortiGuard Dis- tribution Network to the
FortiGate unit.

D. They indicate that the FortiGate unit is in the process of downloading updates from the Forti- Guard Distribution
Network.

Correct Answer: A
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QUESTION 4
A firewall policy has been configured such that traffic logging is disabled and a UTM function is enabled.

In addition, the system setting “utm-incident-traffic-log\\' has been enabled. In which log will a UTM event message be
stored?

A. Traffic
B. UTM
C. System
D. None

Correct Answer: A

QUESTION 5

When browsing to an internal web server using a web-mode SSL VPN bookmark, from which of the following source IP
addresses would the web server consider the HTTP request to be initiated?

A. The remote user\\'s virtual IP address.
B. The FortiGate unit\\'s internal IP address.
C. The remote user\\'s public IP address.
D. The FortiGate unit\\'s external IP address.

Correct Answer: B

QUESTION 6

Each UTM feature has configurable UTM objects such as sensors, profiles or lists that define how the feature will
function.

How are UTM features applied to traffic?
A. One or more UTM features are enabled in a firewall policy.
B. In the system configuration for that UTM feature, you can identify the policies to which the feature is to be applied.

C. Enable the appropriate UTM objects and identify one of them as the default.
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D. For each UTM object, identify which policy will use it.

Correct Answer: A

QUESTION 7

Which of the following pieces of information can be included in the Destination Address field of a firewall policy?
A. An IP address pool, a virtual IP address, an actual IP address, and an IP address group.

B. A virtual IP address, an actual IP address, and an IP address group.

C. An actual IP address and an IP address group.

D. Only an actual IP address.

Correct Answer: B

QUESTION 8

What is the FortiGate unit password recovery process?

A. Interupt boot sequence, modify the boot registry and reboot. After changing the password, re- set the boot registry.
B. Log in through the console port using the maintainer account within several minutes of a re- boot.

C. Hold CTRL + break during reboot and reset the admin password.

D. The only way to regain access is to interrupt boot sequence and restore a configuration file for which the password
has been modified.

Correct Answer: B

QUESTION 9
Which of the following statements correctly describes how a FortiGate unit functions in Trans- parent mode?

A. To manage the FortiGate unit, one of the interfaces must be designated as the management in-terface. This interface
may not be used for forwarding data.

B. An IP address is used to manage the FortiGate unit but this IP address is not associated with a specific interface.
C. The FortiGate unit must use public IP addresses on the internal and external networks.

D. The FortiGate unit uses private IP addresses on the internal network but hides them using ad- dress translation.
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Correct Answer: B

QUESTION 10

Two-factor authentication is supported using the following methods? (Select all that apply.)
A. FortiToken

B. Email

C. SMS phone message

D. Code books

Correct Answer. ABC

QUESTION 11

Which of the following statements regarding Banned Words are correct? (Select all that apply.)

A. The FortiGate unit can scan web pages and email messages for instances of banned words.

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns.
C. Banned words can be expressed as wildcards or regular expressions.

D. Content is automatically blocked if a single instance of a banned word appears.

E. The FortiGate unit includes a pre-defined library of common banned words.

Correct Answer: ABC

QUESTION 12

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Net- work, however, updates
are not being received.

Which of the following statements are possible reasons for this? (Select all that apply.)

A. The external facing interface of the FortiGate unit is configured to use DHCP.

B. The FortiGate unit has not been registered.

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network.
D. The FortiGate unit is in Transparent mode.

Correct Answer: ABC
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QUESTION 13

When creating administrative users, the assigned determines user rights on the FortiGate unit.

Correct Answer: access profile

QUESTION 14

Which of the following products provides dedicated hardware to analyze log data from multiple FortiGate devices?

A. FortiGate device

B. FortiAnalyzer device
C. FortiClient device

D. FortiManager device
E. FortiMail device

F. FortiBridge device

Correct Answer: B

QUESTION 15

Which of the statements below are true regarding firewall policy disclaimers? (Select all that apply.)

A. User must accept the disclaimer to proceed with the authentication process.
B. The disclaimer page is customizable.

C. The disclaimer cannot be used in combination with user authentication.

D. The disclaimer can only be applied to wireless interfaces.

Correct Answer: AB
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