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QUESTION 1

What is the first step taken in an investigation for laboratory forensic staff members?
A. Packaging the electronic evidence

B. Securing and evaluating the electronic crime scene

C. Conducting preliminary interviews

D. Transporting the electronic evidence

Correct Answer: B

QUESTION 2

Which of the following should a computer forensics lab used for investigations have?
A. isolation

B. restricted access

C. open access

D. an entry log

Correct Answer: B

QUESTION 3

What stage of the incident handling process involves reporting events?
A. Containment

B. Follow-up

C. Identification

D. Recovery

Correct Answer: C

QUESTION 4
What must an investigator do before disconnecting an iPod from any type of computer?
A. Unmount the iPod

B. Mount the iPod
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C. Disjoin the iPod
D. Join the iPod

Correct Answer: A

QUESTION 5

You are working on a thesis for your doctorate degree in Computer Science. Your thesis is based on HTML, DHTML,
and other web-based languages and how they have evolved over the years. You navigate to archive. org and view the
HTML code of news.com. You then navigate to the current news.com website and copy over the source code. While
searching through the code, you come across something abnormal: What have you found?

A. Web bug

B. CGl code

C. Trojan.downloader

D. Blind bug

Correct Answer: A

QUESTION 6

As a CHFI professional, which of the following is the most important to your professional reputation?
A. Your Certifications

B. The correct, successful management of each and every case

C. The free that you charge

D. The friendship of local law enforcement officers

Correct Answer: B

QUESTION 7

Office Documents (Word, Excel and PowerPoint) contain a code that allows tracking the MAC or unique identifier of the
machine that created the document. What is that code called?

A. Globally unique ID

B. Microsoft Virtual Machine Identifier
C. Personal Application Protocol

D. Individual ASCII string

Correct Answer: A
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QUESTION 8

As a security analyst, you setup a false survey website that will require users to create a username and a strong
password. You send the link to all the employees of the company. What information will you be able to gather?

A. The IP address of the employees\\' computers

B. Bank account numbers and the corresponding routing numbers
C. The employees network usernames and passwords

D. The MAC address of the employees\\' computers

Correct Answer: C

QUESTION 9

Printing under a Windows Computer normally requires which one of the following files types to be created?
A. EME

B. MEM

C. EMF

D.CME

Correct Answer: C

QUESTION 10

John is using Firewalk to test the security of his Cisco PIX firewall. He is also utilizing a sniffer located on a subnet that
resides deep inside his network. After analyzing the sniffer log files, he does not see any of the traffic produced by
Firewalk. Why is that?

A. Firewalk cannot pass through Cisco firewalls

B. Firewalk sets all packets with a TTL of zero

C. Firewalk cannot be detected by network sniffers

D. Firewalk sets all packets with a TTL of one

Correct Answer: D

QUESTION 11

The offset in a hexadecimal code is:
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A. The last byte after the colon

B. The Ox at the beginning of the code
C. The Ox at the end of the code

D. The first byte after the colon

Correct Answer: B

QUESTION 12

What operating system would respond to the following command?
A. Windows 95

B. FreeBSD

C. Windows XP

D. Mac OS X

Correct Answer: B

QUESTION 13

Terri works for a security consulting firm that is currently performing a penetration test on First National Bank in Tokyo.
Terri\\'s duties include bypassing firewalls and switches to gain access to the network. Terri sends an IP packet to one
of the company\\'s switches with ACK bit and the source address of her machine set. What is Terri trying to accomplish
by sending this IP packet?

A. Trick the switch into thinking it already has a session with Terri\\'s computer

B. Poison the switch\\'s MAC address table by flooding it with ACK bits

C. Crash the switch with a DoS attack since switches cannot send ACK bits

D. Enable tunneling feature on the switch

Correct Answer: A

QUESTION 14

Why would a company issue a dongle with the software they sell?
A. To provide source code protection

B. To provide wireless functionality with the software

C. To provide copyright protection
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D. To ensure that keyloggers cannot be used

Correct Answer: C

QUESTION 15

When you are running a vulnerability scan on a network and the IDS cuts off your connection, what type of IDS is being
used?

A. Passive IDS

B. Active IDS

C. Progressive IDS
D. NIPS

Correct Answer: B
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