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QUESTION 1

Which of the following DITSCAP phases validates that the preceding work has produced an IS that operates in a
specified computing environment? 

A. Phase 2 

B. Phase 4 

C. Phase 1 

D. Phase 3 

Correct Answer: D 

The Phase 3 of DITSCAP CandA is known as Validation. The goal of Phase 3 is to validate that the preceding work has
produced an IS that operates in a specified computing environment. Answer: C is incorrect. The goal of this phase is to
define the CandA level of effort, identify the main CandA roles and responsibilities, and create an agreement on the
method for implementing the security requirements. Answer: A is incorrect. The goal of this phase is to obtain a fully
integrated system for certification testing and accreditation. Answer: B is incorrect. This phase ensures that it will
maintain an acceptable level of residual risk. 

 

QUESTION 2

Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an
organization. This attack is often performed by looking surreptitiously at the keyboard of an employee\\'s computer while
he is typing in his password at any access point such as a terminal/Web site. Which of the following is violated in a
shoulder surfing attack? 

A. Integrity 

B. Availability 

C. Confidentiality 

D. Authenticity 

Correct Answer: C 

Confidentiality is violated in a shoulder surfing attack. The CIA triad provides the following three tenets for which security
practices are measured: Confidentiality: It is the property of preventing disclosure of information to unauthorized
individuals or systems. Breaches of confidentiality take many forms. Permitting someone to look over your shoulder at
your computer screen while you have confidential data displayed on it could be a breach of confidentiality. If a laptop
computer containing sensitive information about a company\\'s employees is stolen or sold, it could result in a breach of
confidentiality. Integrity: It means that data cannot be modified without authorization. Integrity is violated when an
employee accidentally or with malicious intent deletes important data files, when a computer virus infects a computer,
when an employee is able to modify his own salary in a payroll database, when an unauthorized user vandalizes a web
site, when someone is able to cast a very large number of votes in an online poll, and so on. Availability: It means that
data must be available at every time when it is needed. Answer: D is incorrect. Authenticity is not a tenet of the CIA
triad. 
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QUESTION 3

Security is a state of well-being of information and infrastructures in which the possibilities of successful yet undetected
theft, tampering, and/or disruption of information and services are kept low or tolerable. Which of the following are the
elements of security? Each correct answer represents a complete solution. Choose all that apply. 

A. Integrity 

B. Authenticity 

C. Confidentiality 

D. Availability 

Correct Answer: ABCD 

The elements of security are as follows: 1.Confidentiality: It is the concealment of information or resources.
2.Authenticity: It is the identification and assurance of the origin of information. 3.Integrity: It refers to the trustworthiness
of data or resources in terms of preventing improper and unauthorized changes. 4.Availability: It refers to the ability to
use the information or resources as desired. 

 

QUESTION 4

The organization level is the Tier 1 and it addresses risks from an organizational perspective. What are the various Tier
1 activities? Each correct answer represents a complete solution. Choose all that apply. 

A. The organization plans to use the degree and type of oversight, to ensure that the risk management strategy is being
effectively carried out. 

B. The level of risk tolerance. 

C. The techniques and methodologies an organization plans to employ, to evaluate information system-related security
risks. 

D. The RMF primarily operates at Tier 1. 

Correct Answer: ABC 

The Organization Level is the Tier 1, and it addresses risks from an organizational perspective. It includes the following
points: The techniques and methodologies an organization plans to employ, to evaluate information system-related
security risks. During risk assessment, the methods and procedures the organization plans to use, to evaluate the
significance of the risks identified. The types and extent of risk mitigation measures the organization plans to employ, to
address identified risks. The level of risk tolerance. According to the environment of operation, how the organization
plans to monitor risks on an ongoing basis, given the inevitable changes to organizational information system. The
organization plans to use the degree and type of oversight, in order to ensure that the risk management strategy is
being effectively carried out.Answer: D is incorrect. The RMF primarily operates at Tier 3. 

 

QUESTION 5

Which of the following terms refers to the protection of data against unauthorized access? 

A. Integrity 
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B. Recovery 

C. Auditing 

D. Confidentiality 

Correct Answer: D 

Confidentiality is a term that refers to the protection of data against unauthorized access. Administrators can provide
confidentiality by encrypting data. Symmetric encryption is a relatively fast encryption method. Hence, this method of
encryption is best suited for encrypting large amounts of data such as files on a computer. Answer: A is incorrect.
Integrity ensures that no intentional or unintentional unauthorized modification is made to data. Answer: C is incorrect.
Auditing is used to track user accounts for file and object access, logon attempts, system shutdown etc. This enhances
the security of the network. Before enabling auditing, the type of event to be audited should be specified in the Audit
Policy in User Manager for Domains. 

 

QUESTION 6

Drag and drop the appropriate external constructs in front of their respective functions. 

Select and Place: 

Correct Answer: 
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There are two types of compositional constructs: 1.External constructs: The various types of external constructs are as
follows: Cascading: In this type of external construct, one system gains the input from the output of another system.
Feedback: In this type of external construct, one system provides the input to another system, which in turn feeds back
to the input of the first system. Hookup: In this type of external construct, one system communicates with another
system as well as with external entities. 2.Internal constructs: The internal constructs include intersection, union, and
difference. 

 

QUESTION 7

Which of the following elements of the BCP process emphasizes on creating the scope and the additional elements
required to define the parameters of the plan? 

A. Business continuity plan development 

B. Plan approval and implementation 

C. Business impact analysis 

D. Scope and plan initiation 

Correct Answer: D 

The scope and plan initiation process in BCP symbolizes the beginning of the BCP process. It emphasizes on creating
the scope and the additional elements required to define the parameters of the plan. The scope and plan initiation phase
embodies a check of the company\\'s operations and support services. The scope activities include creating a detailed
account of the work required, listing the resources to be used, and defining the management practices to be employed.
Answer: C is incorrect. The business impact assessment is a method used to facilitate business units to understand the
impact of a disruptive event. This phase includes the execution of a vulnerability assessment. This process makes out
the mission-critical areas and business processes that are important for the survival of business. It is similar to the risk
assessment process. The function of a business impact assessment process is to create a document, which is used to
help and understand what impact a disruptive event would have on the business. Answer: A is incorrect. The business
continuity plan development refers to the utilization of the information collected in the Business Impact Analysis (BIA) for
the creation of the recovery strategy plan to support the critical business functions. The information gathered from the
BIA is mapped out to make a strategy for creating a continuity plan. The business continuity plan development process
includes the areas of plan implementation, plan testing, and ongoing plan maintenance. This phase also consists of
defining and documenting the continuity strategy. Answer: B is incorrect. The plan approval and implementation process
involves creating enterprise-wide awareness of the plan, getting the final senior management signoff, and implementing
a maintenance procedure for updating the plan as required. 
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QUESTION 8

Which of the following security objectives are defined for information and information systems by the FISMA? Each
correct answer represents a part of the solution. Choose all that apply. 

A. Authenticity 

B. Availability 

C. Integrity 

D. Confidentiality 

Correct Answer: BCD 

FISMA defines the following three security objectives for information and information systems: Confidentiality: It means
that the data should only be accessible to authorized users. Access includes printing, displaying, and other such forms
of disclosure, including simply revealing the existence of an object. Integrity: It means that only authorized users are
able to modify data. Modification admits changing, changing the status, deleting, and creating. Availability: It means that
the data should only be available to authorized users. Answer: A is incorrect. Authenticity is not defined by the FISMA
as one of the security objectives for information and information systems. 

 

QUESTION 9

Which of the following cryptographic system services ensures that information will not be disclosed to any unauthorized
person on a local network? 

A. Authentication 

B. Integrity 

C. Non-repudiation 

D. Confidentiality 

Correct Answer: D 

The confidentiality service of a cryptographic system ensures that information will not be disclosed to any unauthorized
person on a local network. 

 

QUESTION 10

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. Which of
the following statements are true about Certification and Accreditation? Each correct answer represents a complete
solution. Choose two. 

A. Certification is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

B. Accreditation is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 
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C. Accreditation is the official management decision given by a senior agency official to authorize operation of an
information system. 

D. Certification is the official management decision given by a senior agency official to authorize operation of an
information system. 

Correct Answer: AC 

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. The
CandA process is used extensively in the U.S. Federal Government. Some CandA processes include FISMA, NIACAP,
DIACAP, and DCID 6/3. Certification is a comprehensive assessment of the management, operational, and technical
security controls in an information system, made in support of security accreditation, to determine the extent to which
the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the security requirements for the system. Accreditation is the official management decision given by a senior
agency official to authorize operation of an information system and to explicitly accept the risk to agency operations
(including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an
agreed-upon set of security controls. 

 

QUESTION 11

Which of the following are examples of passive attacks? Each correct answer represents a complete solution. Choose
all that apply. 

A. Dumpster diving 

B. Placing a backdoor 

C. Eavesdropping 

D. Shoulder surfing 

Correct Answer: ACD 

In eavesdropping, dumpster diving, and shoulder surfing, the attacker violates the confidentiality of a system without
affecting its state. Hence, they are considered passive attacks. 

 

QUESTION 12

Which of the following is used by attackers to record everything a person types, including usernames, passwords, and
account information? 

A. Packet sniffing 

B. Keystroke logging 

C. Spoofing 

D. Wiretapping 

Correct Answer: B 

Keystroke logging is used by attackers to record everything a person types, including usernames, passwords, and
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account information. Keystroke logging is a method of logging and recording user keystrokes. It can be performed with
software or hardware devices. Keystroke logging devices can record everything a person types using his keyboard,
such as to measure employee\\'s productivity on certain clerical tasks. These types of devices can also be used to get
usernames, passwords, etc. Answer: D is incorrect. Wiretapping is used to eavesdrop on voice calls. Eavesdropping is
the process of listening in on private conversations. It also includes attackers listening in on network traffic. Answer: C is
incorrect. Spoofing is a technique that makes a transmission appear to have come from an authentic source by forging
the IP address, email address, caller ID, etc. In IP spoofing, a hacker modifies packet headers by using someone
else\\'s IP address to hide his identity. However, spoofing cannot be used while surfing the Internet, chatting on-line, etc.
because forging the source IP address causes the responses to be misdirected. Answer: A is incorrect. Packet sniffing
is a process of monitoring data packets that travel across a network. The software used for packet sniffing is known as
sniffers. There are many packet-sniffing programs that are available on the Internet. Some of these are unauthorized,
which can be harmful for a network\\'s security. 

 

QUESTION 13

Fill in the blank with the appropriate security mechanism. is a computer hardware mechanism or programming language
construct which handles the occurrence of exceptional events. 

A. Exception handling 

Correct Answer: A 

Exception handling is a computer hardware mechanism or programming language construct that handles the
occurrence of events. These events occur during the software execution process and interrupt the instruction flow.
Exception handling performs the specific activities for managing the exceptional events. 

 

QUESTION 14

Martha works as a Project Leader for BlueWell Inc. She and her team have developed accounting software. The
software was performing well. Recently, the software has been modified. The users of this software are now
complaining about the software not working properly. Which of the following actions will she take to test the software? 

A. Perform integration testing 

B. Perform regression testing 

C. Perform unit testing 

D. Perform acceptance testing 

Correct Answer: B 

Regression testing can be performed any time when a program needs to be modified either to add a feature or to fix an
error. It is a process of repeating Unit testing and Integration testing whenever existing tests need to be performed again
along with the new tests. Regression testing is performed to ensure that no existing errors reappear, and no new errors
are introduced. Answer: D is incorrect. The acceptance testing is performed on the application before its implementation
into the production environment. It is done either by a client or an application specialist to ensure that the software
meets the requirement for which it was made. Answer: A is incorrect. Integration testing is a logical extension of unit
testing. It is performed to identify the problems that occur when two or more units are combined into a component.
During integration testing, a developer combines two units that have already been tested into a component, and the
interface between the two units. Although integration testing can be performed in various ways, the following three
approaches are generally used: The top-down approach The bottom-up approach The umbrella approach Answer: C is
incorrect. Unit testing is a type of testing in which each independent unit of an application is tested separately. During
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unit testing, a developer takes the smallest unit of an application, isolates it from the rest of the application code, and
tests it to determine whether it works as expected. Unit testing is performed before integrating these independent units
into modules. The most common approach to unit testing requires drivers and stubs to be written. Drivers and stubs are
programs. A driver simulates a calling unit, and a stub simulates a called unit. 

 

QUESTION 15

Which of the following provides an easy way to programmers for writing lower-risk applications and retrofitting security
into an existing application? 

A. Watermarking 

B. Code obfuscation 

C. Encryption wrapper 

D. ESAPI 

Correct Answer: D 

ESAPI (Enterprise Security API) is a group of classes that encapsulate the key security operations, needed by most of
the applications. It is a free, open source, Web application security control library. ESAPI provides an easy way to
programmers for writing lower-risk applications and retrofitting security into an existing application. It offers a solid
foundation for new development. Answer: C is incorrect. An encryption wrapper is a device that encrypts and decrypts
the critical or all software codes at runtime. Answer: B is incorrect. Code obfuscation transforms the code so that it is
less intelligible for a person. Answer: A is incorrect. Watermarking is the irreversible process of embedding information
into a digital media. The purpose of digital watermarks is to provide copyright protection for intellectual property that is in
digital form. 
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