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QUESTION 1

During a review of vulnerability scan results an analyst determines the results may be flawed because a control-baseline
system which is used to evaluate a scanning tools effectiveness was reported as not vulnerable Consequently, the
analyst verifies the scope of the scan included the control-baseline host which was available on the network during the
scan. The use of a control- baseline endpoint in this scenario assists the analyst in confirming. 

A. verification of mitigation 

B. false positives 

C. false negatives 

D. the criticality index 

E. hardening validation. 

Correct Answer: B 

 

QUESTION 2

A security is responding to an incident on a web server on the company network that is making a large number of
outbound requests over DNS. Which of the following is the FIRST step the analyst should take to evaluate this potential
indicator of compromise? 

A. Run an anti-malware scan on the system to detect and eradicate the current threat 

B. Start a network capture on the system to look into the DNS requests to validate command and control traffic 

C. Shut down the system to prevent further degradation of the company network 

D. Reimage the machine to remove the threat completely and get back to a normal running state 

E. Isolate the system on the network to ensure it cannot access other systems while evaluation is underway 

Correct Answer: E 

  

 

QUESTION 3

Ransomware is identified on a company\\'s network that affects both Windows and MAC hosts. The command and
control channel for encryption for this variant uses TCP ports from 11000 to 65000. The channel goes to good1.
Iholdbadkeys.com, which resolves to IP address 72.172.16.2. Which of the following is the MOST effective way to
prevent any newly infected systems from actually encrypting the data on connected network drives while causing the
least disruption to normal Internet traffic? 

A. Block all outbound traffic to web host good1 iholdbadkeys.com at the border gateway. 

B. Block all outbound TCP connections to IP host address 172.172.16.2 at the border gateway. 
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C. Block all outbound traffic on TCP ports 11000 to 65000 at the border gateway. 

D. Block all outbound traffic on TCP ports 11000 to 65000 to IP host address 172.172.16.2 at the border gateway. 

Correct Answer: A 

 

QUESTION 4

A new on-premises application server was recently installed on the network. Remote access to the server was enabled
for vendor support on required ports, but recent security reports show large amounts of data are being sent to various
unauthorized networks through those ports. Which of the following configuration changes must be implemented to
resolve this security issue while still allowing remote vendor access? 

A. Apply a firewall application server rule. 

B. Whitelist the application server. 

C. Sandbox the application server. 

D. Enable port security. 

E. Block the unauthorized networks. 

Correct Answer: B 

 

 

QUESTION 5

Due to new regulations, a company has decided to institute an organizational vulnerability management program and
assign the function to the security team. Which of the following frameworks would BEST support the program? (Select
two.) 

A. COBIT 

B. NIST 

C. ISO 27000 series 

D. ITIL 

E. OWASP 

Correct Answer: BD 

 

QUESTION 6

Which of the following BEST describes the primary role of a risk assessment as it relates to compliance with risk-based
frameworks? 

A. It demonstrated the organization\\'s mitigation of risks associated with internal threats. 
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B. It serves as the basis for control selection. 

C. It prescribes technical control requirements. 

D. It is an input to the business impact assessment. 

Correct Answer: A 

 

QUESTION 7

A suite of three production servers that were originally configured identically underwent the same vulnerability scans.
However, recent results revealed the three servers has different critical vulnerabilities. The servers are not accessible by
the Internet, and AV programs have not detected any malware. The servers\\' syslog files do not show any unusual
traffic since they were installed and are physically isolated in an off-site datacenter. Checksum testing of random
executables does not reveal tampering. Which of the following scenarios is MOST likely? 

A. Servers have not been scanned with the latest vulnerability signature 

B. Servers have been attacked by outsiders using zero-day vulnerabilities 

C. Servers were made by different manufacturers 

D. Servers have received different levels of attention during previous patch management events 

Correct Answer: D 

 

QUESTION 8

A company creates digitally signed packages for its devices. Which of the following BEST describes the method by
which the security packages are delivered to the company\\'s customers? 

A. Anti-tamper mechanism 

B. SELinux 

C. Trusted firmware updates 

D. eFuse 

Correct Answer: C 

 

QUESTION 9

Legacy medical equipment, which contains sensitive data, cannot be patched. Which of the following is the BEST
solution to improve the equipment\\'s security posture? 

A. Move the legacy systems behind a WAF. 

B. Implement an air gap for the legacy systems. 

C. Place the legacy systems in the DMZ. 
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D. Implement a VPN between the legacy systems and the local network. 

Correct Answer: B 

The best solution to improve the security posture of legacy medical equipment that contains sensitive data is to
implement an air gap (Option B). An air gap is a security measure which involves physically separating a computer or
network from other systems, networks, or the internet. This can provide an additional layer of security, as it would
prevent the legacy equipment from being compromised by malicious actors. Additionally, it would allow the equipment to
continue to function without needing to be patched, as it would be isolated from other systems and networks. 

 

QUESTION 10

HOTSPOT 

Malware is suspected on a server in the environment. The analyst is provided with the output of commands from servers
in the environment and needs to review all output files in order to determine which process running on one of the
servers 

may be malware. Servers 1, 2 and 4 are clickable. Select the Server which hosts the malware, and select the process
which hosts this malware. 

Instructions: 

If any time you would like to bring back the initial state of the simulation, please select the Reset button. 

When you have completed the simulation, please select the Done button to submit. Once the simulation is submitted,
please select the Next button to continue. 

Hot Area: 
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Correct Answer: 
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QUESTION 11

An analyst was testing the latest version of an internally developed CRM system. The analyst created a basic user
account. Using a few tools in Kali\\'s latest distribution, the analyst was able to access configuration files, change
permissions on folders and groups, and delete and create new system objects. Which of the following techniques did
the analyst use to perform these unauthorized activities? 

A. Impersonation 

B. Privilege escalation 

C. Directory traversal 

D. Input injection 

Correct Answer: C 

 

QUESTION 12

An analyst wants to identify hosts that are connecting to the external FTP servers and what, if any, passwords are being
used. Which of the following commands should the analyst use? 

A. tcpdump –X dst port 21 

B. ftp ftp.server –p 21 

C. nmap –o ftp.server –p 21 

D. telnet ftp.server 21 

Correct Answer: A 

 

 

QUESTION 13

An organization has not had an incident for several month. The Chief information Security Officer (CISO) wants to move
to proactive stance for security investigations. Which of the following would BEST meet that goal? 

A. Root-cause analysis 

B. Active response 

C. Advanced antivirus 

D. Information-sharing community 

E. Threat hunting 
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Correct Answer: E 

 

 

QUESTION 14

Which of the following BEST describes the primary role ol a risk assessment as it relates to compliance with risk-based
frameworks? 

A. It demonstrates the organization\\'s mitigation of risks associated with internal threats. 

B. It serves as the basis for control selection. 

C. It prescribes technical control requirements. 

D. It is an input to the business impact assessment. 

Correct Answer: A 

 

QUESTION 15

The Chief Executive Officer (CEO) of a large insurance company has reported phishing emails that contain malicious
links are targeting the entire organization. Which of the following actions would work BEST to prevent against this type
of attack? 

A. Turn on full behavioral analysis to avert an infection. 

B. Implement an EDR mail module that will rewrite and analyze email links. 

C. Reconfigure the EDR solution to perform real-time scanning of all files. 

D. Ensure EDR signatures are updated every day to avert infection. 

E. Modify the EDR solution to use heuristic analysis techniques for malware. 

Correct Answer: B 
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