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QUESTION 1

Change management policies and procedures belong to which of the following types of controls?

A. Directive

B. Detective

C. Corrective

D. Preventative

Correct Answer: A

Reference: https://books.google.com.pk/books?id=9gCn86CmsNQCandpg=PA570andlpg=PA570anddg=CISSP+Chang
e+management+policies+and+procedures+belong+to+which+type+of +controlandsource=blandots=riGvVpUO4Handsig
=ACfU3UOKRWWallj7gwglovVku880wG5LOgandhl=enandsa=Xandved=2ahUKEwjA7cGL_anpAhULxoUKHc1lID3UQG6A

EwCnoECBIQAQ#v=onepageandq=CISSP%20Change%20management%20policies
%20and%20procedures%20belong%20t0%20which%20type%200f%20controlandf=false

QUESTION 2

Refer to the information below to answer the question.

A large organization uses unique identifiers and requires them at the start of every system session. Application access
is based on job classification. The organization is subject to periodic independent reviews of access controls and
violations. The organization uses wired and wireless networks and remote access. The organization also uses secure
connections to branch offices and secure backup and recovery strategies for selected information and processes. In
addition to authentication at the start of the user session, best practice would require re-authentication

A. periodically during a session.

B. for each business process.

C. at system sign-off.

D. after a period of inactivity.

Correct Answer: D

QUESTION 3

Which of the following operates at the Network Layer of the Open System Interconnection (OSI) model?
A. Packet filtering

B. Port services filtering

C. Content filtering

D. Application access control
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Correct Answer: A

QUESTION 4

To ensure proper governance of information throughout the lifecycle, which of the following should be assigned FIRST?
A. Owner

B. Classification

C. Custodian

D. Retention

Correct Answer: A

QUESTION 5

Which of the following would BEST support effective testing of patch compatibility when patches are applied to an
organization\\'s systems?

A. Standardized configurations for devices
B. Standardized patch testing equipment
C. Automated system patching

D. Management support for patching

Correct Answer: A

QUESTION 6

Which of the following is the PRIMARY issue when analyzing detailed log information?
A. Logs may be unavailable when required

B. Timely review of the data is potentially difficult

C. Most systems and applications do not support logging

D. Logs do not provide sufficient details of system and individual activities

Correct Answer: B
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QUESTION 7

An organization recently conducted a review of the security of its network applications. One of the vulnerabilities found
was that the session key used in encrypting sensitive information to a third party server had been hard-coded in the
client and server applications.

Which of the following would be MOST effective in mitigating this vulnerability?

A. Diffle-Hellman (DH) algorithm

B. Elliptic Curve Cryptography (ECC) algorithm

C. Digital Signature algorithm (DSA)

D. Rivest-Shamir-Adleman (RSA) algorithm

Correct Answer: A

QUESTION 8

Which of the following BEST describes centralized identity management?

A. Service providers rely on a trusted third party (TTP) to provide requestors with both credentials and identifiers.
B. Service providers agree to integrate identity system recognition across organizational boundaries.

C. Service providers identify an entity by behavior analysis versus an identification factor.

D. Service providers perform as both the credential and identity provider (IdP).

Correct Answer: B

QUESTION 9

Which dynamic routing protocol is BEST suited for a dispersed campus network utilizing Internet Protocol version 6
(IPv6) addresses?

A. Open Shortest Path First (OPSF) version 3

B. Enhanced Interior Gateway Routing Protocol (EIGRP)
C. Border Gateway Protocol (BGP) version 4

D. Routing Information Protocol (RIP) version 2

Correct Answer: A

QUESTION 10
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Which of the following is the MOST important consideration when storing and processing Personally Identifiable
Information (PII)?

A. Encrypt and hash all PII to avoid disclosure and tampering.
B. Store PII for no more than one year.

C. Avoid storing PIl in a Cloud Service Provider.

D. Adherence to collection limitation laws and regulations.

Correct Answer: D

QUESTION 11

Which of the following is an advantage of Secure Shell (SSH)?

A. It operates at the network layer

B. It encrypts transmitted User ID and passwords

C. It uses challenge-response to authenticate each party

D. It uses the International Data Encryption Algorithm (IDEA) for data privacy

Correct Answer: C

QUESTION 12

What operations role is responsible for protecting the enterprise from corrupt or contaminated media?
A. Information security practitioner

B. Information librarian

C. Computer operator

D. Network administrator

Correct Answer: B

QUESTION 13

Which of the following is the MOST effective way to ensure the endpoint devices used by remote users are compliant
with an organization\\'s approved policies before being allowed on the network?

A. Group Policy Object (GPO)
B. Network Access Control (NAC)

C. Mobile Device Management (MDM)
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D. Privileged Access Management (PAM)

Correct Answer: B

QUESTION 14

Which of the following is critical if an employee is dismissed due to violation of an organization\\'s Acceptable Use Policy
(ALP)?

A. Privilege suspension

B. Internet access logs

C. Proxy records

D. Appropriate documentation

Correct Answer: D

QUESTION 15

Which of the below strategies would MOST comprehensively address the risk of malicious insiders leaking sensitive
information?

A. Data Loss Protection (DIP), firewalls, data classification

B. Least privilege access, Data Loss Protection (DLP), physical access controls
C. Staff vetting, least privilege access, Data Loss Protection (DLP)

D. Background checks, data encryption, web proxies

Correct Answer: B
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