
https://www.passapply.com/CAP.html
2023 Latest passapply CAP PDF and VCE dumps Download

 

 

 

CAPQ&As

CAP - Certified Authorization Professional

Pass ISC CAP Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.passapply.com/CAP.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by ISC Official
Exam Center

 

 

CAP Practice Test | CAP Study Guide | CAP Braindumps                                1 / 7

https://www.passapply.com/CAP.html
https://www.passapply.com/CAP.html
https://www.passapply.com/CAP.html


https://www.passapply.com/CAP.html
2023 Latest passapply CAP PDF and VCE dumps Download

QUESTION 1

Ned is the project manager of the HNN project for your company. Ned has asked you to help him complete some
probability distributions for his project. What portion of the project will you most likely use for probability distributions? 

A. Uncertainty in values such as duration of schedule activities 

B. Bias towards risk in new resources 

C. Risk probabilityand impact matrixes 

D. Risk identification 

Correct Answer: A 

 

QUESTION 2

In which of the following Risk Management Framework (RMF) phases is a risk profile created for threats? 

A. Phase 3 

B. Phase 1 

C. Phase 2 

D. Phase 0 

Correct Answer: C 

 

QUESTION 3

Information Security management is a process of defining the security controls in order to protect information assets.
What are the security management responsibilities? Each correct answer represents a complete solution. Choose all
that apply. 

A. Evaluating business objectives, security risks, user productivity, and functionality requirem ents 

B. Determining actual goals that are expected to be accomplished from a security program 

C. Defining steps to ensure that all the responsibilities are accounted for and properly address ed 

D. Determining objectives, scope, policies, priorities, standards, and strategies 

Correct Answer: ABCD 

 

QUESTION 4

You are responsible for network and information security at a metropolitan police station. The most important concern is
that unauthorized parties are not able to access data. What is this called? 
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A. Confidentiality 

B. Encryption 

C. Integrity 

D. Availability 

Correct Answer: A 

 

QUESTION 5

Which of the following phases of the DITSCAP CandA process is used to define the CandA level of effort, to identify the
main CandA roles and responsibilities, and to create an agreement on the method for implementing the security
requirements? 

A. Phase 3 

B. Phase 2 

C. Phase 4 

D. Phase 1 

Correct Answer: D 

 

QUESTION 6

James work as an IT systems personnel in SoftTech Inc. He performs the following tasks: 

Runs regular backups and routine tests of the validity of the backup data. Performs data restoration from 

the backups whenever required. Maintains the retained records in accordance with the established 

information classification policy. 

What is the role played by James in the organization? 

A. Manager 

B. Owner 

C. Custodian 

D. User 

Correct Answer: C 

 

QUESTION 7

Which of the following processes has the goal to ensure that any change does not lead to reduced or compromised

CAP Practice Test | CAP Study Guide | CAP Braindumps                                3 / 7

https://www.passapply.com/CAP.html
https://www.passapply.com/CAP.html
https://www.passapply.com/CAP.html


https://www.passapply.com/CAP.html
2023 Latest passapply CAP PDF and VCE dumps Download

security? 

A. Risk management 

B. Security management 

C. Configuration management 

D. Changecontrol management 

Correct Answer: D 

 

QUESTION 8

Mark is the project manager of the BFL project for his organization. He and the project team are creating a probability
and impact matrix using RAG rating. There is some confusion and disagreement among the project team as to how a
certain risk is important and priority for attention should be managed. Where can Mark determine the priority of a risk
given its probability and impact? 

A. Risk response plan 

B. Project sponsor 

C. Risk management plan 

D. Look-up table 

Correct Answer: D 

 

QUESTION 9

Your project uses a piece of equipment that if the temperature of the machine goes above 450 degree Fahrenheit the
machine will overheat and have to be shut down for 48 hours. Should this machine overheat even once it will delay the
project\\'s end date. You work with your project to create a response that should the temperature of the machine reach
430, the machine will be paused for at least an hour to cool it down. The temperature of 430 is called what? 

A. Risk identification 

B. Risk response 

C. Risk trigger 

D. Risk event 

Correct Answer: C 

 

QUESTION 10

The Information System Security Officer (ISSO) and Information System Security Engineer (ISSE) play the 

role of a supporter and advisor, respectively. Which of the following statements are true about ISSO and 

CAP Practice Test | CAP Study Guide | CAP Braindumps                                4 / 7

https://www.passapply.com/CAP.html
https://www.passapply.com/CAP.html
https://www.passapply.com/CAP.html


https://www.passapply.com/CAP.html
2023 Latest passapply CAP PDF and VCE dumps Download

ISSE? 

Each correct answer represents a complete solution. Choose all that apply. 

A. An ISSE provides advice on the impacts of system changes. 

B. An ISSE manages the security of the information system that is slated for Certification and Accreditation (CandA). 

C. An ISSO manages the security of the information system that is slated for Certification and Accreditation (CandA). 

D. An ISSO takes part in the development activities that are required to implement system changes. 

E. An ISSE provides advice on the continuous monitoring of the information system. 

Correct Answer: ACE 

 

QUESTION 11

There are seven risks responses that a project manager can choose from. Which risk response is appropriate for both
positive and negative risk events? 

A. Acceptance 

B. Mitigation 

C. Sharing 

D. Transference 

Correct Answer: A 

 

QUESTION 12

Which of the following concepts represent the three fundamental principles of information security? Each correct answer
represents a complete solution. Choose three. 

A. Privacy 

B. Integrity 

C. Availability 

D. Confidentiality 

Correct Answer: BCD 

 

QUESTION 13

Certification and Accreditation (CandA or CnA) is a process for implementing information security. Which of the
following is the correct order of CandA phases in a DITSCAP assessment? 
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A. Definition, Validation, Verification, and Post Accreditation 

B. Verification, Definition, Validation, and Post Accreditation 

C. Verification, Validation, Definition, and Post Accreditation 

D. Definition, Verification, Validation, and Post Accreditation 

Correct Answer: D 

 

QUESTION 14

Which of the following are the types of assessment tests addressed in NIST SP 800-53A? 

A. Functional, penetration, validation 

B. Validation, evaluation, penetration 

C. Validation, penetration, evaluation 

D. Functional, structural, penetration 

Correct Answer: D 

 

QUESTION 15

The Identify Risk process determines the risks that affect the project and document their characteristics. Why should the
project team members be involved in the Identify Risk process? 

A. They are the individuals that will have the best responses for identified risks events within the project. 

B. They are the individuals that are most affected by the risk events. 

C. They are the individuals that will need a sense of ownership and responsibility for the risk e vents. 

D. They are the individuals that will most likely cause and respond to the risk events. 

Correct Answer: C 
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