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Which option addresses a customer environment receiving more than 5,000,000 events
and 300,000 heartbeats per day for IBM Security SiteProtector Systems V2.0 SP8.1
(SiteProtector)? 

A. plan for an additional site and divide the load 
B. add 100 GB of available disk space to the database 
C. plan for an addition Event Collector / Agent Manager pair 
D. upgrade the CPU on the SiteProtector Application Server 

Answer: A

Explanation:  

In what format does the Event Archiver store events? 

A. as flat files in the file system 
B. as records in a local SQL database 
C. as records in a remote SQL database 
D. in memory queue for the Event Collector 

Answer: A

Explanation:  

How many computer(s) does the Recommended option install on in the Deployment
Manager? 

A. 1 
B. 2 
C. 3 
D. 4 

Answer: B

Explanation:  
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Which two items are important considerations for performance? (Choose two.) 

A. agent events per day 
B. agent purges per day 
C. agent updates per day 
D. agent heartbeats per day 
E. agent installations per day 

Answer: A,D

Explanation:  

According to the IBM Security SiteProtector Systems V2.0 SP8.1 scalability guidelines,
what is the maximum event rate and maximum heartbeat rate per day for a small
deployment? 

A. 25,000 events / 500 heartbeats 
B. 50,000 events / 1,000 heartbeats 
C. 100,000 events / 5,000 heartbeats 
D. 125,000 events / 7,000 heartbeats 

Answer: B

Explanation:  

What is a primary function of the IBM Security SiteProtector Systems V2.0 SP8.1 Core? 

A. event data storage 
B. command and control 
C. correlate attack information 
D. receive and process agent heartbeats 

Answer: B

Explanation:  
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Which three operating systems meet the requirements for installing the IBM Security
SiteProtector Systems V2.0 SP8.1 Database in the Recommended option? (Choose three.)
 
 
A. Windows XP Professional SP2 
B. Windows Server 2008 Standard 
C. Windows 2000 Advanced Server 
D. Windows Server 2008 Enterprise 
E. Windows Server 2003 Enterprise Edition 
F. Windows Server 2003 SP2 Standard Edition 
 

Answer: B,D,F

Explanation:  

 

 

Which three versions of Microsoft SQL Server meet the requirements for installing the IBM
Security SiteProtector Systems V2.0 SP8.1 Database in the Recommended option?
(Choose three.) 
 
A. SQL Server 2000 64-bit Edition 
B. SQL Server 2005 Standard Edition 
C. SQL Server 2000 Standard Edition 
D. SQL Server 2008 Standard Edition 
E. SQL Server 2003 Enterprise Edition 
F. SQL Server 2008 Enterprise Edition 
 

Answer: B,D,F

Explanation:  

 

 

How much system hard drive space is required for the IBM Security SiteProtector Systems
V2.0 SP8.1 Database in the Recommended option? 
 
A. 9 GB 
B. 18 GB 
C. 27 GB 
D. 36 GB 
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Answer: B

Explanation:  

 

 

Which default network port must be open from the Agent Manager to the Application
Server? 
 
A. 901 
B. 902 
C. 8443 
D. 3995 
 

Answer: D

Explanation:  

 

 

Which two required network ports must be open for successful communication between the
IBM Security SiteProtector Systems V2.0 SP8.1 Application Server and the Event
Collector? (Choose two.) 
 
A. 902 
B. 914 
C. 3995 
D. 8996 
E. 2998 
 

Answer: D,E

Explanation:  

 

 

Which two virtual platforms are supported for running IBM Security SiteProtector Systems
V2.0 SP8.1? (Choose two.) 
 
A. Windows Virtual PC 
B. VMware ESX Server V4.x 
C. VMware ESX Server V3.x 
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D. VMware Workstation V7.1 
E. Microsoft Virtual Server 2003 
 

Answer: B,C

Explanation:  

 

 

According to the scalability guidelines for a large site, a customer should have at least what
speed hard disks available to the database server? 
 
A. 5400 RPM 
B. 7200 RPM 
C. 10000 RPM 
D. 15000 RPM 
 

Answer: D

Explanation:  

 

 

The customer is performing a large installation. What is the disk size for the database
server according to the scalability guidelines? 
 
A. 50 GB - 73 GB 
B. 74 GB - 142 GB 
C. 143 GB - 730 GB 
D. 731 GB - 999 GB 
 

Answer: C

Explanation:  

 

 

What are the default emergency purge settings for IBM Security SiteProtector Systems
V2.0 SP8.1 in an Express installation? 
 
A. 85% Threshold / 5% Purge Margin 
B. 55% Threshold / 20% Purge Margin 
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C. 65% Threshold / 15% Purge Margin 
D. 75% Threshold / 10% Purge Margin 
 

Answer: A

Explanation:  

 

 

The customer is planning to deploy 50,000 desktops. At a minimum, how many standalone
Event Collector / Agent Manager pairs should be configured to communicate with the
database? 
 
A. 1 
B. 2 
C. 3 
D. 4 
 

Answer: C

Explanation:  

 

 

A customer has deployed an Express installation. What is the default action when the
database reaches 85% of capacity? 
 
A. The database will continue processing normally without purging. 
B. The database will begin purging up to 5% of the oldest data from the database. 
C. The database will begin purging up to 10% of the oldest data from the database. 
D. The database will begin purging up to 15% of the oldest data from the database. 
 

Answer: B

Explanation:  

 

 

A customer wants to create daily backups but does not have a large amount of disk space
available to maintain transaction logs. Which SQL recovery model should be configured? 
 
A. Full 
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B. Simple 
C. Closed 
D. Complete 
 

Answer: B

Explanation:  

 

 

A corporation is deploying IBM Security SiteProtector Systems V2.0 SP8.1 (SiteProtector)
and plans to use Enterprise Scanner to scan their various offices across the world each
with their own assessment policy. In addition, each country and region may have different
requirements which will need to be assessed. Which top to bottom group structure
hierarchy best satisfies their needs? 
 
A. Country > Region > Office 
B. Region > Office > Country 
C. Office > Country > Region 
D. Office > Region > Country 
 

Answer: A

Explanation:  

 

 

A corporation is deploying IBM Security SiteProtector Systems V2.0 SP8.1 and plans to
use Enterprise Scanner to scan their various business departments each with their own
assessment policy. Additionally, network subnets may require a different policy within each
department. Which top to bottom group structure hierarchy best satisfies their needs? 
 
A. ACME > Department > Subnet 
B. Subnet > Department > ACME 
C. Subnet > ACME > Department 
D. ACME > Subnet > Department 
 

Answer: A

Explanation:  
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Which pre-defined security user group permits an employee to work with events and all
reports except for Permissions and Audit Detail? 
 
A. Analyst 
B. Operator 
C. Administrator 
D. Event Manager 
 

Answer: B

Explanation:  

 

 

An employee requires advanced access to all features within IBM Security SiteProtector
Systems V2.0 SP8.1 because they will be working with many different types of agents.
However, they cannot have the ability to change security permissions or access Audit
Detail reports. What is the best role to give this employee? 
 
A. Analyst 
B. Operator 
C. Administrator 
D. Server Manager 
 

Answer: A

Explanation:  

 

 

What function does the IBM Security SiteProtector Systems V2.0 SP8.1 (SiteProtector)
SecurityFusion Module provide? 
 
A. It works with the Web application to block web based attacks. 
B. It is required for the IBM Security Network Enterprise Scanner. 
C. It optimizes the SiteProtector database for increased performance. 
D. It escalates high impact attacks to provide focus on the most important attack activity. 
 

Answer: D

Explanation:  
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Which product combination would merit the consideration of IBM Security SiteProtector
Systems V2.0 SP8.1 SecurityFusion? 
 
A. IBM Network Intrusion and IBM Security Server Protection 
B. IBM Network Intrusion Prevention Systems and IBM Security Desktop 
C. IBM Network Intrusion Prevention and IBM Security Network Enterprise Scanner 
D. IBM Network Intrusion Prevention and IBM Security Virtual Server Protection for
VMware 
 

Answer: C

Explanation:  

 

 

What function does the Deployment Manager provide in IBM Security SiteProtector
Systems V2.0 SP8.1 (SiteProtector)? 
 
A. It provides a Web-based interface for users to install SiteProtector components. 
B. It automatically distributes X-Press Update Server updates to SiteProtector components. 
C. It generates Proventia Desktop Agent builds and distributes them to computers on a
network. 
D. It provides a Web-based interface for users to install service packs to SiteProtector
components. 
 

Answer: A

Explanation:  

 

 

Which components are installed during step one of a Recommended installation using the
Deployment Manager in IBM Security SiteProtector Systems V2.0 SP8.1? 
 
A. Site Database, Console 
B. Site Database, Event Collector 
C. Application Server, Agent Manager 
D. Application Server, Event Collector 
 

Answer: B

Explanation:  
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Which components are installed during step two of a Recommended installation using the
Deployment Manager in IBM Security SiteProtector Systems V2.0 SP8.1? 
 
A. Site Database, Console 
B. Site Database, Event Collector 
C. Application Server, Event Collector 
D. Application Server, Agent Manager 
 

Answer: D

Explanation:  

 

 

What are two methods of authentication for the IBM Security SiteProtector Systems V2.0
SP8.1 database? (Choose two.) 
 
A. LDAP 
B. Radius 
C. Windows 
D. Mixed Mode 
E. Secure Socket Layer 
 

Answer: C,D

Explanation:  

 

 

Which three components are installed individually by the Deployment Manager? (Choose
three.) 
 
A. Event Archiver 
B. Agent Manager 
C. Database Server 
D. Application Server 
E. X-Press Update Server 
F. SecurityFusion Module 
 

Answer: A,B,E

Explanation:  
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Which IBM Security SiteProtector Systems V2.0 SP8.1 (SiteProtector) installation method
is used for Windows Authentication? 
 
A. Express 
B. Recommended 
C. Deployment Manager 
D. SiteProtector Product CD 
 

Answer: D

Explanation:  

 

 

What must be entered during the Agent Manager installation? 
 
A. SQL Server Address, Agent Manager Address 
B. Application Server Address, SQL Server Address 
C. SQL Authentication Method, Agent Manager Address 
D. Application Server Address, SQL Authentication Method 
 

Answer: B

Explanation:  

 

 

Which optional component writes incoming event data to disk based on user-created event
filters? 
 
A. Incident Safe 
B. Event Logger 
C. Event Archiver 
D. Agent Archiver 
 

Answer: C

Explanation:  
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Which optional component monitors events in a graphical format outside the IBM Security
SiteProtector Systems V2.0 SP8.1 Console? 
 
A. Event Viewer 
B. Event Monitor 
C. Event Archiver 
D. Event Manager 
 

Answer: A

Explanation:  

 

 

Which component correlates intrusion detection events with vulnerability assessment data?
 
 
A. Event Viewer 
B. Enterprise Scanner 
C. SecurityFusion Module 
D. Advanced Correlation Engine 
 

Answer: C

Explanation:  

 

 

Where are licenses added when given in the token format (e.g. abcde-12345-gfabcd-
54321-abcde-12345-gfabcd-54321)? 
 
A. Tools > License > Tokens 
B. Tools > License > OneTrust 
C. Tools > License > Agent/Module 
D. Tools > OneTrust > Agent/Module 
 

Answer: B

Explanation:  
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Which IBM Security SiteProtector Systems V2.0 SP8.1 (SiteProtector) component provides
new security event information in the policies when updated? 
 
A. Common Policy Editor 
B. SiteProtector Console 
C. SiteProtector Database 
D. SiteProtector Application Server 
 

Answer: C

Explanation:  

 

 

How is an Event Collector upgraded in the IBM Security SiteProtector Systems V2.0 SP8.1
Console? 
 
A. right-click on Event Collector > Update > Apply XPU 
B. right-click on Event Collector > UpdateServer > Update EventCollector 
C. using the Manual Upgrader tool, choose Event Collector from the list then click Apply
Update 
D. using the X-Press Update Server, choose Event Collector from the list then click Apply
Update 
 

Answer: A

Explanation:  

 

 

What are two requirements before upgrading the IBM Security SiteProtector Systems V2.0
SP8.1 Core component? (Choose two.) 
 
A. close all local consoles 
B. put the SQL Server in single user mode 
C. reboot the server after applying the update 
D. disable all Event Collectors/Agent Managers 
E. ensure administrative rights in order to log on to the Application Server computer 
 

Answer: A,E

Explanation:  
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Which statement is true about the effects of the Defragment option in Database
Maintenance for IBM Security SiteProtector Systems V2.0 SP8.1 (SiteProtector)? 
 
A. It reduces Analysis query times. 
B. It reduces the size of the transaction log usage. 
C. It runs once a day when SiteProtector is not in use. 
D. It runs once an hour when SiteProtector is not in use. 
 

Answer: A

Explanation:  

 

 

Where is the Automatic Data Purging option set in the IBM Security SiteProtector Systems
V2.0 SP8.1 Console? 
 
A. Policy Tab 
B. Summary Tab 
C. Core Properties 
D. Database Properties 
 

Answer: D

Explanation:  

 

 

What is a valid Maximum Item Age setting on the Purging tab in the database maintenance
settings? 
 
A. Job History 
B. Notifications 
C. Policy History 
D. Agent Messages 
 

Answer: A

Explanation:  
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What does the database size threshold for emergency purging represent? 
 
A. The amount of log data to be removed during emergency purging. 
B. The amount of event data to be removed during emergency purging. 
C. The percent full of the database log file when emergency purging starts. 
D. The percent full of the database data file when emergency purging starts. 
 

Answer: D

Explanation:  

 

 

What does the Log Backup Threshold setting control in Database Maintenance? 
 
A. The amount of log data to be backed up during automatic backups. 
B. The amount of event data to be backed up during automatic backups. 
C. The percent full of the database log file at which an automatic backup will start. 
D. The percent full of the database data file at which an automatic backup will start. 
 

Answer: C

Explanation:  

 

 

A company uses Vulnerability Assessment and Intrusion Prevention System (IPS) products
to protect and assess their internal networks. In order to satisfy external audits, they are
required to keep: 
 
 
two months of assessment detail 
 
one year of assessment summary 
 
one week of IPS detail 
 
one week of IPS summary 
 

Question No : 42
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Events classified as cleared or exceptions are exempt from the audit.

Which Data Retention Settings in purging should have the smallest Maximum Item Age in
order to satisfy the audit while minimizing database size? 

A. Analysis Detail Events 
B. Analysis Summary Events 
C. Cleared Analysis Detail Events 
D. Cleared Analysis Summary Events 

Answer: C

Explanation:  

After a Recommended installation, which user or group is in the default IBM Security
SiteProtector Systems V2.0 SP8.1 Administrator group? 

A. Database Server SQL Administrator user 
B. Active Directory Domain Administrator group 
C. Database Server Local Administrators group 
D. Application Server Local Administrators group 

Answer: D

Explanation:  

What are two predefined user groups in IBM Security SiteProtector Systems V2.0 SP8.1?
(Choose two.) 

A. Analyst 
B. Administrator 
C. System Manager 
D. Security Manager 
E. Network Operator 

Answer: A,B

Explanation:  

Question No : 45
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