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QUESTION 1

After scanning your site with AppScan, you notice that your password was changed to 234. What most likely
happened?

A. One of theAppScan tests hacked your account and changed the password.
B. AppScan followed the Reset Password link.

C. AppScan submitted the change password form.

D. Your system admin changed your password during the scan.

Correct Answer: C

QUESTION 2

You are scanning a Web application in a pre-production environment. During your initial assessment, you notice that
some of the links are specified by IP and some by host name. Your starting URL contains an IP address,
http://12.34.56.67/ default.jsp. When the scan completes, you discover that it has not covered a significant portion of
your Web application. What could be the reason?

A. The host name is not added to the list of additional domains and servers.

B. The scan is configured to use only one connection.

C. There is no route to IP 12.34.56.67.

D. You are not licensed to scan IP 12.34.56.67.

Correct Answer: A

QUESTION 3

Your site contains the following URL:
http://www.mycompany.com/smb/default.jsp?page=wireless
In this URL, the Page parameter defines a unique page.
How would you configure AppScan to fully explore this site?
A. turn off Redundant Path limit

B. ensure JavaScript Execute is turned on

C. ignore the Page parameter

D. track the Page parameter

Correct Answer: A
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QUESTION 4

How does AppScan test a Web application?
A. by sniffing network traffic

B. by scanning the Web server host machine
C. by performing a port scan

D. by sending HTTP requests

Correct Answer: D

QUESTION 5

Why is it important to encrypt the HTTP traffic for an authenticated connection between a client and Web server?

A. to prevent SQL injection

B. to prevent sensitive information from being stolen
C. to prevent Cross-site Scripting

D. to prevent Web site defacement

Correct Answer: B

QUESTION 6

What information does difference displayed in the Request / Response tab provide?
A. the difference between two tests

B. how the vulnerability was resolved

C. howAppScan constructed the test HTTP request

D. how the Web application page has been modified from its previous version

Correct Answer: C

QUESTION 7

Which type of vulnerability allows an attacker to execute a malicious script in a user browser?
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A. Cross-site Scripting

B. Injection Flaw

C. Insecure Direct Object Reference
D. Failure to restrict URL access

Correct Answer: A

QUESTION 8

Which Web application operation indicates that the application may be vulnerable to Cross-site Request Forgery?
A. GETtransferfunds.aspx?sacct=3434dacct=56745formtoken= YUR345

B. GETsendemail.aspx?address=jsmith@dfg.com subject=hello content=

C. GET search.aspx text=ersonal banking

D. GET login.aspx

Correct Answer: B

QUESTION 9

AppScan sent the following test HTTP request:

GET /web/content/index.php?file=/../../..1..1..1..l..]..letc/passwd%00 HTTP/1.0

Cookie:

JSESSIONID=dqtOLSnfhdVyTIKCWTWILQQSKTTGYX9D79tLLpT1yLQjVhSpZKP9!914376523; customerLanguage=en
Accept: */*

Accept-Language: en-US

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Win32)

Host: www.ibm.com

Although, there is no indication in the response about the existence of a password file, AppScan reported vulnerability
with the following reasoning:

Global Validation found an embedded script in the response (alert(25053)), which was probably injected by a previous
test.

The presence of this script in the site suggests that the application is vulnerable to which type of attack?
A. Stored Cross-site Scripting

B. Cross-site Scripting
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C. Namazu Path Traversal
D. Directory Listing

Correct Answer: A

QUESTION 10

You are scanning a Web site in a pre-production environment. You notice that your scan is running very slowly and
there are numerous communication errors. What would you do to resolve the problem?

A. increase the number of threads and decrease the timeout limit
B. decrease the number of threads and increase the timeout limit
C. increase the number of threads and increase the timeout limit
D. set the timeout to O for infinite timeout

Correct Answer: B

QUESTION 11

What is indicative of Information Leakage vulnerability?

A. When the user logs in, hello, usernamelis displayed.

B. The exception call stack is displayed.

C. The message incorrect username or password!is displayed.

D. The message script error: Please contact the Web site administratorlis displayed.

Correct Answer: B

QUESTION 12

Which three actions should you take if your application requires form-based authentication? (Choose three.)
A. record a login sequence

B. configure platform authentication

C. configure client-side certificates

D. ensure that in-session detection is enabled and properly configured

E. ensure that all session tokens are being tracked
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F. reduce the number of threads to one

Correct Answer: ADE
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