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QUESTION 1

What do extrusion rules inspect?

A. SQL Errors and Failed Logins.

B. SQL commands issued by a user.

C. Changes to the database server at the OS.

D. Result sets sent by the database server to the client.

Correct Answer: D

QUESTION 2

When a user logs into the Guardium system via the GUI, authentication of the user occurs. Which authentication related
statement is true?

A. Authentication of users is determined by the "admin" account.

B. LDAP authentication is achievable for all accounts on the Guardium system.

C. The Guardium "admin" user account is always authenticated by Guardium alone.

D. Authentication only occurs if the system was configured to authenticate user access.

Correct Answer: C

QUESTION 3

When designing reports, which query condition item provides capability to dynamically filter on reports?
A. Value

B. Attribute

C. Operator

D. Parameter

Correct Answer: D

QUESTION 4

What is the primary purpose of Group Builder?
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A. To update vulnerability assessment rules.

B. To trigger compliance workflow automation.

C. To adapt to the dynamic needs of the business.

D. To associate policy rules with audit process results.

Correct Answer: C

QUESTION 5

Given the GrdAPI command: grdapi upload_custom_data tableName=DB2_COLUMN_PRIVS What does this command
do?

A. upload database entitlement information into the DB2_COLUMN_PRIVS table for use in the DB2 entitlement reports
B. push Guardium audit information into the DB2 table DB2_COLUMN_PRIVS for use with the DB2 Unload command

C. upload entitlement information into the Guardium central manager for reporting on the DB2_COLUMN_PRIVS
entitlement report

D. upload database entitlement information into S-TAP to block privilege users from accessing column level privileges
within DB2

Correct Answer: A

QUESTION 6

What is a disadvantage of using S-TAP terminate action in the policy (and related functionality) over S-GATE
terminate?

A. There is a need to install the S-TAP agent on the database server and as a result it\'s harder to deploy.

B. Additionally licensed feature needs to be installed and as a result there is additional cost associated with this
functionality.

C. The decision to terminate is done by S-TAP and as a result it has significant negative impact on database server
performance.

D. The violation activity will start bringing results from the database before the connection is terminated and as a result
data leakage is possible.

Correct Answer: D

QUESTION 7
Which statement represents redundancy/contingency options on collectors?

A. Collectors can automatically fail over between aggregators.
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B. Collectors can be configured with dual management ethernet ports.
C. Collector databases can be configured to perform real time synch with other collectors.
D. Collectors can be configured with a heartbeat allowing fail over between two collectors.

Correct Answer: B

QUESTION 8

What best practice approach will minimize the need to change policies?
A. Install multiple policies.

B. Leverage the use of groups.

C. Schedule rotating policies to be installed for each work shift.

D. Place an S-GATE Attach rule at the beginning of the each policy.

Correct Answer: B

QUESTION 9

Which command is used to check the upgrade status?
A. show support state

B. check upgrade status

C. show system patch install

D. support show db-struct-check

Correct Answer: C

QUESTION 10

When using the Group Builder, you can automatically populate a group with members. Which of the following is NOT a
valid method to populate group members?

A. Running a classification process.

B. Running a query on a custom table.

C. Running a database auto-discovery job.

D. Importing information from an LDAP server.

Correct Answer: C
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QUESTION 11

Which is the recommended datasource for use by Vulnerability Assessment?

A. An administrator user credential with read-only access.

B. A generic database user credential with read and write access.

C. A datasource using default user accounts for the targeted database type.

D. A datasource created using the gdmmonitor script specific for the targeted database type.

Correct Answer: D

QUESTION 12

Which is NOT a valid End User identification option with Guardium?
A. Custom ID procedures

B. Application User Translation

C. Auto Generated Calling Prox

D. Guardium Application Events API (GuardAppEvents)

Correct Answer: C
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