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QUESTION 1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 2

You want to prevent external users from acquiring information about your network. You should implement a: 
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A. router 

B. layer-3 switch 

C. firewall 

D. proxy server 

Correct Answer: C 

 

QUESTION 3

You are taking over the security of an existing network. You discover a machine that is not being used as such, but has
software on it that emulates the activity of a sensitive database server. What is this? 

A. A Polymorphic Virus 

B. A Honey Pot 

C. A reactive IDS. 

D. A Virus 

Correct Answer: B 

A honey pot is a device specifically designed to emulate a high value target such as a database server or entire sub
section of your network. It is designed to attract the hacker\\'s attention. 

 

QUESTION 4

Which two security settings can be controlled by using group policy? (Choose two.) 

A. Password complexity 

B. Access to the Run... command 

C. Automatic file locking 

D. Encrypted access from a smart phone 

Correct Answer: AB 

Reference: http://technet.microsoft.com/en-us/library/cc875814.aspx 

 

QUESTION 5

Which of the following is a name that identifies a particular 802.11 wireless LAN? 

A. MBSA 

B. IBSS 

Latest 98-367 Dumps | 98-367 Practice Test | 98-367 Study Guide                              3 / 11

https://www.passapply.com/98-367.html
https://www.passapply.com/98-367.html
https://www.passapply.com/98-367.html


https://www.passapply.com/98-367.html
2023 Latest passapply 98-367 PDF and VCE dumps Download

C. MAC 

D. SSID 

Correct Answer: D 

Service Set Identifier, or SSID, is a name that identifies a particular 802.11 wireless LAN. A client device receives
broadcast messages from all access points within range, advertising their SSIDs. The client device can then either
manually or automatically, based on configuration, select the network and can associate itself. The SSID can be up to
32 characters long. As the SSID displays to users, it normally consists of human-readable characters. The SSID is
defined as a sequence of 1-32 octets, each of which may take any value. Answer: B is incorrect. IBSS (Independent
Basic Service Set) is an ad-hoc network of client devices that does not require a central control access point. In IBSS,
the SSID is chosen by the client device that starts the communication. The broadcasting of the SSID is performed in a
pseudo-random order by all devices that are members of the network. Answer: C is incorrect. Mandatory access control
(MAC) refers to a type of access control by which the operating system constrains the ability of a subject or initiator to
access or generally perform some sort of operation on an object or target. In practice, a subject is usually a process or
thread; objects are constructs such as files, directories, TCP/UDP ports, shared memory segments, etc. Subjects and
objects each have a set of security attributes. Whenever a subject attempts to access an object, an authorization rule
enforced by the operating system kernel examines these security attributes and decides whether the access can take
place. Any operation by any subject on any object will be tested against the set of authorization rules to determine if the
operation is allowed. Answer: A is incorrect. Microsoft Baseline Security Analyzer (MBSA) is a software tool of Microsoft
to determine security state by assessing missing security updates and less-secure security settings within Microsoft
Windows, Windows components such as Internet Explorer, IIS web server, and products Microsoft SQL Server, and
Microsoft Office macro settings. Microsoft Baseline Security Analyzer (MBSA) includes a graphical and command line
interface that can perform local or remote scans of Windows systems. 

 

QUESTION 6

The stronger password is a critical element in the security plan. Which of the following are the characteristics used to
make up a strong password? 

A. It contains more than seven hundred characters and does not contain the user name, real name, or any name that
can be guessed by the attacker easily. 

B. It contains more than seven characters and does not contain the user name, real name, or anyname that can be
guessed by the attacker easily. 

C. It contains the user name, real name, or any name that can be remembered easily and does not contain more than
seven characters. 

D. It contains more than seven characters and the user name, real name, or any name. 

Correct Answer: B 

A strong password contains more than seven characters and does not contain the user name, real name, or any name
that can be guessed by the attacker easily. 

 

QUESTION 7

Mark works as a Systems Administrator for TechMart Incl. The company has Windows-based network. Mark has been
assigned a project to track who tries to log into the system and the time of the day at which the attempts occur. He is
also required to create a system to track when confidential files are opened and who is trying to open it. Now, Mark logs
when someone is not able to make a successful attempt to log into the system as Administrator but he also wants to log
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when the user is successful to log into the system as Administrator. Which of the following is the reason of logging by
Mark when a user is successfully logged into the system as well as when he is failed? 

A. To determine if and when someone is authenticating successfully with high privilege. 

B. To make sure that user is not using the Administrator account. 

C. To determine if and when someone is authenticating successfully with high privilege. 

D. To make sure that user is not facing any problem. 

Correct Answer: C 

In the above scenario, Mark is required to determine if and when someone is able to be authenticated successfully with
high privilege as well as the hacker activity. If any user was failed for a number of times and was then successful any
attempt, it can be a hacker activity. That\\'s why Mark logs when a user is successfully logged into the system as well as
when he is failed. 

 

QUESTION 8

Which of the following is a program that runs at a specific date and time to cause unwanted and unauthorized
functions? 

A. Keylogger 

B. Logic bomb 

C. Spyware 

D. Trojan horse 

Correct Answer: B 

A logic bomb is a malicious program that executes when a predetermined event occurs. For example, a logic bomb can
execute when a user logs on to a computer or presses certain keys on the keyboard. It can also execute on a particular 

date or time specified by developers. 

Answer: D is incorrect. Trojan horse is a malicious software program code that masquerades itself as a normal program.
When a Trojan horse program is run, its hidden code runs to destroy or scramble data on the hard disk. An example of
a 

Trojan horse is a program that masquerades as a computer logon to retrieve user names and password information.
The developer of a Trojan horse can use this information later to gain unauthorized access to computers. Trojan horses
are 

normally spread by e-mail attachments. Unlike viruses, Trojan horses do not replicate themselves but only destroy
information on hard disks. Answer: A is incorrect. A keylogger is a software tool that traces all or specific activities of a
user on 

a computer. Once a keylogger is installed on a victim\\'s computer, it can be used for recording all keystrokes on the
victim\\'s computer in a predefined log file. An attacker can configure a log file in such a manner that it can be sent 

automatically to a predefined e-mail address. Some of the main features of a keylogger are as follows: 
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It can record all keystrokes. 

It can capture all screenshots. 

It can record all instant messenger conversations. It can be remotely installed. 

It can be delivered via FTP or e-mail. 

Answer: C is incorrect. Spyware is a computer program that collects all the information on the computer user and sends
it to another computer or destination. It is used for monetary gain. It may have several ways of making money by using 

the information obtained. It tries to violate the privacy of the computer without causing damage to the computer or the
software installed on it. 

 

QUESTION 9

You have an application that uses IPsec to secure communications between an Internet client and a server on the
internal network. 

To which network security service must the IPsec client connect? 

A. SFTP 

B. SSH 

C. VPN 

D. RADIUS 

Correct Answer: C 

 

QUESTION 10

HOTSPOT 

You are setting up BitLocker on a new computer. 

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

Note: For each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/trusted-platform-module-overview 

 

QUESTION 11

Which of the following is used to protect all files stored on the drive on which Windows is installed? 

A. SocketShield 

B. Firewall 

C. Bitlocker 

D. Hardware keylogger 

Correct Answer: C 

BitLocker is used to protect all files stored on the drive on which Windows is installed. It encrypts the entire system drive
and helps block hackers from accessing the system files they rely on to discover user passwords. BitLocker also 
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prevents hackers from accessing the hard disk by removing it from a computer, and installing it on a different computer.
BitLocker does not work for USB Flash Drives. Answer: 

A is incorrect. SocketShield provides a protection shield to a computer system against malware, viruses, spyware, and
various types of keyloggers. SocketShield provides protection at the following two levels: 

1.Blocking: In this level, SocketShield uses a list of IP addresses that are known as purveyor of exploits. All http
requests for any page in these domains are simply blocked. 

2.Shielding: In this level, SocketShield blocks all the current and past IP addresses that are the cause of unauthorized
access. 

Answer: B is incorrect. A firewall is a system that helps in preventing access to a system from unauthorized internet or
network users. A firewall can be hardware as well as software. A firewall is implemented on systems that are connected
to 

the internet and are vulnerable to hackers, viruses, worms, and other harmful intrusions. Answer: D is incorrect.
Hardware keyloggers are used for keystroke logging, a method of capturing and recording computer users\\' keystrokes,
including 

sensitive passwords. They can be implemented via BIOS-level firmware, or alternatively, via a device plugged inline
between a computer keyboard and a computer. They log all keyboard activities to their internal memory. 

 

QUESTION 12

Which of the following is a US Federal government algorithm created to generate a secure message digest? 

A. DSA 

B. RSA 

C. Triple DES 

D. SHA 

Correct Answer: D 

SHA is a Federal government algorithm created to generate a secure message digest. The Secure Hash Algorithm
(SHA) is a cryptographic hash algorithm. It generates a fixed-length digital representation (message digest) of an input
data sequence of any length. The SHA algorithm is very secure, as it is computationally very difficult to find a message
that corresponds to a given message digest. In this algorithm, any change to a message will result in a completely
different message digest. There are five SHA algorithms: SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512. Answer:
A is incorrect. Digital Signature Algorithm (DSA) is a United States Federal Government standard or FIPS for digital
signatures. DSA is a public key algorithm; the secret key operates on the message hash generated by SHA-1; to verify
a signature, one recomputes the hash of the message, uses the public key to decrypt the signature and then compares
the results. The key size is variable from 512 to 1024 bits, which is adequate for the current computing capabilities as
long as a user uses more than 768 bits. Answer: B is incorrect. RSA stands for Rivest, Shamir, and Adleman. It is an
algorithm for public-key cryptography. It is the first algorithm known to be suitable for signing as well as encryption, and
one of the first great advances in public key cryptography. RSA is widely used in electronic commerce protocols, and is
believed to be secure given sufficiently long keys and the use of up-to-date implementations. Answer: C is incorrect.
Triple DES is the common name for the Triple Data Encryption Algorithm (TDEA). It is so named because it applies the
Data Encryption Standard (DES) cipher algorithm three times to each data block. The Data Encryption Standard (DES)
is a block cipher (a form of shared secret encryption), which is based on a symmetric-key algorithm that uses a 56-bit
key. The algorithm was initially controversial with classified design elements, a relatively short key length, and
suspicions about a National Security Agency (NSA) backdoor. Triple DES provides a relatively simple method of
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increasing the key size of DES to protect against brute force attacks, without requiring a completely new block cipher
algorithm. 

 

QUESTION 13

Which of the following is the reason of properly securing an audit log? 

A. To ensure that only authorized person can check the log file. 

B. To ensure that no one can remove it as there is no back up is provided for this log. 

C. To ensure that potential hackers becomes unable to delete the event logs for covering their tracks. 

D. To ensure that potential hackers can be tracked easily without changing the network configuration. 

Correct Answer: C 

The reason of properly securing an audit log is used to ensure that potential hackers becomes unable to delete the
event logs for covering their tracks. 

 

QUESTION 14

How does the sender policy framework (SPF) aim to reduce spoofed email? 

A. It provides a list of IP address ranges for particular domains so senders can be verified. 

B. It includes an XML policy file with each email that confirms the validity of the message. 

C. It lists servers that may legitimately forward mail for a particular domain. 

D. It provides an encryption key so that authenticity of an email message can be validated 

Correct Answer: A 

 

QUESTION 15

Which of the following is a process in which data is changed before or while it is entered into a computer system? 

A. Data diddling 

B. Authentication 

C. Domain kiting 

D. Packet sniffing 

Correct Answer: A 

Data diddling is a process in which data is changed before or while it is entered into a computer system. A malicious
code or virus can perform data diddling. For example, a virus can be written to intercept keyboard input. The virus
displays the appropriate characters on the computer screen so that the user does not know the actual problem. Answer:
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C is incorrect. Domain kiting is a process whereby a user registers a domain (usually one with a prominent sounding
name likely to attract significant traffic), and on that domain, he puts up a page with a lot of click through ads (the ads
that pay the owner of the Web site for all clicks). During this process, the user who registered the domain cancels it
before the normal grace period is over and then re-registers it again. This process is repeated any number of times with
the end result of having the domain registered without ever actually paying for it. Answer: B is incorrect. Authentication
is a process of verifying the identity of a person, network host, or system process. The authentication process compares
the provided credentials with the credentials stored in the database of an authentication server. Answer: D is incorrect.
Packet sniffing is a process of monitoring data packets that travel across a network. The software used for packet
sniffing is known as sniffers. There are many packet-sniffing programs that are available on the Internet. Some of these
are unauthorized, which can be harmful for a network\\'s security. 
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