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QUESTION 1

For which two reasons should you use IPsec between computers? (Choose two.) 

A. Data compression 

B. Data integrity 

C. Data redundancy 

D. Data confidentiality 

Correct Answer: BD 

IPSEC (Internet Protocol Security) is a security protocol that provides encryption and authentication over the Internet.
IPSEC supports network-level data integrity, data confidentiality, data origin authentication, and replay protection. 

 

QUESTION 2

VPNs are implemented to provide: 

A. A secure connection within a private network. 

B. A secure connection through public networks. 

C. Additional encryption by using IPSec. 

D. Additional security for selected computers. 

Correct Answer: B 

VPN is a network that is constructed by using public wires -- usually the Internet -- to connect to a private network, such
as a company\\'s internal network. 

There are a number of systems that enable you to create networks using the Internet as the medium for transporting
data. These systems use encryption and other security mechanisms to ensure that only authorized users can access
the network and that the data cannot be intercepted. 

 

QUESTION 3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 4

This question requires that you evaluate the underlined text to determine if it is correct. 

According to the OSI model, encryption takes place on the "transport layer". 

Select the correct answer if the underlined text does not make the statement correct. Select \\'No change is needed" if
the underlined text makes the statement correct. 

A. Presentation 

B. Network 

C. Application 

D. No change is needed 
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Correct Answer: A 

SSL or TLS encryption takes place at the presentation layer, Layer 6 of the OSI model. 

 

QUESTION 5

What are two advantages of using star topology rather than ring topology in a computer lab workgroup? (Choose two.) 

A. Failure of a central connectivity device does not bring down the entire network. 

B. A central connection point allows for flexibility and scalability. 

C. Data travels on redundant paths, so one cable cannot stop its transmission. 

D. A cable problem within the group affects two nodes, at most. 

Correct Answer: BD 

 

QUESTION 6

Which subnet mask is valid? 

A. 255.255.255.240 

B. 255.255.255.228 

C. 255.255.255.164 

D. 255.255.255.245 

Correct Answer: A 

These are valid: 

 

QUESTION 7

Which utility would you use to determine if your Domain Name System (DNS) server is properly resolving fully qualified
domain names (FQDNs) as IP addresses? 

A. netstat 

B. nslookup 
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C. nbtstat 

D. ipconfig 

Correct Answer: D 

References: https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/ipconfig 

 

QUESTION 8

A university has network links between various locations. Where would a T3 connection be appropriate? 

A. Server to network in the main campus server room 

B. Main campus to a large satellite campus 

C. Computer lab PC to lab printer 

D. Library laptop PC to Internet 

Correct Answer: A 

T3 lines are a common aggregation of 28 T1 circuits that yields 44.736 Mbps total network bandwidth . Besides being
used for long-distance traffic, T3 lines are also often used to build the core of a business network at its headquarters 

 

QUESTION 9

Your home computer is having problems accessing the Internet. 

You suspect that your Internet router\\'s DHCP service is not functioning, so you check your computer\\'s IP address. 

Which address indicates that your router\\'s DHCP service is NOT functioning? 

A. 169.254.1.15 

B. 172.16.1.15 

C. 192.168.1.15 

D. 10.19.1.15 

Correct Answer: A 

169.254.1.15 is an APIPA address. An APIPA address is used when the DHCP server is not available. 

 

QUESTION 10

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

Each correct selection is worth one point. 
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Hot Area: 

Correct Answer: 

 

 

QUESTION 11

What is the primary purpose of a perimeter network? 

A. to act as a hidden location to deploy network clients 

B. to act as a secure location for deploying highly sensitive network servers 

C. to provide a buffer area between a private intranet and the public Internet 

D. to monitor traffic between routed subnets in a private LAN 

Correct Answer: C 
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QUESTION 12

The default subnet mask for a Class B network is: 

A. 0.0.0.255 

B. 0.0.255.255 

C. 255.0.0.0 

D. 255.255.0.0 

Correct Answer: D 

Class A default subnet mask is 255.0.0.0. Class B default subnet mask is 255.255.0.0. Class C default subnet mask is
255.255.255.0. 

 

QUESTION 13

A node within a local area network (LAN) must have which two of the following? (Choose two.) 

A. Username and password 

B. Share name 

C. NIC 

D. IP address 

E. Table of all network nodes 

Correct Answer: CD 

A node must be able to access the LAN through a network interface. A node must also have an IP address. 

 

QUESTION 14

You are setting up a network computer game. 

You need to open up ports on your firewall so your friends can join the network. 

Which command displays the ports that your computer is listening for? 

A. nslookup 

B. nbtstat 

C. ping 

D. netstat 
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Correct Answer: D 

netstat (network statistics) is a command-line tool that displays network connections for the Transmission Control
Protocol (both incoming and outgoing), routing tables, and a number of network interface (network interface controller
or 

software-defined network interface) and network protocol statistics. 

Incorrect: 

not A: nslookup is used for DNS troubleshooting. 

Not B: Nbtstat is designed to help troubleshoot NetBIOS name resolution problems. 

Not C: ping is used to troubleshoot network connectivity. 

 

QUESTION 15

What are three advantages of VLANs? (Choose three.) 

A. They can logically address packets by using IP. 

B. They require a router to connect to VLANs on another switch. 

C. They compartmentalize a network and isolate traffic. 

D. They are efficient because a single switch can implement only a single VLAN. 

E. They act as though they are on the same LAN regardless of physical location. 

Correct Answer: BCE 

VLANs provide the following advantages: 

*

 (E) VLANs enable logical grouping of end-stations that are physically dispersed on a network. ... 

*

 VLANs reduce the need to have routers deployed on a network to contain broadcast traffic. ... 

*

 (C) Confinement of broadcast domains on a network significantly reduces traffic. 

By confining the broadcast domains, end-stations on a VLAN are prevented from listening to or receiving broadcasts not
intended for them. 

*

 (B) If a router is not connected between the VLANs, the end-stations of a VLAN cannot communicate with the end-
stations of the other VLANs. 
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