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QUESTION 1

Which of the following is a common technology for visual monitoring? 

A. Closed circuit television 

B. Open circuit television 

C. Blocked video 

D. Local video 

Correct Answer: A 

 

QUESTION 2

XYZ is a publicly-traded software development company. 

Who is ultimately accountable to the shareholders in the event of a cybersecurity breach? 

A. Chief Financial Officer (CFO) 

B. Chief Software Architect (CIO) 

C. CISO 

D. Chief Executive Officer (CEO) 

Correct Answer: C 

Reference: https://www.eccouncil.org/information-security-management/ 

 

QUESTION 3

What are the three stages of an identity and access management system? 

A. Authentication, Authorize, Validation 

B. Provision, Administration, Enforcement 

C. Administration, Validation, Protect 

D. Provision, Administration, Authentication 

Correct Answer: A 

 

QUESTION 4

In effort to save your company money which of the following methods of training results in the lowest cost for the
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organization? 

A. One-One Training 

B. Self-Study (noncomputerized) 

C. Distance learning/Web seminars 

D. Formal Class 

Correct Answer: B 

 

QUESTION 5

Which of the following statements below regarding Key Performance indicators (KPIs) are true? 

A. Development of KPI\\'s are most useful when done independently 

B. They are a strictly quantitative measure of success 

C. They should be standard throughout the organization versus domain-specific so they are more easily correlated 

D. They are a strictly qualitative measure of success 

Correct Answer: A 

Reference: https://kpi.org/KPI-Basics/KPI-Development 

 

QUESTION 6

Which of the following is MOST useful when developing a business case for security initiatives? 

A. Cost/benefit analysis 

B. Budget forecasts 

C. Vendor management 

D. Request for proposals 

Correct Answer: A 

 

QUESTION 7

Which of the following is the MOST effective method for discovering common technical vulnerabilities within the IT
environment? 

A. Reviewing system administrator logs 

B. Auditing configuration templates 
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C. Checking vendor product releases 

D. Performing system scans 

Correct Answer: D 

 

QUESTION 8

The organization does not have the time to remediate the vulnerability; however it is critical to release the application. 

Which of the following needs to be further evaluated to help mitigate the risks? 

A. Provide security testing tools 

B. Provide developer security training 

C. Deploy Intrusion Detection Systems 

D. Implement Compensating Controls 

Correct Answer: D 

 

QUESTION 9

Dataflow diagrams are used by IT auditors to: 

A. Graphically summarize data paths and storage processes. 

B. Order data hierarchically 

C. Highlight high-level data definitions 

D. Portray step-by-step details of data generation. 

Correct Answer: A 

 

QUESTION 10

When managing an Information Security Program, which of the following is of MOST importance in order to influence
the culture of an organization? 

A. Compliance with local privacy regulations 

B. An independent Governance, Risk and Compliance organization 

C. Support Legal and HR teams 

D. Alignment of security goals with business goals 

Correct Answer: D 
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QUESTION 11

Regulatory requirements typically force organizations to implement ____________. 

A. Financial controls 

B. Mandatory controls 

C. Discretionary controls 

D. Optional controls 

Correct Answer: B 

 

QUESTION 12

What are the three hierarchically related aspects of strategic planning and in which order should they be done? 

A. 1) Information technology strategic planning, 2) Enterprise strategic planning, 3) Cybersecurity or information security
strategic planning 

B. 1) Cybersecurity or information security strategic planning, 2) Enterprise strategic planning, 3) Information technology
strategic planning 

C. 1) Enterprise strategic planning, 2) Information technology strategic planning, 3) Cybersecurity or information security
strategic planning 

D. 1) Enterprise strategic planning, 2) Cybersecurity or information security strategic planning, 3) Information technology
strategic planning 

Correct Answer: D 

 

QUESTION 13

From the CISO\\'s perspective in looking at financial statements, the statement of retained earnings of an organization: 

A. Has a direct correlation with the CISO\\'s budget 

B. Represents, in part, the savings generated by the proper acquisition and implementation of security controls 

C. Represents the sum of all capital expenditures 

D. Represents the percentage of earnings that could in part be used to finance future security controls 

Correct Answer: D 

Reference: https://www.investopedia.com/terms/s/statement-of-retained-earnings.asp 

 

QUESTION 14
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Which of the following are the triple constraints of project management? 

A. Time, quality, and scope 

B. Cost, quality, and time 

C. Scope, time, and cost 

D. Quality, scope, and cost 

Correct Answer: C 

Reference: https://www.teamgantt.com/blog/triple-constraint-project-management#:~:text=Each%20side%
20or%20point%20of,scope%2C%20time%2C%20and%20cost 

 

QUESTION 15

Which of the following is a benefit of information security governance? 

A. Direct involvement of senior management in developing control processes 

B. Reduction of the potential for civil and legal liability 

C. Questioning the trust in vendor relationships 

D. Increasing the risk of decisions based on incomplete management information 

Correct Answer: B 
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