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QUESTION 1

Which too products are involved in discovering classifying and verifying profiles? (Choose Two)
A. Industrial Network Director

B. Duo

C. Cisco Security Connector

D. Advanced Malware Protection

E. Identity Services Engine

Correct Answer: BE

QUESTION 2

Which two attack vectors are protected by Visibility and Enforcement? (Choose Two)
A. Mobile

B. Email

C. Web

D. Endpoints

E. Cloud

Correct Answer: AD

QUESTION 3

Which two attack vectors are protected by MFA? (Choose Two)
A. Mobile

B. Endpoints

C. Data center

D. Web

E. Cloud

Correct Answer: AB

QUESTION 4
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Which Web Security feature allows employees to utilize web applications while also having the ability to bock or monitor
problematic applications?

A. Realtime Application Sandboxing
B. Application Phishing

C. Application Visibility and Control
D. Layered Scanning and Control

Correct Answer: C

QUESTION 5

In the Local Data Center Edge use case, which capabilities are provided by NGFW and NGIPS?
A. Identity Services Engine

B. Reduced attack surface of the on-premises datacenter

C. Platform exchange grid

D. File Retrospection and Trajectory

Correct Answer: B

QUESTION 6

What are the competing IT and Operation Technology (OT) priorities that make securing loT difficult?
A. Security vSS. availability

B. Malfunctions vs. output

C. Innovation vs. manufacturing

D. Hackers vs. safety

Correct Answer: A

QUESTION 7

Which two elements does Advanced Malware Protection provide? (Choose Two)
A. advanced analytics

B. reputation analytics

C. intrusion analysis
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D. dynamic URL filtering
E. dynamic data analysis

Correct Answer: BE

QUESTION 8

Which management platform helps strengthen security posture by enabling uniform policy deployment, uncovering and
remediating unplanned changes, and extends protection to the application layer?

A. Firepower Management Center
B. Cisco Defense Orchestrator

C. Firepower Policy Manager

D. Firepower Device Manager

Correct Answer: A

QUESTION 9

Which two attack vectors are protected by Cyber Threat DefenseandNetwork Analytics? (Choose Two)
A. Web

B. Endpoints

C. Cloud

D. Email

E. Data Center

Correct Answer: AC

QUESTION 10

Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)
A. pxGrid

B. Cisco Security Connector

C. Duo

D. Stealthwatch

E. AMP for Endpoints
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Correct Answer: DE

QUESTION 11

Which feature of ISE enables ecosystem partner platforms to execute network actions with the Cisco network
infrastructure?

A. context-aware access

B. centralized policy management
C. device profiling

D. platform exchange grid

Correct Answer: B

QUESTION 12

Which two loT environment layers are protected by ISE? (Choose Two)
A. Endpoints

B. Internet/Cloud

C. Things

D. Control Layer

E. Access Points

Correct Answer: BC

QUESTION 13

Which two security risks are created by legacy approaches to networking? (Choose Two)
A. user vulnerability

B. network downtime

C. slow containment

D. access points

E. large attack surtace

Correct Answer: CE
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QUESTION 14

How does AnyConnect provide highly secure access for select enterprise mobile apps?
A. Per application VPN

B. Application Visibility and control

C. identity Service Engine

D. Secure Layer 2 Network Access

Correct Answer: A

QUESTION 15

Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.

B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.

C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
D. Verify before granting access via MDM software.

Correct Answer: C
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