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QUESTION 1

By default, how do Outbreak filters avoid quarantining false positives? 

A. False positives do not occur as the Anti-Virus engine will check the signature against the incoming mail. Only positive
matches against the signature are quarantined for checking later on. 

B. False positives are released as updates provide a better description of suspected attachment. 

C. Positive matches are not quarantined. They are dropped. 

D. All false positives must be quarantined until a Virus signature is received so that they can be checked. 

Correct Answer: B 

 

QUESTION 2

When saving a configuration file that will be reloaded into the appliance, which one of the following must be changed
before saving? 

A. Unmask the password strings 

B. Shut down the mail listeners 

C. Clustered systems must be un-clustered 

D. Feature key strings must be recorded 

Correct Answer: A 

 

QUESTION 3

When configuring CRES, where do you enable read receipts? 

A. In the encryption profile 

B. In the content filter condition menu 

C. In the content filter action menu 

D. In the mail policy 

Correct Answer: A 

 

QUESTION 4

Which option describes how the Cisco ESA fits into a network? 

A. It process POP3 messages. 
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B. It handles SMTP-related traffic by routing the packets. 

C. It works as a mail exchange. 

D. The product should be installed in the DMZ. 

Correct Answer: B 

 

QUESTION 5

Which two options describe the expected results when centralized policy, virus, and outbreak quarantines are disabled
on the Cisco Email Security Appliance? (Choose two.) 

A. The Cisco ESA must be rebooted. 

B. New messages sent to the quarantine are immediately sent to local quarantines 

C. The Cisco ESA stops accepting new messages. 

D. Local quarantines are enabled automatically. 

E. The quarantine process must be restarted. 

Correct Answer: BD 

 

QUESTION 6

By default, the outgoing mail will be scanned by which one of the following? 

A. Reputation Filters 

B. Anti-Virus 

C. Anti-Spam 

D. Outbreak Filters 

Correct Answer: B 

 

QUESTION 7

Under which menu tab is Cisco Registered Envelope Service accessed for provisioning? 

A. System Administration 

B. Security Services 

C. Network 

D. Mail Policies E. Monitor 
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Correct Answer: B 

 

QUESTION 8

Which command is used to enable weighted filtering in an Email Security Appliance? 

A. policyconfig 

B. dictionaryconfig 

C. filters 

D. weightedconfig 

Correct Answer: B 

 

QUESTION 9

In a "one armed installation" using a single listener, how would the system differentiate between incoming and outgoing
email? 

A. Mail flow direction is determined by the "Recipient to" field in the SMTP envelope. 

B. Mail flow direction is determined by the type of listener, public verses private. 

C. Mail flow direction is determined by using the source IP address. 

D. Mail flow direction is determined by the "Mail From" field in the SMTP envelope. 

Correct Answer: C 

 

QUESTION 10

Using default settings, what describes the difference between rating suspect and positive spam? 

A. Suspect spam is scored between 50 and 74 and positive is 75 or greater. 

B. Suspect spam is matched into the SUSPECTLIST, where as Positive spam matches on the BLACKLIST. 

C. Suspect spam is scored between 50 and 89 and positive is 90 or greater. 

D. Suspect spam has a reputation score between-1 and-3 and positive is between-3 and-10. 

Correct Answer: C 

 

QUESTION 11

Which approach for SenderBase Reputation Score filtering would ensure a very small false positive rate and achieve
better system performance? 
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A. Generic 

B. Aggressive 

C. Moderate 

D. Basic 

E. Conservative 

Correct Answer: C 

 

QUESTION 12

Which of the following steps must be performed when configuring the C-Seriesto handle incoming mail for a new mail
domain? The installation involves a one armed configuration with a single listener. A separate mail server is configured
in the new domain. (Choose two.) 

A. Add the new mail server to the RELAYLIST of the OutgoingMail Listener 

B. Configure an SMTP route to the new mail server. 

C. Add the new mail server to the RELAYLIST of the IncomingMail Listener 

D. Add the new mail domain to the HAT 

E. Add the new mail domain to the RAT 

Correct Answer: BE 
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