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QUESTION 1

You have a Hyper-V host named Serverl that runs Windows Server 2016. Serverl has a generation 2 virtual machine
named VM1 that runs Windows 10.

You need to ensure that you can turn on BitLocker Drive Encryption (BitLocker) for drive C: on VM1. What should you
do?

A. From Serverl, install the BitLocker feature.

B. From Serverl, enable nested virtualization for VM1.

C. From VM1, configure the Require additional authentication at startup Group Policy setting.

D. From VM1, configure the Enforce drive encryption type on fixed data drives Group Policy setting.
Correct Answer: C

https://www.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/If you don\\'t use TPM for
protecting a drive, there is no such Virtual TPM or VM Generation, or VM Configurationversion requirement, you can
even use Bitlockerwithout TPM Protector with earlier versions of Windows.How to Use BitLocker Without a TPMYou can
bypass this limitation through a Group Policy change. If your PC is joined to a business or schooldomain, you can\\'t
change the Group Policy settingyourself. Group policy is configured centrally by your network administrator.To open the
Local Group Policy Editor, press Windows+R on your keyboard, type "gpedit.msc" into the Rundialog box, and press
Enter.Navigate to Local Computer Policy > Computer Configuration > Administrative Templates > WindowsComponents
> BitLocker Drive Encryption > OperatingSystem Drives in the left pane.
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Double-click the "Require additional authentication at startup” option in the right pane.
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turn on BitLocker.
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Settings for computers with

Allow TPM w
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Select "Enabled" at the top of the window, and ensure the "Allow BitLocker without a compatible TPM (requires a
password or a startup key on a USBflash drive)" checkbox is enabled here.Click "OK" to save your changes. You can
now close the Group Policy Editor window. Your change takes effectimmediately--you don\\'t even need to reboot.

QUESTION 2

Your network contains an Active Directory domain.

You install Security Compliance Manager (SCM) 4.0 on a server that runs Windows Server 2016.
You need to modify a baseline, and then make the baseline available as a domain policy.

Which four actions should you perform in sequence?

Select and Place:
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Export the baseline as a Group Policy Object
(GPO) backup

Duplicate a baseline

Maodify the settings of a baseline

Import settings into a Group Policy object
(GPO)

Export the baseline as a Microsoft Ex@
$b°

Restore a Group Policy Object (GPO) from a
backup

Export the baseline as a SGf

Correct Answer:

Duplicate a baseline

rt settings into a Group Policy object
@@ (GPO)

Export the baseline as a Microsoft Ex
)

Export the baseline as a SGAR fi

Restore a Group Policy Object (GPO) from a
backup
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Duplicate a baseline.

2.

Modify the settings of a baseline.
3.

Export the baseline as a Group Policy Object (GPO) backup4. Import settings into a Group Policy object (GPO)

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in
the following table.

Volume label Volume letter Size(TB). Format )
System C 4 F NTFS )
HRFiles H [ NTFS :
SalesFiles ] o8 ReFS :
DevFiles K & 10 NTFS :
BackUp L - 6 ReFS i

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker). Solution: You run the manage-bde.exe
command and specify the -on parameter. Does this meet the goal?

A. Yes
B. No
Correct Answer: A

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde-on

QUESTION 4

You have a server named Serverl that runs Windows Server 2016.

You configure Just Enough Administration (JEA) on Serverl.

70-744 VCE Dumps | 70-744 Study Guide | 70-744 Braindumps 5/14


https://www.passapply.com/70-744.html
https://www.passapply.com/70-744.html
https://www.passapply.com/70-744.html

VCE & PDF https://www.passapply.com/70-744.html

2021 Latest passapply 70-744 PDF and VCE dumps Download
=P

1I8S Annlv com
doof ’-_:Jl'l_\f.-.-w-

You need to view a list of commands that will be available to a user named Userl when Userl establishes a JEA
session to Serverl.

Which cmdlet should you use?

A. Trace-Command

B. Get-PSSessionCapability

C. Get-PSSessionConfiguration

D. Show-Command

Correct Answer: B
https://docs.microsoft.com/en-us/powershell/module/Microsoft.PowerShell.Core/get-pssessioncapability?
view=powershell-5.0.The Get-PSSessionCapability cmdlet gets the capabilities of a specific user on a constrained
sessionconfiguration.Use this cmdlet to audit customized session configurations for users.Starting in Windows
PowerShell 5.0, you can use the RoleDefinitions property in a session configuration (.pssc)file. Using this property lets
you grant users different capabilities on a single constrained endpoint based on groupmembership.The Get-
PSSessionCapability cmdlet reduces complexity when auditing these endpoints by letting youdetermine the exact

capabilities granted to a user.This command is used by I.T. Administrator (The "You" mention in the question) to verify
configuration for aUser.

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains a file server named
Serverl that runs Windows Server 2016.Serverl has a shared folder named Sharel.

You plan to create a subfolder in Sharel for each domain user.

You need to limit each user to using 100 MB of data in their respective subfolder.
The solution must enable the users to be notified when they use 80 percent of the available space in the subfolder.
Which tool should you use?

A. File Explorer

B. Shared Folders

C. Server Manager

D. Disk Management

E. Storage Explorer

F. Computer Management

G. System Configuration

H. File Server Resource Manager (FSRM)

Correct Answer: H
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QUESTION 6

Your network contains an Active Directory domain named contoso.com.

The domain contains 10 computers that are in an organizational unit (OU) named OUL1.
You deploy the Local Administrator Password Solution (LAPS) client to the computers.

You link a Group Policy object (GPO) named GPO1 to OU1, and you configure the LAPS password policy settings in
GPO1.

You need to ensure that the administrator passwords on the computers in OU1 are managed by using LAPS.
Which two actions should you perform? Each correct answer presents part of the solution.

A. Restart the domain controller that hosts the PDC emulator role.

B. Update the Active Directory Schema.

C. Enable LDAP encryption on the domain controllers.

D. Restart the computers.

E. Modify the permissions on OU1.

Correct Answer: BE

QUESTION 7

You have a server named Serverl that runs Windows Server 2016 and is configured as a DNS server. You deed to
ensure that Serverl can validate records from public DNSSEC-signed DNS zones. What should you do?

A. From DNS Manager, sign a zone.

B. From DNS Manager select Enable DNSSEC validation for remote responses
C. From PowerShell, run Add-DnsServerResourceRecordDnsKey.

D. From DNS Manager, add a trust anchor.

Correct Answer: B

QUESTION 8

You have two servers named Setverl and Server2 that run Windows Server 2016 and are in a workgroup. Serverl is
used as a reference computer to configure the security baseline for the other computers in the workgroup.

You need to apply the Group Policy computer settings of Serverl to Server2.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.
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Select and Place:

Run 1gpo.exe and specify the /b parameter

Fon Y
L
O el
F i i rt ist
rom Registry Editor, export a registry file : o ,@D
a A

From Registry Editor, import a registry file

7,
£
(&)

Run 1gpo.exe and specify the /g parameter @ £

a o

L
Copy files from Server1 to jﬁ;@g@

Run 1gpo.exe and specify the /parse parameter

Correct Answer:

From Registry Editor, import a registry file

X\
O vl
From Registry Editor, export a registry file R@g&n.exu and specify the /b parameter

-
=
@ un 1gpo.exe and specify the /parse parameter
b

Y

Run 1 .exe and specify the /g parameter *
gpo pecify ap r’.;h@

4

C
Copy files from Serveri to ;‘g@@

QUESTION 9
Windows Firewall rules can be configured using PowerShell.

The "Set-NetFirewallProfile" cmdlet configures settings that apply to the per-profile configurations of the Windows
Firewall with Advanced Security.

What is the default setting for the AllowlnboundRules parameter when managing a GPO?

A. FALSE
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B. NotConfigured
Correct Answer: B

The default setting when managing a computer is True. When managing a GPO, the default setting is NotConfigured.
The NotConfigured value is only valid when configuring a Group Policy Object (GPO). This parameter removes the
setting from the GPO, which results in the policy not changing the value on the computer when the policy is applied.

QUESTION 10
Your network contains two Active Directory forests named adatum.com and priv.adatum.com.

You deploy Microsoft Identity Manager (MIM) 2016 to the priv.adatum.com domain, and you implement Privileged
Access Management (PAM).

You create a PAM role named Groupl as shown in the following exhibit.

Available From

Available To

MFA Enabled : False

Approval Enabled : False

Availability Window Enabled : False

Approvers : 1}

Candrdates : {SourceAccount:Userl, Sourcetgssan: Adatum, com,
Sour ceAccountSID:S5-1-5-21-4254109968-2167380517-3067058946-2105,
Sour ceflesourcelD: 7edc20¢5=a9%c-4af0-975c-1b6c55247 3F5;
Sour cePhoneNumber : , ScurceEmai 1Address:, PrivAccount :PRIV.Userl,
PrivUserPrincipalName: PRIV.Userl®Priv.Adatum.com, PrivPINCode:,
PrivAccountSID:5+a#5~21-3707602553-2216980630-2518507001-2606,
Sour ceResour celiindoc9f233-2367-4bb7-b8fb-feSa3bédalac,
IsEnable:True, SourceAccount:User3, SourceDomain: Adatum.com,
Sour ceACouuntSID:S-1-5-21-4254109968-2167380517-3067058946-2107,
SourceResourcelD:5074cB824-0da3-4fed-bbl1-b3abli4ec2be;
Sour¢cePhoneNumber :, SourceEmai 1Address:, PrivAccount:PRIV.User3,
PitiviiserPrincipalName: PRIV.User3@Priv.Adatum.com, PrivPINCode:,
fvvAccountSID:S-1-5-21-3707602553-2216980630-2518507001-2608,
Sour ceResourcelD:7a958¢cd8-1c09-431e-bf01-fdb071b90d4f, IsEnable:Truel

Privileges : {SourceAccountName :Groupl; '
aour ceAccount5ID:5-1-5-21-4254109968-2167 380517 JO670568946-2104;
Sour ceDomain:Adatum. com PrivAccountName :ADATUM, Groupl:
PrivAccountS1D:5 1-5-31-SKU£602551-?316@30&10-25155U?001-?EQS;
PriveroupResourceld:678cc85f-0b2d-4418-a4b8-ec03eand23a2)

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

Hot Area:
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If Priv.User1 requests the Group1 PAM role at 07:00, [answer choice].

v

the request will be denied <_><<\H“1\\\
)
Priv.User1 will be added to Group1 immediately @)
Q@
Priv.User1 will be added to Group1 as sﬂq@ﬂ}he request is approved

Priv.User1 will be added to Group1 a@@

If Prive.User2 requests th(@@p‘i PAM role at 09:00, [answer choice].
i v

the request will b : ed
N
Priv_.User2 will be added to Group1 immediately

Priv.User2 will be added to Group1 as soon as the request is approved

Correct Answer:

If Priv.User1 requests the Group1 PAM role at 07:00, [answer choice].

v

the request will be denied @@\
Priv.User1 will be added to Group1 immediatel @f)
®

e

Priv.User1 will be added to Group1 as saq@; e request is approved
Priv.User1 will be added to Group1 a\%%\

If Prive.User2 requests th(@@p‘i PAM role at 09:00, [answer choice].
P S v

the request will b d

Priv_.User2 will be added to Group1 immediately

Priv.User2 will be added to Group1 as soon as the request is approved
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References:https://tiktechidentitythoughts.wordpress.com/2016/09/07/mim-2016-setting-up-privileged-access-
management-pam-in-an-existing-domain-using-the-built-in-pam-tool/

QUESTION 11

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2016.

A user named Userl is a member of the local Administrators group.
Serverl has the AppLocker rules configured as shown in the exhibit. (Click the Exhibit button.)

Exhibit:

Eile Action View Help
Actian  Lger P\
) Mlow Bverponse {Detalt lgcated in the Program Files folder
B anow Everyone (Dl located in the Windows foldes

5 aliow BLILTINADrminktratoes Allfiles

S0eny CONTOSO Userd
S0y CONTOS0 Usert

sEEE

Rulel and Rule2 are configured as shown in the following table.

You verify that Userl is unable to run App2.exe on Serverl.

Which changes will allow Userl to run D:\Folder1\Program.exe and D:\Folder2\App2.exe? To answer select the
appropriate options in the answer area.
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Hot Area:

User1 can run D:\Folder1\Program.exe if Program.exe is [answer choice]

=~ v
ff(;\EV
moved to another folder _6°®
(o™=
renamed acde
dated $d
P
update f}l‘t%'\}
User1 can run D: \FalderZ\App ;@%Appz exe is [answer choice]
=
RS v
o

moved to another folder
renamed $
updated

Correct Answer:

User1 can run D:\Folder1\Program.exe if Program.exe is [answer choice]

. v
maved to another folder @ 5
renamed (\ggj;}f
updated m{@%"
TS
User1 can run D:\Folder2\App ﬁ@%ﬂppz exe is [answer choice]

(&\f“" v
moved to another folder
renamed $
updated

References: https://technet.microsoft.com/en-us/library/ee449492(v=ws.11).aspx
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QUESTION 12

Your network contains an Active Directory domain named contoso.com. The domain contains a DNS server named
Serverl that runs Windows Server 2016.

A domain-based Group Policy object (GPO) is used to configure the security policy of Serverl.

You plan to use Security Compliance Manager (SCM) 4.0 to compare the security policy of Serverl to the WS2012 DNS
Server Security 1.0 baseline.

You need to import the security policy into SCM. What should you do first?

A. From Security Configuration and Analysis, use the Export Template option.
B. Run the Copy-GPO cmdlet and specify the -TargetName parameter.

C. Run the Backup-GPO cmdlet and specify the -Path parameter.

D. Run the secedit.exe command and specify the/export parameter.

Correct Answer: C

https://technet.microsoft.com/en-us/library/ee461052.aspx Backup-GPO cmdlet and specify the -Path parameter creates
a GPO backup folder with GUID name and issuitable to import to SCM 4.0
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