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QUESTION 1
Your network contains servers that run Windows Server 2008 R2 and client computers that run Windows 7.

All network routers support IPsec connections. Client computers and servers use IPsec to connect through network
routers.

You have two servers named Serverl and Server2. Serverl has Active Directory Certificate Services (AD CS) installed
and is configured as a certification authority (CA). Server2 runs Internet Information Services (IIS).

You need to recommend a certificate solution for the network routers. The solution must meet the following
requirements:

?Use the Simple Certificate Enroliment Protocol (SCEP). ?Enable the routers to automatically request certificates.
What should you recommend implementing?

A. Certification authority Web enrollment services on Server2

B. Network Device Enrollment Service on Server2

C. Online Responder service on Serverl

D. Subordinate CA on Serverl

Correct Answer: B

To recommend a certificate solution for the network routers that would enable the routers to automatically request
certificates and that would use Simple Certificate Enrollment Protocol (SCEP), you need to implement Network Device

Enrollment Service on Server2.

The Network Device Enroliment Service allows routers and other network devices to obtain certificates based on the
Simple Certificate Enroliment Protocol (SCEP) from Cisco Systems Inc.

Reference: Windows Server Active Directory Certificate Services Step-by-Step Guide/ AD CS Technology Review

http://technet2.microsoft.com/windowsserver2008/en/library/f7dfccc0-4f65-4d6f-a801-
ae6a87fd174c1033.mspx?mfr=true

QUESTION 2

Your network consists of one Active Directory domain that contains only domain controllers that run Windows Server
2008 R2. All domain controllers run DNS and DHCP services. All DNS zones are standard primary zones.

You need to plan a solution that allows administrators to perform routine maintenance on domain controllers. The
solution must meet the following requirements:

?Minimize server downtime.
?Maximize the availability of DNS and DHCP services.

What should you do?
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A. Instruct server administrators to run ntdsutil.

B. Instruct server administrators to stop the NTDS service.

C. Instruct server administrators to stop the Netlogon service.

D. Instruct server administrators to restart the servers in Directory Services Restore Mode (DSRM).

Correct Answer: B

QUESTION 3

You need to design the deployment for the retail locations.

What should you do? (Each correct answer presents part of the solution. Choose two.)

A. Create a password replication policy for each retail location.

B. Place a DNS and WINS server in the Jakarta office.

C. Place a global catalog server in each retail location.

D. Place a read-only domain controller (RODC) in each retail location.

E. Place a read-only domain controller (RODC) in the Jakarta office.

F. Place a DNS and WINS server in each retail location.

G. Create a new AD DS site and place each read-only domain controller (RODC) in the new site.

Correct Answer: AD

QUESTION 4

You need to recommend changes to the Active Directory environment to provide the university users access to the

resources in the cpandl.com forest. What should you recommend creating in the cpandl.com forest?
A. A one-way incoming external trust

B. A one-way incoming realm trust

C. A one-way outgoing external trust

D. A one-way outgoing realm trust

Correct Answer: D
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Planned Changes Third party = nof Microsoft iy
City Power & Light plans to implement the following changes: i & A

e Appl wil be deployed on four servers that & Remote Desktop Session Host (RD Session Host) role
service installed,

o Users who connect to Appl must be dis betwean the RD Session Host servers,

c Users that connect to 4ppl must au cally reconnact to their disconnected sessions.
City Power & Light plans to implement a new cffice in a remote location. A child domain in cpandl.com will be
craated for the remote office. The remot il have a high latency, low bandwidth connection to the Internet.
RPC communication to the main office wil be possible.
QUESTION 5

Your network consists of one Active Directory domain. The network contains one Active Directory site. All domain
controllers run Windows Server 2008. You create a second Active Directory site and plan to install a domain controller
that runs

Windows Server 2008 in the new site.

You also plan to deploy a new firewall to connect the two sites.

You need to enable the domain controllers to replicate between the two sites.

Which traffic should you permit through the firewall?

A. LDAP

B. NetBIOS

C.RPC

D. SMTP

Correct Answer: C

You should permit RPC traffic through the firewall to enable the domain controllers to replicate between the two sites
because the Active Directory relies on remote procedure call (RPC) for replication between domain controllers. You can

open the firewall wide to permit RPC\\'s native dynamic behavior. Reference: Active Directory Replication over Firewalls
http://technet.microsoft.com/en-us/library/bb727063.aspx

QUESTION 6

You deploy servers that run Windows Server 2008 on the network. You plan to deploy a client/server application. You
plan to install the server component of the application on application servers.

You plan to install the client component of the application on all computers that run Windows Vista. The client
component connects to the server component by using only RPC. After testing, you discover that an RPC time-out error
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occurs

when the client component connects to the server component through a network link that has high latency. You need to
provide a solution so that users can connect to the application through the Internet without receiving an RPC time-out

error.

What should you do?

A. Install RPC over HTTP Proxy. Create a proxy connection to the application servers.

B. Install Microsoft Internet Security and Acceleration (ISA) Server 2006 and enable RPC filtering.

C. Install Terminal Services, Terminal Services Gateway (TS Gateway), and the client component of the client/server
application on the terminal server.

D. Configure the Routing and Remote Access Service (RRAS). Configure all users to connect to the application servers
from the Internet by using virtual private network (VPN) connections.

Correct Answer: C

The RPC time-out error was occurring on connecting the client component to the server component by using RPC
because the network link had a high latency. To get rid of the RPC time-out error, you need to install Terminal Services,
TS Gateway, and the client component of the client/server application on the terminal server

Terminal Services delivers applications and data via the Remote Desktop Protocol (RDP), an optimized transport
mechanism low bandwidth. Traditional client server applications that slow end-user productivity over a slow network
connection, receive a performance boost when delivered via Terminal Services to remote users

Reference: Remote Desktop Protocol http://209.85.175.104/search?
g=cache:YHRCTn8lepAJ:download.microsoft.com/download/b/b/5/bb50037f-e4ae-40d1-a898-
7cdfcfOee9d8/TERMINAL_SERVICES/TS-TDM-Scenario-

RemoteAccessScenario.docx+Terminal+Services,+TS+Gateway, +client/server
+applicationandhl=enandct=clnkandcd=15andgl=in

QUESTION 7

You need to consolidate the physical servers in the Montreal branch office. What should you recommend? (Choose all
that apply.)

A. Virtualize MONTO1 through MONTO3 only.

B. Virtualize MONTO3 through MONTOG6 only.

C. Virtualize MONTO04 through MONTOG6 only.

D. Insert the dongle from MONTOL1 into a Hyper-V server.

E. Insert the fax card from MONTO2 into a Hyper-V server.

F. Install a new Hyper-V server in the Montreal branch office.

G. Convert the hard drive of MONTO3 to a VHD. Import the VHD into a Hyper-V server as a new VM.

Correct Answer: FC
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QUESTION 8

You are planning to deploy the new network in Munich.

Which address allocation should you use for the new Munich addresses?
A. 2001:777: 1d: 1dc::l

B. FECO::1

C. FF02::1

D. FE80::1

Correct Answer: A

QUESTION 9

You need to recommend a solution for deploying the test computers. The solution must meet the company\\'s technical
requirements. What should you include in the recommendation?

A. Microsoft Application Virtualization (App-V)

B. Microsoft Enterprise Desktop Virtualization (MED-V)
C. Native-boot virtual hard disks (VHDs)

D. Windows Virtual PC

Correct Answer: C
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PLANNED CHANGES

Morthwind Traders plans to implement the following changes:

Implement a remote access solution.

L]
* Upgrade all of the client computers in the shipping department to Windows 7 Enterprise

* Deny the users in east. northwlndtraders com access to the shared resgurces in contoso.com.
L ]

east.northwindtraders.com.
s Evaluate whether to migrate all of the users in contoso. co! 5t.northwindtraders.:om.

TECHNICAL REQUIREMENTS
Morthwind Traders must meet the following technical req

Centrally manage all client computers.

all,

Ensure that anly smart card authenticati sed for remote access.
controller in an unsecure location.

Reduce the security risk of having a

Minimize the amount of Active Dir mplicatian traffic betwean the offices,

Minimize the amount of time it tago restore deleted Active Directory objects,

Perform all operations by using an account that has the minimum number of nghts.

Trmene Bhak Aol e aralahle to veans wibe e e covrechad e o dircarrachad S e vatnanls.
Prevent Active Directory attributes that contain sensitive information from being stored in the branch offices.

Ensure that when client computers authenticate, they always attempt to connect to 2 domain controller in ther
respective local office first

slle # » » o 8 o 0@

QUESTION 10
A company has an Active Directory Domain Services (AD DS) domain. All servers run Windows Server 2008 R2.

The company plans to open a branch office that will be available for the use of up to 250 traveling Sales department
staff. Finance department staff will also use the office during financial audits. The branch office does not have a secure

location in which to store network equipment and servers. A password policy enforces eight-character passwords across
the domain.

You are designing a server deployment strategy for the new branch office. You have the following requirements:
?Minimize logon time for Sales department staff.

?Maximize domain security for Finance department staff.

You need to design a deployment strategy that meets the requirements.

What should you recommend? (More than one answer choice may achieve the goal. Select the BEST answer.)
A. Install a read-only domain controller (RODC) and configure it as a Global Catalog Server.

B. Install a read-only domain controller (RODC). Set a password replication policy to deny replication of only the
Finance security group.

C. Install a read-only domain controller (RODC). Set a password replication policy to allow replication of only the Sales
security group.

D. Install a writeable domain controller. Create a fine-grained password policy to enforce complex 15-character
passwords for the Finance department.
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Correct Answer: A

QUESTION 11

Your network consists of one Active directory domain. The functional level of the domain is Windows Server 2008. The
domain is configured as shown in the exhibit. (Click the Exhibit button.)

All Usars
QL

Managers OL

You create four Group Policy objects (GPOs) as shown in the following table. (Click the Exhibit)

GPO name GPO configuration
GPO1 Install the custom database applic
GPO2 Install the line-of-business zppl

Enabla a universal senal bus (U nnter device and
black access to USE flash dilie

GPO4 Enable access to USE ﬂaﬁjwee

GPO3

You need to link the new GPOs to meet the following requirements:

?All users must have access to a USB printer device. ?All users except the department managers must be denied
access to USB flash drives. ?Both department managers must have access to USB flash drives and a USB printer
device.

?0nly users in the sales department must have the custom database application installed. ?O0nly users in the
engineering department must have the line-of- business application installed.

You must achieve this goal by using the minimum amount of administrative effort.
What should you do?

A. Link GPOL1 to the Sales Users OU. Link GPO2 to the Engineering Users OU. Link GPO3 to the All Users OU. Link
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GPO4 to the Managers OU.

B. Link GPO1 and GPO2 to the Sales Users OU and the Engineering Users OU. Link GPO3 to the domain and block
inheritance for the Managers OU. Link GPO4 to the All Users OU.

C. Link GPO1 and GPO2 to the Sales Users OU and the Engineering Users OU. Link GPO3 to the All Users OU. Link
GPO4 to the domain and block inheritance for the All Users OU.

D. Link GPOL1 to the Sales Users OU. Link GPO2 to the Engineering Users OU. Link GPO3 to the All Users OU and
block inheritance for the Managers OU. Link GPO4 to the Managers OU.

Correct Answer: A

To ensure that all the domain users have access to a USB printer device, you need to Link GPOUsbPr to the All Users
OU. To ensure that no user except the department managers should be allowed to access USB flash drives Link
GPOUsbFI to the Managers OU.

Next to ensure that the sales department employees should only be allowed to install custom database application you

need to Link GPODB to the Sales Users OU and to ensure that the Marketing department employees should be only be
allowed to install line-of-business application, you need to link GPOApp to the Development Users OU.

QUESTION 12

You need to recommend a strategy to recover Active Directory if DC1 fails.

What should you include in the recommendation? (Each correct answer presents part of the solution. Choose two.)
A. Remove the DNS zone.

B. Reset the DC1 computer object.

C. Seize the operations master roles.

D. Transfer the operations master roles.

E. Remove the computer object for DC1 from the domain.

Correct Answer: CE
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Domain controller
name

Domain controller role

» Schema master

¢« Domain naming maszer

s Infrastructure master

¢ Primary domain controller
(PDC) emulataor

« RN master

+ Global catalog server

s DNS sarver &
- + Global catalog server

e [DNS sarver oo
L J

DC1

DC3 » Global catalog server

B ¢ Global catalog server *
» DNS server

s Global catalog server

«  [DN5S server

DCE

TECHNICAL REQUIREMENTS 99
Blue Yonder Airlines must meet the followQ irements for coexistence between Blue Yonder Airlines and Fabrikam:

« Only specific users in Cabrikam must be allowed to access specific shares in blueyonderairlines.com.

¢ Users in Blue Yonder Airlines must be able to access the secure Web servers in fabrikam.com without receving a
warning message about the certificate.

e All administratcrs in Blue Yondszr Airlines must be able to administer Active Directory objects in fabrikam.com by
using their default administrative tools.

The corporate security policy states that when a domain controller fails, all references to the domain controller must be
permanently removed from the domain before the domamn controller is replaced.
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