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QUESTION 1

Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
fabrikam.com. All of the DNS servers in both of the domains run Windows Server 2012 R2.

The network contains two servers named Serverl and Server2. Serverl hosts an Active Directory-integrated zone for
contoso.com. Server2 hosts an Active Directory-integrated zone for fabrikam.com. Serverl and Server2 connect to each
other by using a WAN link.

Client computers that connect to Serverl for name resolution cannot resolve names in fabnkam.com.

You need to configure Serverl to support the resolution of names in fabnkam.com. The solution must ensure that users
in contoso.com can resolve names in fabrikam.com if the WAN link fails.

What should you do on Serverl?

A. Create a stub zone.

B. Add a forwarder.

C. Create a secondary zone.

D. Create a conditional forwarder.

Correct Answer: C

http: /technet. microsoft. com/en-us/library/cc771898. aspx When a zone that this DNS server hosts is a secondary
zone, this DNS server is a secondary source for information about this zone. The zone at this server must be obtained

from

another remote DNS server computer that also hosts the zone. With secondary, you have ability to resolve records from
the other domain even if its DNS servers are temporarily unavailable. While secondary zones contain copies of all the

resource records in the corresponding zone on the master name server, stub zones contain only three kinds of resource
records:

A copy of the SOA record for the zone.

Copies of NS records for all name servers authoritative for the zone. Copies of A records for all name servers
authoritative for the zone.

References:
http: //www. windowsnetworking. com/articles-tutorials/windows-2003/DNS_Stub_Zones.
html

http: /technet. microsoft. com/en-us/library/cc771898. aspx http: //fredmondmag. com/Articles/2004/01/01/The-Long-and-
Short-of-Stub-Zones.

aspx?Page=2

QUESTION 2
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Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that has the Network Policy Server server role installed.

The domain contains a server named Server?2 that is configured for RADIUS accounting.
Serverl is configured as a VPN server and is configured to forward authentication requests to Server2.

You need to ensure that only Server2 contains event information about authentication requests from connections to
Serverl.

Which two nodes should you configure from the Network Policy Server console?
To answer, select the appropriate two nodes in the answer area.

Hot Area:

| File Action View Help

1&g NPS {Local)
4 | RADIUS Clients and Servers
RADIUS Clients
i3 Remote RADIUS Server Groups
ls [ Policies
| Connection Request Policies
| Network Policies ._
|| Health Policies configuration scenario from the st and then click §
Metwork Accece Protection !
o Systern Health Validators
Remediation Server Groups
Accounting D © Network Access Protection (NAP)
Wy Templates Management o\ || When you corfigure NPS as a NAP heath poicy server, ye
=] Shared Secrets o S, the configuration of NAP-capable clier computers before t

RADIUS Clients compliant with heslth policy can be placed on a restacted r
a into compliance.

& Network Access Protection (NAP)

| Heslth Policies Carfigurs NAP

—E Remediation Server Groups

<]

Correct Answer:
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| File Action View Help

@ NPS foca)
| RADIUS Clients and Servers
RADIUS Clients
i3 Remote RADIUS Server Groups
l [5] Policies
| Connection Request Policies
. Metwork Palicies
| Health Policies “BpieiE corfiguration scenario fom the fist and then click |
Metwork Accezc Protection
o Systern Health Validators
Remediation Server Groups

Accounting . son (NAP)

F W, Templates Management : 1| When you corfigure NPS as a NAP heath policy server, yt
1=[ Shared Secrets o G ¥ the configuration of NAP-capable client compiters before t
RADIUS Clients @\ compiiant with health policy can be placed on a restrcted r

a into compliance,

Network Access Protection (NAP)

IP Filters
| Heslth Policies
E‘ Remediation Server Groups

Configure NAP

QUESTION 3

Your network contains one Active Directory domain named contoso.com. The forest functional level is Windows Server
2012. All servers run Windows Server 2012 R2. All client computers run Windows 8.1.

The domain contains 10 domain controllers and a read-only domain controller (RODC) named RODCO1. All domain
controllers and RODCs are hosted on a Hyper-V host that runs Windows Server 2012 R2.

You need to identify whether deleted objects can be recovered from the Active Directory Recycle Bin.
Which cmdlet should you use?

A. Get-ADGroupMember

B. Get-ADDomainControllerPasswordReplicationPolicy

C. Get-ADDomainControllerPasswordReplicationPolicyUsage

D. Get-ADDomain

E. Get-ADOptionalFeature

F. Get-ADAccountAuthorizationGroup

Correct Answer: E
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Explanation: The Get-ADOptionalFeature cmdlet gets an optional feature or performs a search to retrieve multiple
optional features from an Active Directory.

Example: Get-ADOptionalFeature \\'Recycle Bin Feature\\' Get the optional feature with the name \\'Recycle Bin
Feature\\'.

Reference: Get-ADOptionalFeature

https://technet.microsoft.com/en-us/library/ee617218.aspx

QUESTION 4

Your network contains an Active Directory domain named contoso.com. The domain contains a member server named
Serverl. Serverl runs Windows Server 2012 R2.

You enable the EventLog-Application event trace session.
You need to set the maximum size of the log file used by the trace session to 10 MB.
From which tab should you perform the configuration? To answer, select the appropriate tab in the answer area.

Hot Area:
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Providers:
Application-Addon-Event-Provider

Emor instrument
Microsoft-Windows-ActionQueue
Microsoft-Windows-All-User-Install-Agent

Microsoft-Windows-AppHost i*i |

Events with any of th_..
Events with all of the ...
Events up to this lev...
These additional dat ...

Correct Answer:
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Application-Addon-Event-Provider
Emor instrument
Microsoft-Windows-ActionQueue

Events with any of th_..
Everts with all of the ...
Events up to this lev...
These additional dat ...

QUESTION 5

Your network contains on Active Directory domain named contoso.com. The domain contains an organizational unit
(OU) named AllServers_OU.

You create and link a Group Policy object (GPO) named GPOL to AllServer_OU. GPOL is configured as shown in the
exhibit. (Click the Exhibit button.)

70-411 PDF Dumps | 70-411 VCE Dumps | 70-411 Study Guide 7/18


https://www.passapply.com/70-411.html
https://www.passapply.com/70-411.html
https://www.passapply.com/70-411.html

VCE & PDF https://www.passapply.com/70-411.html
2021 Latest passapply 70-411 PDF and VCE dumps Download
PassApply.com

@ File Action View Window Help
o 25 c B
GPO1

GPO1
Dtz colecied on: 62672012 8:51:23 AM
Computer Corfiguration (Enabled)

Polcy definions (ADMX fies) retneved from the lncal
System/Group Policy

d You need to ensure that GPO1 only applies to servers that have Remote Desktop Services (RDS) installed What
should you configure?

A. Item-level targeting
B. Block Inheritance
C. Security Filtering
D. WMI Filtering

Correct Answer: D
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Explanation: If you need to configure a Remote Desktop Server farm and need to setup some group policies that only
applied to computers that are Remote Desktop Servers, there are a couple of obvious ways you could achieve this. 1)
You could put your Remote Desktop Servers in a specific Organisational Unit and link your Group Policies there 2) You
could create a WMI Filter to filter by name i.e. SELECT * FROM Win32_ComputerSystem WHERE ((Name =
"RDSERVERO01\\) OR (Name = "'RDSERVERO02\\)) If you don\\'t want to have to update the WMI Filter if you need to
add more Remote Desktop Servers, you can use the following WMI Filter against the rootCIMV2TerminalServices
Namespace: Select * From Win32_TerminalServiceSetting Where TerminalServerMode=1

http://www.focusedit.co.uk/54-group-policy-wmi-filter-for-remote-desktop-server/
https://blogs.technet.microsoft.com/askds/2008/09/11/fun-with-wmi-filters-in-group-policy/

QUESTION 6

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows Server
2012 R2. The domain contains 500 client computers that run Windows 8 Enterprise.

You implement a Group Policy central store.

You have an application named Appl. Appl requires that a custom registry setting be deployed to all of the computers.
You need to deploy the custom registry setting. The solution must minimize administrator effort.

What should you configure in a Group Policy object (GPO)?

A. The Software Installation settings

B. The Administrative Templates

C. An application control policy

D. The Group Policy preferences

Correct Answer: D

Open the Group Policy Management Console. Right-click the Group Policy object (GPO) that should contain the new
preference item, and then click Edit. In the console tree under Computer Configuration or User Configuration, expand
the Preferences folder, and then expand the Windows Settings folder. Right-click the Registry node, point to New, and
select Registry Item. Group Policy preferences provide the means to simplify deployment and standardize
configurations. They add to Group Policy a centralized system for deploying preferences (that is, settings that users can

change later).

You can also use Group Policy preferences to configure applications that are not Group Policy-aware. By using Group
Policy preferences, you can change or delete almost any registry setting, file or folder, shortcut, and more. You are not

limited by the contents of Administrative Template files. The Group Policy Management Editor (GPME) includes Group
Policy preferences.

References:

http: //technet.microsoft.com/en-us/library/gg699429.aspx http: //www. unidesk. com/blog/gpos-set-custom-registry-
entries-virtual-desktops-disabling- machine-password
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File View Help
o HE L0 =mdz He DO +

=] XP [SERVER1T.HOME.LOCAL] Policy
4 i Computer Configuration

¢ [ Policies

4 || Preferences
4 [ ] Windows Settings

Action

Order Action

There are no items to show in this view,

&3 Files
[ Folders

Ini Files
@ Netwu| MNew k |REEE“1" ltermn

[#] Shorte| | All Tasks 4 :Coiiecﬁion ltem
4 Control Pz View - ' Registry Wizard
@ Data S

E Device Copy
Eﬁ Folder Paste
;Z::l Print
o) d
% Power Refresh

&8 Printer _E“ELESE...
(E] Sched Help

% Services

4 i, User Configuration
p [ Policies
p [ Preferences

Description

MNo policies selected

|Creates a new itemn in this container.

g
File Action View Help
e 7@ & e - de)
'=[ WAP [DC1.HOMELOCAL] Polig]
4 & Computer Configuration
b ] Policies T
[ E:I-E‘f'l!_l-e I ' \ : Order
4 || Windows Settings =
Environment
.;;”?' Files
[ Folders

Ini Files
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There are no items to show in this view.

E IS

@ Metwork Shares
[#] Shortcuts
I Control Panel Setting
4 2, User Configuration
b [ Policies =
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MNo policies selected
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QUESTION 7

You manage a server that runs Windows Server 2012 R2. The server has the Windows Deployment Services server
role installed. You start a virtual machine named VM1 as shown in the exhibit. (Click the Exhibit button.)

lyper-uU

XE Network Boot €9.14.2011
(C) Copyright 2011 Microsoft Corporation, All Rights Reserved.

LIENT MAC ADDR: @8 15 5D 00 @F 13 GUID: 979708BF-Co4B—4525-9FE0-C4150BB6CH618

You need to configure a pre-staged device for VM1 in the Windows Deployment Services console.

Which two values should you assign to the device ID? (Each correct answer presents a complete solution. Choose
two.)

A. 979708BFC04B45259FE0C4150BB6C618

B. 979708BF-C04B-4525-9FE0-C4150BB6C618

C. 00155D000F1300000000000000000000

D. 0000000000000000000000155D000F13

E. 00000000-0000-0000-0000-C4150BB6C618

Correct Answer: BD

Use client computer\\'s media access control (MAC) address preceded with twenty zeros or the globally unique identifier

(GUID) in the format: {XXXXXXXX-XXXX-XXXX-XXX- XXXXXXXXXXXX}. Reference: http: //technet. microsoft. com/en-
us/library/cc754469. aspx

QUESTION 8

Your network contains an Active Directory domain named contoso.com. The domain contains three servers. The
servers are configured as shown in the following table.

Server name & Role
Serverl Dire-:thﬁr.‘-:'ess and VPN
Server? .File;S"Erﬂ.rer
Server3 Hyper-v

You need to ensure that end-to-end encryption is used between clients and Server2 when the clients connect to the
network by using DirectAccess.
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Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

A. From the Remote Access Management Console, reload the configuration.

B. Add Server2 to a security group in Active Directory.

C. Restart the IPSec Policy Agent service on Server2.

D. From the Remote Access Management Console, modify the Infrastructure Servers settings.

E. From the Remote Access Management Console, modify the Application Servers settings.

Correct Answer: BE

Unsure about these answers: A public key infrastructure must be deployed. Windows Firewall must be enabled on all
profiles. ISATAP in the corporate network is not supported. If you are using ISATAP, you should remove it and use
native IPv6. Computers that are running the following operating systems are supported as DirectAccess clients:
Windows Server?2012 R2 Windows 8.1 Enterprise Windows Server?2012 Windows 8 Enterprise Windows Server?2008
R2 Windows 7 Ultimate Windows 7 Enterprise Force tunnel configuration is not supported with KerbProxy
authentication. Changing policies by using a feature other than the DirectAccess management console or Windows

PowerShell cmdlets is not supported. Separating NAT64/DNS64 and IPHTTPS server roles on another server is not
supported.

QUESTION 9
You have a DNS server named Served that has a Server Core Installation on Windows Server 2012 R2.

You need to view the time-to-live (TTL) value of a name server (NS) record that is cached by the DNS Server service on
Serverl.

What should you run?

A. Show-DNSServerCache
B. nslookup.exe

C. ipconfig.exe /displaydns
D. dnscacheugc.exe
Correct Answer: A

The Show-DNSServerCache shows all cached Domain Name System (DNS) server resource records in the following
format: Name, ResourceRecordData, Time-to-Live (TTL).

QUESTION 10
You have a server that runs Windows Server 2012 R2.
You have an offline image named Windows2012.vhd that contains an installation of Windows Server 2012 R2.

You plan to apply several updates to Windows2012.vhd.
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You need to mount Windows2012.vhd to H:\.
Which tool should you use?

A. Device Manager

B. Server Manager

C. Mountvol

D. Diskpart

Correct Answer: D

References: https://www.top-password.com/blog/mount-and-unmount-vhd-vhdx-from- command-line/

QUESTION 11

Your network contains an Active Directory domain named contoso.com. All client computers run Windows 8.1. Group
Policy objects (GPOSs) are linked to the domain as shown in the exhibit. (Click the Exhibit button.)
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4 File Action View Window Help (AR
., Group Policy Management Group Policy Ma nt
Contents

4 ﬁ Forest: contoso.com
4 35 Domains

4 33 contoso.com Name

4 Default Domain Policy ||| | 4
b 2. Domain Controllers Q

4 3 oul Q
=, GPO1

4 3] 0ou2

4 Group Policy Modeling
_«, Group Policy Results

GPO2 contains computer configurations only and GPO3 contains user configurations only.

You need to configure the GPOs to meet the following requirements:

Ensure that GPO2 only applies to the computer accounts in OU2 that have more than one processor.

Ensure that GPO3 only applies to the user accounts in OU3 that are members of a security group named SecureUsers.
Which setting should you configure in each GPO?

To answer, drag the appropriate setting to the correct GPO. Each setting may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:
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Settings
Enforced Setting
GPO Status Setting

WMI Filtering

)
ol Y

-

Security Filteri

Correct Answer:

Settings

Enforced

GPO Status

https://technet.microsoft.com/en-us/library/cc732796(v=ws.11).aspx https://technet.microsoft.com/en-
us/library/cc752992(v=ws.11).aspx

QUESTION 12
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Your network contains two Active Directory forests named contoso.com and adatum.com. The contoso.com forest
contains a server named Serverl.contoso.com. The adatum.com forest contains a server named server2. adatum.com.
Both

servers have the Network Policy Server role service installed.

The network contains a server named Server3. Server3 is located in the perimeter network and has the Network Policy
Server role service installed.

You plan to configure Server3 as an authentication provider for several VPN servers.

You need to ensure that RADIUS requests received by Server3 for a specific VPN server are always forwarded to
Serverl.contoso.com.

Which two should you configure on Server3? (Each correct answer presents part of the solution. Choose two.)
A. Remediation server groups

B. Remote RADIUS server groups

C. Connection request policies

D. Network policies

E. Connection authorization policies

Correct Answer: BC

To configure NPS as a RADIUS proxy, you must create a connection request policy that contains all of the information
required for NPS to evaluate which messages to forward and where to send the messages.

When you configure Network Policy Server (NPS) as a Remote Authentication Dial-In User Service (RADIUS) proxy,
you use NPS to forward connection requests to RADIUS servers that are capable of processing the connection requests
because they can perform authentication and authorization in the domain where the user or computer account is
located. For example, if you want to forward connection requests to one or more RADIUS servers in untrusted domains,
you can configure NPS as a RADIUS proxy to forward the requests to the remote RADIUS servers in the untrusted
domain. To configure NPS as a RADIUS proxy, you must create a connection request policy that contains all of the
information required for NPS to evaluate which messages to forward and where to send the messages.

When you configure a remote RADIUS server group in NPS and you configure a connection request policy with the
group, you are designating the location where NPS is to forward connection requests.
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& Network Policy Server = || 1=l] s

File Action View Help
&= 7|7

@ NPs (Lucal)
4[] RADIUS Clients and Servers
RADIUS Clients
i Remote RADIUS Server Groups |
o LE‘ Molicics
|~ Connection Requast Palicies
7 Metwork Policies
7] Hezlth Polcies
a 5 Metwork Acceis Protection
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7] Hezlth Polcies
i Remediation Server Groups

Uverview | Londitions | ettings
Corfiqure the settnas for this network polcy.
If conditions and constraints match the connecticn request and the policy grants ameﬂ re applied.

Settinge: @
Required Authentication N
ik i £ 3 are processed locally, are ‘orwarded to remate

% n, or arz accepted witbout authenticaton .
g Awhentication Methods

ests on this server

% Accounting

Specify a Rezlm Name

“1_) Accept users without validating credentials

References:

http: //technet. microsoft. com/en-us/library/cc754518. aspx http: //technet. microsoft. com/en-us/library/cc754518. aspx
http: //technet. microsoft. com/en-us/library/cc754518. aspx
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