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QUESTION 1

A network engineer is configuring NAC out-of-band integration on the Wireless LAN Controller. What two configuration
options are required? (Choose two.) 

A. dynamic interface tied to quarantine VLAN 

B. enable guest-lan nac 

C. AP groups 

D. enable NAC State 

E. configure quarantine VLAN on interface as 0 

Correct Answer: AD 

 

QUESTION 2

Which three Cisco WLC v7.0 CLI family of commands would be appropriate to troubleshoot a wireless client failure for
connection to an AP? (Choose three.) 

A. debug capwap 

B. debug mac addr 

C. debug ccxdiag 

D. debug dhcp 

E. debug ap 

F. debug dtls 

G. debug aaa 

Correct Answer: BDG 

 

QUESTION 3

Wireless NAC single sign-on uses which type of RADIUS records to notify the Cisco NAC Appliance Manager about the
authenticated wireless clients? 

A. accounting records 

B. authentication records 

C. authentication and accounting records 

D. preauthentication records 
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Correct Answer: A 

 

QUESTION 4

What three items can be found on the Wireless Control System PCI DSS Compliance Report? (Choose three.) 

A. all authentication and encryption violations 

B. all ACL violations and reports 

C. all IDS threats 

D. detailed association history for clients connected to the network 

E. all SSIDs not using Client Exclusion 

F. all access points that have rogue detection enabled 

Correct Answer: ACD 

 

QUESTION 5

An engineer has configured an anchor controller in the DMZ for guest traffic, but the traffic is failing at the firewall. Which
two ports must be opened on the firewall? (Choose two.) 

A. IP protocol 43 

B. IP protocol 97 

C. TCP port 23 

D. TCP port 443 

E. UDP port 123 

F. UDP port 16666 

Correct Answer: BF 

 

QUESTION 6

An engineer must change the wireless authentication from WPA2-Personal to WPA2- Enterprise. Which three
requirements are necessary? (Choose three.) 

A. 802.1X 

B. EAP 

C. fast secure roaming 

D. 802.11i 
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E. RADIUS 

F. 802.11u 

G. pre-shared key 

Correct Answer: ABE 

 

QUESTION 7

Employees are allowed to starting bringing their own laptops to work. Which option can help provide a temporal user
device vulnerability check when using the Java applet or ActiveX? 

A. Cisco NAC Server 

B. Cisco NAC Guest Server 

C. Cisco NAC Manager 

D. Cisco NAC Windows Agent 

E. Cisco NAC Web Agent 

F. Cisco ACS 

Correct Answer: E 

 

QUESTION 8

How is the MSE enabled to support wIPS service? 

A. CLI console or SSH session with the MSE 

B. HTTPS with the MSE 

C. HTTPS with the Cisco WCS to enable the MSE and WLC(s) 

D. HTTPS with WLC(s) to enable locally and the IP address of MSE 

Correct Answer: C 

 

QUESTION 9

Which key is used to encrypt unicast traffic between the supplicant and the AP after EAP authentication has
completed? 

A. PMK 

B. GTK 

C. PTK 
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D. OKC 

E. PSK 

Correct Answer: C 

 

QUESTION 10

Which statement describes the major difference between PEAP and EAP-FAST client authentication? 

A. EAP-FAST requires a backend AAA server, and PEAP does not. 

B. EAP-FAST is a Cisco-only proprietary protocol, whereas PEAP is an industry-standard protocol. 

C. PEAP requires a server-side certificate, while EAP-FAST does not require certificates. 

D. PEAP authentication protocol requires a client certificate, and EAP-FAST requires a secure password. 

Correct Answer: C 

 

QUESTION 11

An engineer needs to use the secure X.509 standard for wireless authentication. What EAP method would be used? 

A. SSL 

B. TLS 

C. S/MIME 

D. IKE 

Correct Answer: B 

 

QUESTION 12

An engineer wants to configure guest access to redirect to a webpage and log in with provided credentials. Which
configuration option on the WLAN is selected? 

A. authentication 

B. passthrough 

C. conditional web redirect 

D. splash page web redirect 

E. preauthentication ACL 

Correct Answer: A 
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