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QUESTION 1

Refer to the exhibit. 

Which two statements about the class maps are true? (Choose two.) 

A. These class maps are referenced within the global policy by default for HTTP inspection. 

B. These class maps are all type inspect http class maps. 

C. These class maps classify traffic using regular expressions. 

D. These class maps are Layer 3/4 class maps. 

E. These class maps are used within the inspection_default class map for matching the default inspection traffic. 

Correct Answer: BC 

 

QUESTION 2

Refer to the Exhibit. 
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Which statement about the NAT/PAT configuration is true? 

A. Dynamic PAT is used for any traffic that is sourced from the dmz_emailserver to the outside 

B. Dynamic PAT is used for any traffic that is sourced from any host on the inside network to the outside 

C. Static NAT is used for any traffic that is sourced from the dmz_emailserver to the outside 

D. Static PAT is used for any traffic that is sourced from the dmz_emailserver to the outside 

E. Dynamic NAT is used for any traffic that is sourced from the dmz_emailserver to the outside 

F. Dynamic NAT is used for any traffic that is sourced from and host on the guest-network to the outside 

Correct Answer: B 

 

QUESTION 3

Refer to the exhibit. 

Which statement about the policy map named test is true? 

A. Only HTTP inspection will be applied to the TCP port 21 traffic. 

B. Only FTP inspection will be applied to the TCP port 21 traffic. 

C. both HTTP and FTP inspections will be applied to the TCP port 21 traffic. 

D. No inspection will be applied to the TCP port 21 traffic, because the http class map configuration conflicts with the ftp
class map. 

E. All FTP traffic will be denied, because the FTP traffic will fail the HTTP inspection. 

Correct Answer: B 

 

QUESTION 4

By default, how does the Cisco ASA authenticate itself to the Cisco ASDM users? 
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A. The administrator validates the Cisco ASA by examining the factory built-in identity certificate thumbprint of the Cisco
ASA. 

B. The Cisco ASA automatically creates and uses a persistent self-signed X.509 certificate to authenticate itself to the
administrator. 

C. The Cisco ASA automatically creates a self-signed X.509 certificate on each reboot to authenticate itself to the
administrator. 

D. The Cisco ASA and the administrator use a mutual password to authenticate each other. 

E. The Cisco ASA authenticates itself to the administrator using a one-time password. 

Correct Answer: C 

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00808efb d2.shtml 

 

QUESTION 5

With Cisco ASA active/active or active/standby stateful failover, which state information or table is not passed between
the active and standby Cisco ASA by default? 

A. NAT translation table 

B. TCP connection states 

C. UDP connection states 

D. ARP table 

E. HTTP connection table 

Correct Answer: E 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/ha_overview.html#wp 1078922 
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QUESTION 6

642-618 VCE Dumps | 642-618 Exam Questions | 642-618 Braindumps                              5 / 12

https://www.passapply.com/642-618.html
https://www.passapply.com/642-618.html
https://www.passapply.com/642-618.html


https://www.passapply.com/642-618.html
2021 Latest passapply 642-618 PDF and VCE dumps Download

Which Cisco ASA CLI command is used to enable HTTPS (Cisco ASDM) access from any inside host on the
10.1.16.0/20 subnet? 

A. http 10.1.16.0 0.0.0.0 inside 

B. http 10.1.16.0 0.0.15.255 inside 

C. http 10.1.16.0 255.255.240.0 inside 

D. http 10.1.16.0 255.255.255.255 

Correct Answer: C 

http://www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mgaccess.html#wp104 Allowing HTTPS
Access for ASDM 

To use ASDM, you need to enable the HTTPS server, and allow HTTPS connections to the security appliance. 

All of these tasks are completed if you use the setup command. This section describes how to manually configure
ASDM access. 

The security appliance allows a maximum of 5 concurrent ASDM instances per context, if available, with a maximum of
32 ASDM instances between all contexts. 

Note WebVPN and ASDM administration cannot be enabled on the same interface. If you enable WebVPN on an
interface, then that interface cannot be used for ASDM. 

To configure ASDM access, follow these steps: 

Step 1 To identify the IP addresses from which the security appliance accepts HTTPS connections, enter the following
command for each address or subnet: 

hostname(config)# http source_IP_address mask source_interface 

Step 2 To enable the HTTPS server, enter the following command: 

hostname(config)# http server enable 

 

QUESTION 7

Which command option/keyword in Cisco ASA 8.3 NAT configurations makes the NAT policy interface independent? 

A. interface 

B. all 

C. auto 

D. global 

E. any 

Correct Answer: E 

http://tunnelsup.com/2011/06/24/nat-for-cisco-asas-version-8-3/ Using the "any" interface in the NAT statement 
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ASA 8.3 introduces the "any" interface when configuring NAT. For instance if you have a system on the DMZ that you
wish to NAT not only to the outside interface, but to any interface you can use this command: object network
dmzwebserver host 192.168.1.23 nat (dmz,any) static 209.165.201.28 This makes it so users on the inside can web to
209.165.201.28 and if traffic is routed to the firewall it will NAT it to the real IP in the DMZ. 

 

QUESTION 8

Which configuration step is the first to enable PIM-SM on the Cisco ASA appliance? 

A. Configure the static RP IP address. 

B. Enable IGMP forwarding on the required interface(s). 

C. Add the required static mroute(s). 

D. Enable multicast routing globally on the Cisco ASA appliance. 

E. Configure the Cisco ASA appliance to join the required multicast groups. 

Correct Answer: D 

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_multicast.html# wp1060775 

Enabling Multicast Routing Enabling multicast routing lets the ASA forward multicast packets. Enabling multicast routing
automatically enables PIM and IGMP on all interfaces. 

To enable multicast routing, perform the following step: 

 

QUESTION 9

On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA appliance in transparent firewall
mode, which configuration is mandatory? 

A. NAT 

B. static routes 

C. ARP inspections 

D. EtherType access-list 

E. bridge group(s) 

F. dynamic MAC address learning 
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Correct Answer: E 

 

 

QUESTION 10

On the Cisco ASA Software Version 8.4.1, which three parameters can be configured using the set connection
command within a policy map? (Choose three.) 

A. per-client TCP and/or UDP idle timeout 

B. per-client TCP and/or UDP maximum session time 

C. TCP sequence number randomization 
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D. maximum number of simultaneous embryonic connections 

E. maximum number of simultaneous TCP and/or UDP connections 

F. fragments reassembly options 

Correct Answer: CDE 

http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s1.html#wp1424045 

 

QUESTION 11

Which configuration step (if any) is necessary to enable FTP inspection on TCP port 2121? 

A. None. FTP inspection is enabled by default using the global policy. 

B. Create a new class map to match TCP port 2121, then edit the global policy to inspect FTP for traffic matched by the
new class map. 

C. Edit default-inspection-traffic to match FTP on port 2121. 

D. Add a new traffic class using the match protocol FTP option within the inspect_default class map. 

Correct Answer: B 
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QUESTION 12

Refer to the exhibit. 

What is a reasonable conclusion? 

A. The maximum number of TCP connections that the 10.1.1.99 host can establish will be 146608. 

B. All the connections from the 10.1.1.99 have completed the TCP three-way handshake. 

C. The 10.1.1.99 hosts are generating a vast number of outgoing connections, probably due to a virus. 

D. The 10.1.1.99 host on the inside is under a SYN flood attack. 

E. The 10.1.1.99 host operations on the inside look normal. 

Correct Answer: C 
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