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QUESTION 1

Refer to the exhibit.

_default_ GoToMyPC-tunnel Fieqee=t Argurrents
: Ctunine

E _default_aim-messenger

_default_aim-messenger

_deFault_firsthru-tunned O Request Header Field (i) [R] _defaul_firethru-tunned_1
AND gy Request URI ES [R] _defauk_firsthru-turnel_2
_default_gator 0= Request {user-agenk) [R] _default_gator
_default_gru-hittp-tunnel k5] [R] _defaul_gru-http-tunnel_
Ano gy [R] _default_gru-http-tunnel
|_default_http-tunnel & [B] _defauk_http-tunnel
_default_httport-tunnel 05 Header Field (host) [ _default_httport-tunnel
_defaul_kazsa ) 9 Header Field Count {_defauk _.. » 0
_default_men-messenger 0 Response Header Field (content-type)  [R] _default_men-messenger
_default_shoutcast-tunneing-pr... Request Header Fiedd {_defauk_icy-meta..[B] _dsfaul_shoutcast-tunneh
_default_windows-madia-plaver-.., Reguest Header Fiekd (user-agent) [R] _default_windows-media-pl
_default_yahoo-messenger Fequest Body [F] _default_yshoo-messengs:

Which two statements about the class maps are true? (Choose two.)

A. These class maps are referenced within the global policy by default for HTTP inspection.

B. These class maps are all type inspect http class maps.

C. These class maps classify traffic using regular expressions.

D. These class maps are Layer 3/4 class maps.

E. These class maps are used within the inspection_default class map for matching the default inspection traffic.

Correct Answer: BC

QUESTION 2

Refer to the Exhibit.
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Which statement about the NAT/PAT configuration is true?

A. Dynamic PAT is used for any traffic that is sourced from the dmz_emailserver to the outside

B. Dynamic PAT is used for any traffic that is sourced from any host on the inside network to the outside
C. Static NAT is used for any traffic that is sourced from the dmz_emailserver to the outside

D. Static PAT is used for any traffic that is sourced from the dmz_emailserver to the outside

E. Dynamic NAT is used for any traffic that is sourced from the dmz_emailserver to the outside

F. Dynamic NAT is used for any traffic that is sourced from and host on the guest-network to the outside

Correct Answer: B

QUESTION 3

Refer to the exhibit.

class map http

match port tcp eqg 21
classmap ftp

match port tep eq 21

policy-map test
class http A
inspect http \
class fip Q

inspect Q

Which statement about the policy map named test is true?

A. Only HTTP inspection will be applied to the TCP port 21 traffic.

B. Only FTP inspection will be applied to the TCP port 21 traffic.

C. both HTTP and FTP inspections will be applied to the TCP port 21 traffic.

D. No inspection will be applied to the TCP port 21 traffic, because the http class map configuration conflicts with the ftp
class map.

E. All FTP traffic will be denied, because the FTP traffic will fail the HTTP inspection.

Correct Answer: B

QUESTION 4

By default, how does the Cisco ASA authenticate itself to the Cisco ASDM users?
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A. The administrator validates the Cisco ASA by examining the factory built-in identity certificate thumbprint of the Cisco
ASA.

B. The Cisco ASA automatically creates and uses a persistent self-signed X.509 certificate to authenticate itself to the
administrator.

C. The Cisco ASA automatically creates a self-signed X.509 certificate on each reboot to authenticate itself to the
administrator.

D. The Cisco ASA and the administrator use a mutual password to authenticate each other.
E. The Cisco ASA authenticates itself to the administrator using a one-time password.
Correct Answer: C

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00808efb d2.shtml

QUESTION 5

With Cisco ASA active/active or active/standby stateful failover, which state information or table is not passed between
the active and standby Cisco ASA by default?

A. NAT translation table
B. TCP connection states
C. UDP connection states
D. ARP table

E. HTTP connection table
Correct Answer: E

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/ha_overview.html#wp 1078922
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Stateful Failover

When Stateful Failover is enabled, the active unit continually passes per-connection state information to the standby unit. After

a failover occurs, the same connection information is available at the new active unit. Supported end-user applications are
not required to reconnect to keep the same communication session.

Table 32-2 list the state information thatis and is not passed to the standby unit when Stateful Failover is enabled.

Table 32-2 State Information

State Information
Passed to Standby
Unit

State Information Not Passed to Standby Unit

AT translation table

The HTTP connection table (unless HTTF replication is enabled).

TCP connection states

The user authentication (uauth) table.

Inspected protocols are subject to advanced TCP-state tracking, and
the TCF state of these connections is not automatically replicated.

While these connections are replicated to the standby unit, there is a
hest-effort attempt to re-establish a TCF state.

LUDF connection states

The routing tables. After a failover occurs, so
ar routed out of the wrong interface (the de
dynamic routing protocols rediscover rout

ets may be lost
te} while the

The ARF table

State information for Security Se *\:es.

The Layer 2 hridge table
{when running in
transparent firewall maode)

DHCF server address Ieas:b

The HTTP connection
states (if HTTP replication
is enabled)

Stateful failover fo
call fails, medi

the failed Lugi
establis

proxy. When the active unit goes down, the
flowing, and the phone should unregister fram
register with the active unit. The call must be re-

The ISAKMP and IPSec S3A
table

GTP PDP connection
database

3IP signalling sessions

The following WebVPM features are not supported with Stateful Failover:

Smart Tunnels
Faort Forwarding
Flugins

Java Applets

|IPvE clientless or Anyconnect sessions

Citrix authentication (Citrix users must reauthenticate after failover}

QUESTION 6
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Which Cisco ASA CLI command is used to enable HTTPS (Cisco ASDM) access from any inside host on the
10.1.16.0/20 subnet?

A. http 10.1.16.0 0.0.0.0 inside

B. http 10.1.16.0 0.0.15.255 inside

C. http 10.1.16.0 255.255.240.0 inside
D. http 10.1.16.0 255.255.255.255
Correct Answer: C

http://www.cisco.com/en/US/docs/security/asa/asa?1/configuration/guide/mgaccess.html#wp104 Allowing HTTPS
Access for ASDM

To use ASDM, you need to enable the HTTPS server, and allow HTTPS connections to the security appliance.

All of these tasks are completed if you use the setup command. This section describes how to manually configure
ASDM access.

The security appliance allows a maximum of 5 concurrent ASDM instances per context, if available, with a maximum of
32 ASDM instances between all contexts.

Note WebVPN and ASDM administration cannot be enabled on the same interface. If you enable WebVPN on an
interface, then that interface cannot be used for ASDM.

To configure ASDM access, follow these steps:

Step 1 To identify the IP addresses from which the security appliance accepts HTTPS connections, enter the following
command for each address or subnet:

hostname(config)# http source_IP_address mask source_interface
Step 2 To enable the HTTPS server, enter the following command:

hostname(config)# http server enable

QUESTION 7

Which command option/keyword in Cisco ASA 8.3 NAT configurations makes the NAT policy interface independent?
A. interface

B. all

C. auto

D. global

E. any

Correct Answer: E

http://tunnelsup.com/2011/06/24/nat-for-cisco-asas-version-8-3/ Using the "any" interface in the NAT statement
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ASA 8.3 introduces the "any" interface when configuring NAT. For instance if you have a system on the DMZ that you
wish to NAT not only to the outside interface, but to any interface you can use this command: object network
dmzwebserver host 192.168.1.23 nat (dmz,any) static 209.165.201.28 This makes it so users on the inside can web to
209.165.201.28 and if traffic is routed to the firewall it will NAT it to the real IP in the DMZ.

QUESTION 8

Which configuration step is the first to enable PIM-SM on the Cisco ASA appliance?

A. Configure the static RP IP address.

B. Enable IGMP forwarding on the required interface(s).

C. Add the required static mroute(s).

D. Enable multicast routing globally on the Cisco ASA appliance.

E. Configure the Cisco ASA appliance to join the required multicast groups.

Correct Answer: D
http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_multicast.html# wp1060775

Enabling Multicast Routing Enabling multicast routing lets the ASA forward multicast packets. Enabling multicast routing
automatically enables PIM and IGMP on all interfaces.

To enable multicast routing, perform the following step:

Command Furpose

Example: amount of RAM an the

—d®

mnTticast-ronting This step enables multicast r¢
The number of entrles W cast routing takles are limited by the

hostnene {config)# multicast-routing

QUESTION 9

On Cisco ASA Software Version 8.4.1 and later, when you configure the Cisco ASA appliance in transparent firewall
mode, which configuration is mandatory?

A. NAT

B. static routes

C. ARP inspections

D. EtherType access-list
E. bridge group(s)

F. dynamic MAC address learning
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Correct Answer: E

Command History

Release | Modification

7000 Far routed mode, this commard was changed from a global configuration command t2
an interface canfiguration mods command.

a.4m Fartransparent mode, bridge groups were introdiced. You now setthe IP address for
the BY], and not globally.

Usage Guidelines

In single context routed firewall mode, each interface address must be on a unj bnet. In multiple context mode ifthis
interface is on a sharedinterface, then each IP address mus: be unigque but ame subnet. Fthe interface is unique,
this IP address can be used by other contexts if desired.

Atransparent firewall does not participate in [P routing. The only IP con 1or required for the AZA s to setthe BYI
address. This address is required because the ASA uses this address he source address fortraffic originating on the
ASA, such as system messages or commuJnications with AA% { ou can also use this address for remote
rmanagement access. This address must oe on the same sL s the upstream and downstream routers. For multiple

conted mode, setthe management IP address within each . For models that include a Management interface, you can
also set an IF address far this interface formanagemen 5.
The standby IP address must be on the same EUDH@ ain IF address.

Exampes

The following example zets the IP addres&#tandby addresses of two intzrfaces:
hostname {config) & interface gi 1 ernetl/2

hoatname (config-if)# nameif :i_ng

hoastname (config-ifj# security-lewvel 100

hostname {config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
hostname {config-if)# no shutdown

hostname (config-if)# interface gigabitethernet0/s3

hostname {config-if)# nameifl outside

hostname (config-ifj# security-lewvel O

hoatname (config-if)# ip address 10.1.2.1 255.255.255.0 standby 10.1.2.2

hostname (config-if)# no shutdown

QUESTION 10

On the Cisco ASA Software Version 8.4.1, which three parameters can be configured using the set connection
command within a policy map? (Choose three.)

A. per-client TCP and/or UDP idle timeout
B. per-client TCP and/or UDP maximum session time

C. TCP sequence number randomization
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D. maximum number of simultaneous embryonic connections

E. maximum number of simultaneous TCP and/or UDP connections

F. fragments reassembly options

Correct Answer: CDE
http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s1.html#wp1424045

set connection

To specify connection limits within a policy map for a traffic class use the set connection command in class configuration mode. To remove these specifications, thereby
allowing unlimited connsedions, use the no form of this command.

set connection {fconn-max 1] [embryonic-conn-max 1] [per-client-embryonic-max ] [per-client-max ] [random-sequence-number {enable | disable}}}
no set connection {{conn-max #] [embryonic-conn-max ] [per-client-embryonic-max r] [per-client-max ] [random-sequence-number {enable | disable]}
Syntax Description

conn-max Sets the maximum number of simultaneous TGP and/or UDF connections that are allowed, between 0 and 65535,
The defaultis 9, which allows unlimited connections. For example, if two servers are configured to allow
simultanecus TCP andfor UDP connections, the connection limitis applied to each ured server separately.
When configured under a dass, this keyword restricts the maximum number ofsi@ws connecticns that are
allowed for the entire class. In this case, one ztack host can consume all the co ons and leave none ofthe rest
ofthe hests matched in the access list under the class.

embryonic- Sets the maximum number of simultaneous embryonic connections a e between 0 and 65535, The defaultis
conn-max 0, whicr allows unlimited connections.

per-clent- Sets the maximum number of simultanecus embryonic conn et llowed per client, between 0 and 63535, A
embryonic- clientis defined as the hostthat sends the inital packet on (that builds the new connection through the
max 1 adaptive security appliance. If an access-list is used wit -map to match trafic for this feature, the embryonic

limitis applied per-host, ard not the cumulative emb ickEonnections of all clients that match the access list. The
default is 0, which allows unlimited connections. Thi ord is not available for management class maps.

-
per-clent-max | Sets the maximum number of simultaneou ions allowed per client, between 0 and 65535 A client is
n defined as the host that sends the initial p of a connection (that builds the new connection) through the adaptive
security appliance. If an access-ist is used Wth a class-map to match traffic for this feature, the connection limit is
applied per-host, and not the cumulative connections of all clients that match the access list. The default is 0, which
allows unlimited connections. This keyword is not available for management class maps. When configured under a
class, this keyword restricts the maximum number of simultaneoJs connections tha: are allowed for each host that
is matched through an access list under the class.

random- Enables or disables TCP sequence number randomization. This keyword is not available for management class
sequence- maps. See the "Usage Guidelines” section farmaore information.
number
{enable |
disable}
QUESTION 11

Which configuration step (if any) is necessary to enable FTP inspection on TCP port 21217
A. None. FTP inspection is enabled by default using the global policy.

B. Create a new class map to match TCP port 2121, then edit the global policy to inspect FTP for traffic matched by the
new class map.

C. Edit default-inspection-traffic to match FTP on port 2121.
D. Add a new traffic class using the match protocol FTP option within the inspect_default class map.

Correct Answer: B
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QUESTION 12

Refer to the exhibit.

ASA#showlocal-host10.1.1.99

Interfaceinside: 250 active, 250 maximum active, 0 denied
localhost: <10.1.1.99=,

TCP connection countlimit = 146608/unlimited

TCP embryonic count= 146606 &
UDP connection count/limit = 0/unlimited o
Xlate(s): O

Global 209.165.201.21 Local 10.1.1.99 .
Connis): \ﬁ

TCPout10.101.32.157:135iIn10.1.1.9 icdle 0:01:43 Eytes O flags saA
TCPcout10.103.108.191:135in 101 .éﬁﬁﬁ iclle 0:01:43 BEytes O flags saA
TCPout10.100.205.160:135in 1 99:7774icdle 0:01:43 Bytes 0 flags saA
TCPout10.101,182.19:135in 99:39193idle 0:01:43 Bytes 0 flags saA
TCPout10.102.218.45:135] 1.1.99:16462idle 0:01:43 Bytes 0 flags saA
TCPout10.100.21.120: 0.1.1.99:30322idle 0:01:43 Bytes O flags saA

TCPout10.101.25.195:185in 10.1.1.99:41116idle 0:01:43 Bytes O flags saA

TCPout10.103.17.219:135in 10.1.1.99:59163idle 0:01:43 Eytes O flags saA
TCPout10.102.201.141:135in 10.1.1.99:2978Idle 0:01:43 Bytes 0 flags saA

| <output omitted=

What is a reasonable conclusion?

A. The maximum number of TCP connections that the 10.1.1.99 host can establish will be 146608.

B. All the connections from the 10.1.1.99 have completed the TCP three-way handshake.

C. The 10.1.1.99 hosts are generating a vast number of outgoing connections, probably due to a virus.
D. The 10.1.1.99 host on the inside is under a SYN flood attack.

E. The 10.1.1.99 host operations on the inside look normal.

Correct Answer: C
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> | Awaiting Inside SYN
| Awaiting Outside SY
| Awaiting Inside

| Awaiting OutsigABK to SYN

Flags
Upon Receipt of
packet

Flags S
veceived Outside FIN

Received Inside FIN

MR | Received Outside ACK to FIN

"t | Received Inside ACK to FIN
inspected by Service Module

Upon Receipt of
packet

Flags: & - awaiting inside ACK to $¥N, a - avwaiting outside ACKto SYN,
B - initial SN from outsde, b - TCP state-bypass or nailed, ©-CT1 dia,
0 - DS, d - dump, E - outsde hack connection, F - outside FI @ FIM,
Ge-group, g-MaCP H-H323 h-H 2250, | -inbound dat
i -incomplete, |- GTP |- GTP data, I - GTP t34esponse b
k- Sk media, B - SMTP data, m - 51 media, n -
O - outhound data, P -inside back connection, %‘nxv TFTP coniection,
€] - SOL* Net data, B - outside acknowdedged £ F\

R-ULP SUNRPC, r - inside acknowledged FI Yaiting inside YN,

s -awaiting outside SYN, T-SIP, t-SIP tr -up,
W - WP orphian, W o- WAAS,
X -inspected by service module ‘,v
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