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QUESTION 1

Which Cisco program for WLAN client vendors helps to ensure that their devices are interoperable with Cisco WLAN
infrastructure?

A. CCX

B. CCMP

C. ASDM

D. WLSE

Correct Answer: A

IEEE and industry standards define how a Wi-Fi radio interoperates with a wireless LAN infrastructure, and the Wi-Fi
CERTIFIEDTM seal ensures interoperability. For many organizations that rely on mobile computers, however, Wi-Fi
CERTIFIED is not enough. These organizations need assurance that their mobile computers will interoperate with a
Cisco wireless LAN infrastructure and support Cisco wireless LAN innovations for enhanced security, mobility, quality of
service, and network management. The Cisco Compatible seal gives organizations the assurance that they seek. A
mobile computer earns the Cisco Compatible seal through a program called Cisco Compatible Extensions, or CCX. Like

the Wi-Fi certification program, CCX:

Includes a specification that defines a set of features that must be implemented in the hardware and software for a Wi-Fi
radio or a device that uses a Wi-Fi radio.

Requires compliance testing conducted by an independent lab that is approved by the organization that manages the
program.

Requires that a submitted radio or device pass all tests to be approved.

The CCX specification is a superset of that used for Wi-Fi certification. In fact, a device cannot be certified for CCX
unless it, or the Wi-Fi radio inside it, is Wi-Fi CERTIFIED.

Reference: http:/lwww.digikey.com/Webh%20Export/Supplier%20Content/Laird_776/PDF/laird-wireless-value-cisco-
compatible-extenstion.pdf?redirected=1

QUESTION 2

Refer to the exhibit.
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-m- Monitor + Eeports *  Configur: -  Administration + Tools = Help =
WCS Home N
General J_ Client | ‘Security g,“Mesh | CleanAir | ContextAware |
Inventory Detail Status q
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What is the meaning of the inverted orange triangle (marked "0") in the Alarm Summary tab of Cisco WCS?
A. number of major alarms

B. number of minor alarms

C. number of critical alarms

D. number of system alarms

Correct Answer: A

Alarms are color coded as follows:

Red -- Critical Alarm

Orange -- Major Alarm

Yellow -- Minor Alarm The Alarm Summary displays the number of current critical, major, and minor alarms. Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/wcs/6-0/configuration/guide/WCS60cg/6_Oevent.html

QUESTION 3

Which option describes why most wireless phones and tablets do not use 802.11a/n and 40 MHz channels?
A. a lack of radio range when using these radios

B. a lack of device battery capacity to operate concurrent a/b/g/n radios

C. alack of cooling in the device necessary to operate these radios

D. These radios would require the devices to be larger.

Correct Answer: B

A different receiver is needed for each 802.11a, b, g, and n radios, so using all simultaneously would severely impact
the overall battery life of a mobile device.

QUESTION 4

When using multiple SSIDs on a lightweight AP, how does the traffic of each SSID reach the 802.3 network?
A. provide routing between them at the core so that the SSIDs can reach the internet

B. configure 802.11q trunking on the Ethernet switch port that is connected to the AP

C. configure ACLs at the switch port that will allow all desired SSIDs to pass traffic

D. configure the SSIDs on the WLC and it will regulate the traffic based on traffic type

Correct Answer: B
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QUESTION 5
DRAG DROP

Drag the appropriate EAP descriptions on the left and drop them in the correct sequence of events for PEAP on the
right.

Select and Place:

Client sends fictitious identity. Event 1
N
N
Client sends its certificate @@ Event 2
(\(_\%9
- " . B y
Client zends its real identity. B,Q Event 3
= \Fe g
- 5]
RADIUS server sends a fictitious username. - -‘-E)
ao®
A
RADIUS server sends its certificate. ,\@})
-4
RADIUS server sends a real username.
Correct Answer:
Client sends fictitious identity.
N
Client sends its certificate @5®\) RADIS server sends ifs certificate.
(\(.'%0
@@ Client sends its real identity.
= Pisr
- 5]
RADIUS server sends a fictitious username.
o

e
g
W

RADIUS server sends a real username.

QUESTION 6

Which two statements about the Cisco WLC and AP code upgrade when 7.0 is running are true? (Choose two.)
A. The AP can download and run new code only after a Cisco WLC reboot causes the AP discovery and join.

B. The AP can download new code before the Cisco WLC reboot, but only if the AP is configured the CLI via SSH.

C. The AP can download new code before Cisco WLC reboot if it is configuring the Cisco WLC directly using the GUI
via HTTP or HTTPS.

D. The Cisco WLC defaults to booting newer code, but it can boot older backup code only from the CLI configuration.
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E. The Cisco WLC can boot either primary or backup code configured from the GUI.

F. The Cisco WLC can download only a single code at a time for reboot.

Correct Answer: CE

Each Cisco WLC can boot off the primary, last-loaded OS image or boot off the backup, earlier- loaded OS image. In
order to change a Cisco WLC boot option, issue the config boot command. By default, the primary image on the
controller

will be chosen as the active image.

Examples

> config boot primary

> config boot backup

In order to configure the boot order using the WLC GUI, complete these steps:

From the WLC GUI, navigate to the Commands page.

From the Commands on the left, click Config Boot. The Config Boot Image page appears.

vl

CISCO MONITOR  WLANs CONTROLLER WIRELESS  SCURITY  MANAGEMENT COMMANDE

Commands Config Boot Image

Download File Py
Upload File General \

Reboot Primary Image

Config Bool Backup Image ?Q Cods 5.1.163.0

¥ Scheduled Reboot

Heset to Fa Ctﬂw Config Boot Image EQ

Coda 7.0.116.0 [dafault) [activa]

Defaull

Set Time Q‘o

Brimary w

Login Banner

This page displays the Primary and Backup images presently available on the controller, and also indicates the Active
image. In order to change the Active image, select the desired image from the image drop-down menu and click Apply.
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CIsco MONITOR WLANs CONTROLLER WIF® £ 5 SECURITY MANAGEMENT

Commands Config Boot Image C’o

Download File &
uUpload File General \ k
Reboot Primary Image QQ Code 7.0.116.0 (default) (active)

Config Bool Backup Image Code 5.1.163.0
¥ Scheduled Reboot

Reset to Factory Config Boot |
Default —

s Irm @ Brimary -
S RO & 'PrlmiE |

Login Banner

In this example, Backup is selected.
Save the configuration and reboot.
When the WLC reboots and comes back up, it will boot with the backup image.

Reference: http://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/107530-backup-
image-wlic.html

QUESTION 7

When a wireless client is authenticated in a controller-based wireless network, which three pieces of source
identification information can be used by the controller for an Access-Request message that is sent to an external
RADIUS server? (Choose three.)

A. wireless client IP address

B. controller IP address

C. AP IP address

D. wireless client MAC address

E. controller MAC address

F. AP MAC address

Correct Answer: BEF

From the Call Station ID Type drop-down list, choose IP Address, System MAC Address, or AP MAC Address to specify
whether the IP address, system MAC address, or AP MAC address of the originator will be sent to the RADIUS server in

the Access-Request message.

Reference:
http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-0/configuration/guide/c70/c70sol.html#wp1389032 (Step 3)
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QUESTION 8

Refer to the exhibit.

e Lﬁhmﬂma-vf@ A 2 ¥ o O 187 ¥
CISCO

h Monitor * Reports * Configure = Administration -

General Logging Options SFELGQ Dp’hons i L 3
i L Administration = Logging = SyslLog
SMNMP Logging COptions

SyslLog Options SysLog Settings

Enable SysLog [¥] Enable

Syslog Host ? 10.108.184.5

Syslo LE}CAL? -
L

B

Which syslog facility option is shown?

A. an information field, which is added to every message that comes from the WLC

B. a security feature, which is set on the syslog server

C. the type of syslog server

D. the Cisco WLC identifier for this syslog server

Correct Answer: A

A facility level is used to specify what type of program is logging a message. This lets the configuration file specify that

messages from different facilities will be handled differently. Local7 maps to Facility level 23, which is local so the WLC
will add this information to syslog messages when sending to the syslog server.

QUESTION 9

Refer to the exhibit.
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Currently connected to: s

HomeWILAN
=R Internet access

Wireless Network Connection

HomeWLAN &Qe’ ﬂ“‘
r

OtherWLAN

N
Q
o
&2

Open Network and Sharing Center

What does the yellow shield with the exclamation mark indicate?

A. The network uses open authentication and no encryption.

B. The network uses an unsupported channel.

C. The signal is too distorted to connect.

D. The AP that is transmitting this SSID uses the wrong RF domain.
E. This is the ad-hoc network.

Correct Answer: A

an exclamation mark inside a yellow shield is displayed if the SSID has no security [Open authentication, no
encryption]), clicking Connect and completing the security parameters when applicable.

QUESTION 10
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Which two statements about the requirements to configure inter-controller roaming are true? (Choose two.)

A. The same mobility domain names are configured across controllers.

B. The same RF group names are configured across controllers.

C. The same controller hardware version is configured across controllers.

D. The same AP manager interface is configured across controllers.

E. The same virtual interface is configured across controllers.

F. The same controller software version is configured across controllers.

Correct Answer: AE

All controllers must be configured with the same mobility group name.

All controllers must be configured with the same virtual interface IP address.

If necessary, you can change the virtual interface IP address by editing the virtual interface name on the Controller >
Interfgces page. If all the controllers within a mobility group are not using the same virtual interface, inter- controller
roaming

may appear to work, but the handoff does not complete, and the client loses connectivity for a period of time.

Reference: http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-0/configuration/guide/c70/c70mobil.html

QUESTION 11

What tab contains access point configuration in the WCS?

A. Controller > Access Points

B. Configure > Access Points

C. General > Configure > Access Points

D. System > Configure > Access Points

Correct Answer: B

Step 1 - Choose Configure > Controllers or Configure > Access Points. Step 2 - Choose an IP address of a controller
with software release 5.0 or later or choose an access point associated with software release 5.0 or later. Step 3 -

Choose System > AP Username Password from the left sidebar menu. The AP Username Password page appears AP
Username Password Page
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®
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Access Points ®
802,11 ®
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Ports (0]
Management ]
Location Configuration ]

Step 4 - In the AP Username text box, enter the username that is to be inherited by all access points that join the
controller. Step 5 - In the AP Password text box, enter the password that is to be inherited by all access points that join
the controller. Re-enter in the Confirm AP Password text box. Step 6 - For Cisco autonomous access points, you must
also enter and confirm an enable password. In the AP Enable Password text box, enter the enable password that is to
be inherited by all access points that join the controller. Re-enter in the Confirm Enable Password text box. Step 7 -
Click Save.

QUESTION 12
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* THIS TASK DOES NOT REQUIRE DEVICE CONFIGURATION.

*  Toaccess the multiple-choice questions, click on the numbered boxes on the left of the top
panel.

= There is one multiple-choice question with this task. Be sure to answer the guestion before

=selecting the Mext button.

ario X

“ou are deploying a small wireless test network in a lab. The network is made up of a wireless controller
(WLC1), a dual radio access point (4P1) and a switch (SW1} that is configured as a DHCP =erver. The IP
subnet being used for this network is 10.10.10.0/24. You would like to test how clients join the network
and from which DHCP server they receive an address.

Gig 01

Cig 0110

WLC1

WLC1 - DHCP Scope

HELM  FEED

Controller DHCP Scope > Edit

General
Scope Mame IP Dottorr
Inventary
Interfaces Fool Start Address 10.1010.20
Intetface Groups Posl Evd dddrece 10.1010.127
Multicast
Metwa-k 1010100
w Internal DHCP Server —
JHCP Scope Metrnask 255,255,255,
JHCP fllocated Leases =
} Mobility Management Lease lime (seconds) seaul
Forts Default Routers 1010101

b NTR DhG Cornain Yame

b COP
DhE Servars 0.0.0.7

b Advanced
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Status Enablzd -

Eing

WLCT - WLAN Advanced

enfiguration

' conT C 3 D5 | [LF  [CEDD

WLANs > Edit 'ExamSsID'

_ General | Security | QoS | Advanc

Allow sdh Cverride pice

Cuveraye Hule Deledion DHCP Server 1 averride

Enable mession limeout
DHCP Addr, Assignment 7] 2equired

Airane: IE Management Frame Frotection (MEP)

MFF Clien. Prulection 2 Cplicnal

Mone DTIM Period {in beacon intervals})
DicbEl ¢
) SIS G0z.ltaf (1-255) 1
l_ﬂ Fm_hlﬁd Timeout Yalue (secs) BUZ1Ib/E/N (L - 208) 1
o MNALC
Stetic 1P Tunneling 42 [ Enabled NAC State Yone v
Off Channel Scanning Defer Load Balancing and Band Select
Soan Defer Priority 01 23 4 5 6 7 Clisnt Load Balarcing =

FIFF A e R E

Clignl Bam Seled & [
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All equipment is operational. Through which two methods can a wireless client receive an IP address when associating
to the WLAN? (Choose two.)

A. The clients can receive an IP address from SW1.

B. Tie clients can receive an IP address from WLC1.

C. The clients will not receive an IP address from either DHCP server because of overlapping address ranges.
D. The clients can receive an IP address in a round-robin manner from either SW1 or WLC1.

E. The clients can use a static IP address.

Correct Answer: BE

As shown below, the DHCP server functionality has been enabled on the WLC1. Aside from DHCP, all clients can
always statically assign themselves an IP address.

WLC1 - DHCP Scope ]

CisSCO MONITOR  WLANs CONTROL.ER WIRELSSE SECURITY  '° M. COMMANDS HELD  FEEDB
Controller DHCP Sceope > Edit o
General
Scope Name IF Dotton
Inventory
Interfaces Poal Start Address 101010.2 ‘
Interface Groups Pool End Address 10.10 10,
Multicast
Metwok 10,
w Internal DHCP Server
JHCP Scope Metrmask EaD e
JHCP Allocated Leases
* Mobility Management Lo e ARERNS) U
Ports Default Routers 1010 10.1 0.0.0.0 0.0.0.0
b NTP DhS Cornain Ya 9
b COP é
DhS Se 0.0.0.2 0.0,0.0 0.0.0.0
¢ Advanced
Methios & Servers 0.0.03 6.0.0.0 0.0.0.0
Status Enablzd
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