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QUESTION 1

What are three benefits that Cisco Umbrella brings to DNS-Layer Security? (Choose three.) 

A. Helps provide breach mitigation 

B. Blocks Domains/IPs associated with malware, phising, etc 

C. Delivers cloud based recursive DNS 

D. Provides profiling of devices 

E. Logs all internet activity 

F. Provides Sandboxing of malware 

Correct Answer: BCE 

ASAS Security Web and Email SE Module 2 

 

QUESTION 2

Which is a component of Cisco\\'s Web and E-mail Security Solution? 

A. Device Profiling 

B. Next Generation Intrusion Prevention System 

C. Next Generation Firewall 

D. DNS-Layer security 

Correct Answer: D 

ASAS Security Web and Email SE Module 2 

 

QUESTION 3

Which options Cisco solutions are coveredenable customer\\'s businesses? 

A. Enhancing remediation operations 

B. Having the fastest threat identification 

C. Automating the security intelligence updates 

D. Their ability to keep customers networks more secure and make IT more productive 

Correct Answer: D 
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QUESTION 4

Which AMP feature is provided by fuzzy fingerprinting? 

A. Identifies specific instances of malware with a signature-based approach 

B. Automatically detects polymorphic variants of known malware 

C. Provides recursive DNS lookup services 

D. Identifies new malware using statistical modeling and analytics engines 

Correct Answer: B 

ASAS Security Advanced Threats SE Module 6 

 

QUESTION 5

Which Cisco solution falls under cloud security? 

A. Umbrella 

B. Identity Services Engine 

C. Firepower Threat Defense 

D. Cisco Defense Orchestrator 

Correct Answer: D 

ASAS Cisco Cloud Security SE ?Module 3 

 

QUESTION 6

How does the Cisco AnyConnect AMP Module help to protect customer\\'s networks? 

A. AMP is a unified agent that combines posture check and authentication across wired wireless, and VPN networks. 

B. AMP Module can profile devices before allowing them to connect 

C. AMP provides highly secure access for select enterprise mobile applications 

D. AnyConnect can deploy AMP for Endpoints for Windows or OSX 

Correct Answer: D 

 

ASAS Policy and Access SE Module 5 

 

QUESTION 7
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Which feature of Cisco Web Security leverages the Outbreak Intelligence Engine to scan individual pieces of websites
before allowing access? 

A. Antivirus Monitoring 

B. Dynamic Content Analysis 

C. Real-time Sandboxing Analysis 

D. Visibility control 

Correct Answer: C 

ASAS Security Web and Email SE Module 2 

 

QUESTION 8

Which three options does Cisco provides customers in terms of "Visibility and Control" against today\\'s threats?
(Choose three) 

A. Granular device visibility and management 

B. Unparalleled network and endpoint visibility 

C. 18-month device release cycle 

D. Bandwith Utilization Monitoring 

E. Comprehensive policy enforcement 

F. Fast device policy updates 

Correct Answer: ABF 

 

QUESTION 9

Which are two main features of ASAv and NGFWv? (Choose two.) 

A. File trajectory 

B. API-based management 

C. File reputation 

D. Agile provisioning 

Correct Answer: BD 

ASAS Security NGFW and NGIPS SE Module 4 

 

QUESTION 10
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Which Cisco solution features recursive DNS capabilities? 

A. Cisco Defense Orchstrator 

B. Identity Services Engine 

C. Umbrella 

D. Cognitive Threat Analytics 

Correct Answer: C 

ASAS Security Web and Email SE Module 2 

 

QUESTION 11

Which two Cisco products are part of the mobile threat-centric solution module? (Choose two.) 

A. Advanced sandboxing with Threat Grid 

B. Automated policy enforcement with ASAv 

C. Enhanced control access with ISE and Cloudlock 

D. Software-defined segmentation through TrustSec 

E. Enforced device security policies with Meraki 

Correct Answer: CE 

 

QUESTION 12

Which is a key feature of Cisco Defense Orchestra? 

A. Profiles devices connected to customer s network 

B. Orchestrates security policy management form one place 

C. Consolidates configuration management 

D. Protects customers network against zero-day attacks 

Correct Answer: B 

 

QUESTION 13

Which Policy and Access solution technology combines posture checks and authentication across wired, wireless, and
VPN networks? 

A. Cisco AnyConnect 
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B. Next Generation Intrusion Prevention System 

C. Cisco Stealthwatch 

D. ASA 2100 series 

Correct Answer: A 

Cisco Cloud Security SE - Module 3 

 

QUESTION 14

Employee-sponsored network access, guest access, and activity tracking are contributors to which feature of ISE? 

A. Device profiting 

B. Context-aware access 

C. Guest access management 

D. Platform exchange grid 

Correct Answer: C 

ASAS Policy and Access SE Module 5 

 

QUESTION 15

Which is a key feature of Cisco Defense Orchestrator? 

A. Simplifies security policy management 

B. Identifies sensitive data in cloud environments 

C. Detects anomalous traffic on customer\\'s network 

D. Provides retrospective security 

Correct Answer: A 

ASAS Cisco Cloud Security SE - Module 3 
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