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QUESTION 1

Which statement regarding user exemptions is true?

A. Non-administrators can be made exempt on an individual basis.

B. Exempt users have a browser session timeout restriction of 24 hours.

C. Administrators can be exempt from any browser session timeout value.

D. By default, all users cannot be exempt from any browser session timeout value.

Correct Answer: A

QUESTION 2

Which option transmits policy-based alerts such as SNMP and syslog?
A. the Defense Center

B. FireSIGHT

C. the managed device

D. the host

Correct Answer: C

QUESTION 3

What does the whitelist attribute value "not evaluated” indicate?

A. The host is not a target of the whitelist.

B. The host could not be evaluated because no profile exists for it.

C. The whitelist status could not be updated because the correlation policy it belongs to is not enabled.
D. The host is not on a monitored network segment.

Correct Answer: A

QUESTION 4

When adding source and destination ports in the Ports tab of the access control policy rule editor, which restriction is in
place?

A. The protocol is restricted to TCP only.
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B. The protocaol is restricted to UDP only.
C. The protocol is restricted to TCP or UDP.
D. The protocol is restricted to TCP and UDP.

Correct Answer: C

QUESTION 5

Which option can you enter in the Search text box to look for the trajectory of a particular file?
A. the MD5 hash value of the file

B. the SHA-256 hash value of the file

C. the URL of the file

D. the SHA-512 hash value of the file

Correct Answer: B

QUESTION 6

Context Explorer can be accessed by a subset of user roles. Which predefined user role is valid for FireSIGHT event
access?

A. Administrator

B. Intrusion Administrator
C. Maintenance User

D. Database Administrator

Correct Answer: A

QUESTION 7

The collection of health modules and their settings is known as which option?
A. appliance policy

B. system policy

C. correlation policy

D. health policy

Correct Answer: D
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QUESTION 8

What are the two categories of variables that you can configure in Object Management?
A. System Default Variables and FireSIGHT-Specific Variables

B. System Default Variables and Procedural Variables

C. Default Variables and Custom Variables

D. Policy-Specific Variables and Procedural Variables

Correct Answer: C

QUESTION 9

Context Explorer can be accessed by a subset of user roles. Which predefined user role is not valid for FireSIGHT event
access?

A. Administrator

B. Intrusion Administrator

C. Security Analyst

D. Security Analyst (Read-Only)

Correct Answer: B

QUESTION 10

When configuring an LDAP authentication object, which server type is available?
A. Microsoft Active Directory

B. Yahoo

C. Oracle

D. SMTP

Correct Answer: A

QUESTION 11
Suppose an administrator is configuring an IPS policy and attempts to enable intrusion rules that require the operation

of the TCP stream preprocessor, but the TCP stream preprocessor is turned off. Which statement is true in this
situation?
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A. The administrator can save the IPS policy with the TCP stream preprocessor turned off, but the rules requiring its
operation will not function properly.

B. When the administrator enables the rules and then attempts to save the IPS policy, the administrator will be
prompted to accept that the TCP stream preprocessor will be turned on for the IPS policy.

C. The administrator will be prevented from changing the rule state of the rules that require the TCP stream
preprocessor until the TCP stream preprocessor is enabled.

D. When the administrator enables the rules and then attempts to save the IPS policy, the administrator will be
prompted to accept that the rules that require the TCP stream preprocessor will be turned off for the IPS policy.

Correct Answer: B

QUESTION 12

Which statement is true concerning static NAT?

A. Static NAT supports only TCP traffic.

B. Static NAT is normally deployed for outbound traffic only.

C. Static NAT provides a one-to-one mapping between IP addresses.
D. Static NAT provides a many-to-one mapping between IP addresses.

Correct Answer: C
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