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QUESTION 1

Context Explorer can be accessed by a subset of user roles. Which predefined user role is valid for FireSIGHT event
access? 

A. Administrator 

B. Intrusion Administrator 

C. Maintenance User 

D. Database Administrator 

Correct Answer: A 

 

QUESTION 2

Which interface type allows for bypass mode? 

A. inline 

B. switched 

C. routed 

D. grouped 

Correct Answer: A 

 

QUESTION 3

A user discovery agent can be installed on which platform? 

A. OpenLDAP 

B. Windows 

C. RADIUS 

D. Ubuntu 

Correct Answer: B Testlet 1 

TESTLET OVERVIEW 

Title: Case Study 

The following testlet will present a Case Study followed by [count] multiple choice question(s), [count] 

create a tree question(s), [count] build list and reorder question(s) and [count] drop and connect question 
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(s). 

You will have [count] minutes to complete the testlet. 

For help on how to answer the questions, click the Instuctions button on the question screen. 

 

QUESTION 4

Which option is true regarding the $HOME_NET variable? 

A. is a policy-level variable 

B. has a default value of "all" 

C. defines the network the active policy protects 

D. is used by all rules to define the internal network 

Correct Answer: C 

 

QUESTION 5

Which option transmits policy-based alerts such as SNMP and syslog? 

A. the Defense Center 

B. FireSIGHT 

C. the managed device 

D. the host 

Correct Answer: C 

 

QUESTION 6

Which option is not a characteristic of dashboard widgets or Context Explorer? 

A. Context Explorer is a tool used primarily by analysts looking for trends across varying periods of time. 

B. Context Explorer can be added as a widget to a dashboard. 

C. Widgets offer users an at-a-glance view of their environment. 

D. Widgets are offered to all users, whereas Context Explorer is limited to a few roles. 

Correct Answer: B 

 

QUESTION 7
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When configuring an LDAP authentication object, which server type is available? 

A. Microsoft Active Directory 

B. Yahoo 

C. Oracle 

D. SMTP 

Correct Answer: A 

 

QUESTION 8

Stacking allows a primary device to utilize which resources of secondary devices? 

A. interfaces, CPUs, and memory 

B. CPUs and memory 

C. interfaces, CPUs, memory, and storage 

D. interfaces and storage 

Correct Answer: B 

 

QUESTION 9

Context Explorer can be accessed by a subset of user roles. Which predefined user role is not valid for FireSIGHT event
access? 

A. Administrator 

B. Intrusion Administrator 

C. Security Analyst 

D. Security Analyst (Read-Only) 

Correct Answer: B 

 

QUESTION 10

Remote access to the Defense Center database has which characteristic? 

A. read/write 

B. read-only 

C. Postgres 
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D. Estreamer 

Correct Answer: B 
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