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QUESTION 1

Which Cisco IPS feature adapts in real time to detect and block intrusions that range from never- before- seen worms to
the most sophisticated and subtle criminal attacks? 

A. file-type detection 

B. intelligent detection 

C. user identity tracking 

D. SSL decryption 

E. impact assessment 

F. automated policy tuning 

Correct Answer: B 

 

QUESTION 2

Which Cisco Secure Access solution should you recommend to a customer who is experiencing access complications
due to too many policies and too many user groups? 

A. Cisco AnyConnect 

B. Cisco TrustSec 

C. Cisco ISE 

D. Cisco AMP for Endpoints 

E. Cisco site-to-site VPN F. Cisco SIO 

Correct Answer: B 

 

QUESTION 3

Which two advanced malware protection features are available on Cisco AMP for Content? (Choose two.) 

A. URL filtering 

B. retrospective security 

C. attack chain weaving 

D. breach hunting 

E. trajectory 

F. behavioral indications of compromise 
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Correct Answer: AB 

 

QUESTION 4

The first phase of email security analyzes "who-what-where-when-how" information and context-based policies during
which component of threat detection? 

A. antivirus defense 

B. advanced malware protection for email 

C. outbreak filters 

D. data loss prevention 

E. encryption 

F. antispam defense 

Correct Answer: F 

 

QUESTION 5

Which Cisco Secure Access solution provides centralized policy management to give administrators more granular
control over access authorization? 

A. Cisco Identity Services Engine 

B. Cisco TrustSec 

C. Cisco Advanced Malware Protection for Endpoints 

D. Cisco AnyConnect 

E. Cisco ASA Next-Generation Firewall 

Correct Answer: A 

 

QUESTION 6

What are two reasons why companies need Cisco Unified Access technology? (Choose two.) 

A. Fifty-six percent of employees who leave a company take private information with them. 

B. Competitors are gaining a 33 percent market share. 

C. Eighty-one percent of businesses allow personal devices at work that require access. 

D. Staff is unable to keep up with newer data center technology. 

E. Provisioning time for data centers has decreased from eight weeks to 15 minutes. 
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F. Management is expected to decrease IT budgets by 25 percent. 

G. Companies need to secure data with unified access policies and essential controls. 

H. Cloud data storage is 60 percent less cost-efficient than on-premises storage. 

Correct Answer: CG 

 

QUESTION 7

Which three solutions are Cisco Secure Access solutions? (Choose three.) 

A. Cisco Remote-Access VPN 

B. Cisco Identity and Access Control 

C. Cisco Email Security 

D. Cisco Web Security Appliance 

E. Sourcefire Next-Generation Intrusion Prevention System 

F. Cisco Advanced Malware Protection for Endpoints 

G. Cisco security appliance 

H. Cisco Security Manager 

Correct Answer: ABF 

 

QUESTION 8

Which two features of AMP are available in Cisco AMP for Networks that are not available in Cisco AMP for Content
alone? (Choose two.) 

A. trajectory 

B. retrospective security 

C. dynamic analytics 

D. behavioral indications of compromise 

E. fuzzy fingerprinting 

F. one-to-one signature 

Correct Answer: AD 

 

QUESTION 9
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Cisco Content Security integrates seamlessly with existing security and network infrastructures. 

This statement describes which Cisco value? 

A. time-to-value 

B. protection 

C. control 

D. scalability 

E. flexibility 

F. agility 

Correct Answer: E 

 

 

QUESTION 10

Which option best describes granular app control using application visibility and control? 

A. blocking harmful sites based on content, such as pokerstars.com 

B. blocking World of Warcraft but allowing Google+ 

C. blocking Facebook games but allowing Facebook posts 

D. blocking Twitter to increase employee productivity 

Correct Answer: C 

 

QUESTION 11

Cisco Secure Access Solutions delivers a secure connection to a continually growing number of endpoints. 

This statement is an example of which Cisco value? 

A. time-to-value 

B. protection 

C. control 

D. scalability 

E. flexibility 

F. agility 

Correct Answer: E 
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QUESTION 12

On average, how many pieces of new malware are created every second? 

A. one 

B. four 

C. 20 

D. 100 

Correct Answer: B 
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