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QUESTION 1

To which two policy types can an administrator apply a web reputation profile to implement reputation- based
processing? (Choose two.) 

A. access policies that permit traffic 

B. access policies that deny traffic 

C. decryption policies that decrypt potentially malicious traffic 

D. universal access policies 

E. NAT policies for ASAs that operate in multiple device mode 

F. packet capture policies that perform global capture of dropped packets 

Correct Answer: AC 

 

QUESTION 2

Select and Place: 

Correct Answer: 
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QUESTION 3

Which three elements are reported in an IPS for NGFW event? (Choose three.) 

A. web reputation score 

B. target value rating 

C. threat score 

D. risk rating 

E. destination operating system 

F. application type 

Correct Answer: ACF 

 

QUESTION 4

Which three statements about the FirePOWER appliance are true? (Choose three.) 

A. has three platforms: 6000 Series, 7000 Series, and 8000 Series 

B. supports NGIPS with contextual aware 

C. scales up to 100 Gb/s IPS throughputs 

D. supports advanced malware protection 

E. supports application control/URL filtering 

Correct Answer: BDE 

 

QUESTION 5

Which three options are characteristics of WebType ACLs? (Choose three.) 

A. They are assigned per-connection profile. 

B. They are assigned per-user or per-group policy. 

C. They can be defined in the Cisco AnyConnect Profile Editor. 

D. They support URL pattern matching. 

E. They support implicit deny all at the end of the ACL. 

F. They support standard and extended WebType ACLs. 

Correct Answer: BDE 
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QUESTION 6

Which statement best describes application recognition on the Cisco ASA NGFW? 

A. Application recognition is based only on signatures that are constantly updated, which are usually released at a
monthly cadence. 

B. Application recognition is based on signatures, heuristics, and content scanning, which removes the need to tie
applications to ports. 

C. Application recognition is based on custom signatures based on URL, FQDN, user agent strings in the HTTP stream,
and IP addresses and ports. 

D. Application recognition is based on PRSM that supports quick filtering capabilities to search for a particular
application. 

Correct Answer: B 

 

QUESTION 7

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. Which Cisco ASA feature or command supports this custom dynamic
application? 

A. TCP normalizer 

B. TCP intercept 

C. ip verify command 

D. established command 

E. tcp-map and tcp-options commands 

F. set connection advanced-options command 

Correct Answer: D 

 

QUESTION 8

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose three characteristics
of DTLS. (Choose three.) 

A. It uses TLS to negotiate and establish DTLS connections. 

B. It uses DTLS to transmit datagrams. 

C. It is disabled by default. 

D. It uses TLS for data packet retransmission. 
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E. It replaces underlying transport layer with UDP 443. 

F. It uses TLS to provide low-latency video application tunneling. 

Correct Answer: ABE 

 

QUESTION 9

Which three action ranges are in the NG IPS profile? (Choose three.) 

A. block only 

B. block and monitor 

C. block and do not monitor 

D. allow only 

E. allow and monitor 

F. allow and do not monitor 

Correct Answer: BEF 

 

QUESTION 10

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by the Cisco AnyConnect profile
editor? 

A. user.ini 

B. user.html 

C. user.pcf 

D. user.xml 

Correct Answer: D 

 

QUESTION 11

Select and Place: 
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Correct Answer: 

 

 

QUESTION 12

Which statement describes how users create their own (custom) application signatures with the Cisco ASA NGFW? 

A. Wait for the Cisco application signatures update. 

B. Add multiple applications into a new object, which can be used in policies. 

C. Create rules for interesting applications that they care about, and assign an action for that rule. 

D. Define applications based on URL, FQDN, user agents, IP addresses, or ports. 

Correct Answer: D 
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