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QUESTION 1

An "idle" system is also referred to as what? 

A. Zombie 

B. PC not being used 

C. Bot 

D. PC not connected to the Internet 

Correct Answer: A 

 

QUESTION 2

The following excerpt is taken from a honeypot log. The log captures activities across three days. There are several
intrusion attempts; however, a few are successful. (Note: The objective of this question is to test whether the student
can 

read basic information from log entries and interpret the nature of attack.) Apr 24 14:46:46 [4663]: spp_portscan:
portscan detected from 194.222.156.169 Apr 24 14:46:46 [4663]: 

IDS27/FIN Scan: 194.222.156.169:56693 -> 172.16.1.107:482 Apr 24 18:01:05 [4663]: IDS/DNS-version- query:
212.244.97.121:3485 -> 172.16.1.107:53 Apr 24 19:04:01 [4663]: IDS213/ftp-passwd-retrieval: 

194.222.156.169:1425 -> 172.16.1.107:21 Apr 25 08:02:41 [5875]: spp_portscan: PORTSCAN DETECTED from
24.9.255.53 Apr 25 02:08:07 [5875]: IDS277/DNS-version-query: 63.226.81.13:4499 -> 172.16.1.107:53 Apr 25
02:08:07 

[5875]: IDS277/DNS-version-query: 63.226.81.13:4630 -> 172.16.1.101:53 Apr 25 02:38:17 [5875]: IDS/RPC-rpcinfo-
query: 212.251.1.94:642 -> 172.16.1.107:111 Apr 25 19:37:32 [5875]: IDS230/web-cgi-space-wildcard: 

198.173.35.164:4221 -> 172.16.1.107:80 Apr 26 

05:45:12 [6283]: IDS212/dns-zone-transfer: 38.31.107.87:2291 -> 172.16.1.101:53 Apr 26 06:43:05 [6283]:
IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53 Apr 26 06:44:25 victim7 PAM_pwdb [12509]: (login) session
opened for 

user simple by (uid=0) Apr 26 06:44:36 victim7 PAM_pwdb[12521]: 

(su) session opened for user simon by simple(uid=506) Apr 26 06:45:34 [6283]: IDS175/socks-probe: 

24.112.167.35:20 -> 172.16.1.107:1080 Apr 26 06:52:10 [6283]: IDS127/telnet-login-incorrect: 

172.16.1.107:23

 -> 213.28.22.189:4558 From the options given below choose the one which best interprets the following entry: Apr 26
06:43:05 [6283]: IDS181/nops-x86: 63.226.81.13:1351 -> 172.16.1.107:53 

A. 

An IDS evasion technique 
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B. 

A buffer overflow attempt 

C. 

A DNS zone transfer 

D. 

Data being retrieved from 63.226.81.13 

Correct Answer: A 

 

 

QUESTION 3

An Expert witness give an opinion if: 

A. The Opinion, inferences or conclusions depend on special knowledge, skill or training not within the ordinary
experience of lay jurors 

B. To define the issues of the case for determination by the finder of fact 

C. To stimulate discussion between the consulting expert and the expert witness 

D. To deter the witness form expanding the scope of his or her investigation beyond the requirements of the case 

Correct Answer: A 

 

QUESTION 4

You are the network administrator for a small bank in Dallas, Texas. To ensure network security, you enact a security
policy that requires all users to have 14 character passwords. After giving your users 2 weeks notice, you change the
Group Policy to force 14 character passwords. A week later you dump the SAM database from the standalone server
and run a password-cracking tool against it. Over 99% of the passwords are broken within an hour. Why were these
passwords cracked so quickly? 

A. Networks using Active Directory never use SAM databases so the SAM database pulled was empty 

B. Passwords of 14 characters or less are broken up into two 7-character hashes 

C. The passwords that were cracked are local accounts on the Domain Controller 

D. A password Group Policy change takes at least 3 weeks to completely replicate throughout a network 

Correct Answer: B 

 

QUESTION 5
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The objective of this act was to protect consumers personal financial information held by financial institutions and their
service providers. 

A. HIPAA 

B. Sarbanes-Oxley 2002 

C. Gramm-Leach-Bliley Act 

D. California SB 1386 

Correct Answer: C 

 

QUESTION 6

You are the security analyst working for a private company out of France. Your current assignment is to obtain credit
card information from a Swiss bank owned by that company. After initial reconnaissance, you discover that the bank
security defenses are very strong and would take too long to penetrate. You decide to get the information by monitoring
the traffic between the bank and one of its subsidiaries in London. After monitoring some of the traffic, you see a lot of
FTP packets traveling back and forth. You want to sniff the traffic and extract usernames and passwords. What tool
could you use to get this information? 

A. RaidSniff 

B. Snort 

C. Ettercap 

D. Airsnort 

Correct Answer: C 

 

QUESTION 7

Harold is a security analyst who has just run the rdisk /s command to grab the backup SAM file on a computer. Where
should Harold navigate on the computer to find the file? 

A. %systemroot%\LSA 

B. %systemroot%\repair 

C. %systemroot%\system32\drivers\etc 

D. %systemroot%\system32\LSA 

Correct Answer: B 

 

QUESTION 8

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florida. They have given her permission to perform social engineering attacks on the company to see
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if their in-house training did any good. Julia calls the main number for the accounting firm and talks to the receptionist.
Julia says that she is an IT technician from the company\\'s main office in Iowa. She states that she needs the
receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. 

What principal of social engineering did Julia use? 

A. Reciprocation 

B. Friendship/Liking 

C. Social Validation 

D. Scarcity 

Correct Answer: A 

 

QUESTION 9

Which is a standard procedure to perform during all computer forensics investigations? 

A. with the hard drive removed from the suspect PC, check the date and time in the system s CMOS 

B. with the hard drive in the suspect PC, check the date and time in the File Allocation Table 

C. with the hard drive removed from the suspect PC, check the date an d time in the system s RAM 

D. with the hard drive in the suspect PC, check the date and time in the system s CMOS 

Correct Answer: C 

 

 

QUESTION 10

George is performing security analysis for Hammond and Sons LLC. He is testing security vulnerabilities of their
wireless network. He plans on remaining as "stealthy" as possible during the scan. Why would a scanner like Nessus is
not recommended in this situation? 

A. Nessus is too loud 

B. There are no ways of performing a "stealthy" wireless scan 

C. Nessus cannot perform wireless testing 

D. Nessus is not a network scanner 

Correct Answer: A 

 

QUESTION 11
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You are working for a large clothing manufacturer as a computer forensics investigator and are called in to investigate
an unusual case of an employee possibly stealing clothing designs from the company and selling them under a different
brand name for a different company. What you discover during the course of the investigation is that the clothing
designs are actually original products of the employee and the company has no policy against an employee selling his
own designs on his own time. The only thing that you can find that the employee is doing wrong is that his clothing
design incorporates the same graphic symbol as that of the company with only the wording in the graphic being
different. What area of the law is the employee violating? 

A. trademark law 

B. copyright law 

C. printright law 

D. brandmark law 

Correct Answer: A 

 

QUESTION 12

What is the target host IP in the following command? 

A. Firewalk does not scan target hosts 

B. 172.16.28.95 

C. This command is using FIN packets, which cannot scan target hosts 

D. 10.10.150.1 

Correct Answer: B 

 

QUESTION 13

On Linux/Unix based Web servers, what privilege should the daemon service be run under? 

A. Guest 

B. You cannot determine what privilege runs the daemon service 

C. Root 

D. Something other than root 

Correct Answer: D 

 

QUESTION 14

When performing a forensics analysis, what device is used to prevent the system from recording data on an evidence
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disk? 

A. a write-blocker 

B. a protocol analyzer 

C. a firewall 

D. a disk editor 

Correct Answer: A 

 

QUESTION 15

In conducting a computer abuse investigation you become aware that the suspect of the investigation is using ABC
Company as his Internet Service Provider (ISP). You contact ISP and request that they provide you assistance with your
investigation. What assistance can the ISP provide? 

A. The ISP can investigate anyone using their service and can provide you with assistance 

B. The ISP can investigate computer abuse committed by their employees, but must preserve the privacy of their
customers and therefore cannot assist you without a warrant 

C. The ISP can t conduct any type of investigations on anyone and therefore can t assist you 

D. ISP s never maintain log files so they would be of no use to your investigation 

Correct Answer: B 
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