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QUESTION 1

Which two statements about MACSec are true?(Choose two)

A. It can be enabled on individual ports at Layer 3 to allow MACsec devices to access the network.

B. It encrypts packets at Layer 3, which allows devices to handle packets in accordance with network policies.
C. It maintains network intelligence as it is applied to router uplinks and downlinks.

D. It users symmetric-key encyption to protect data confidentiality.

E. It can use IEEE 802.1x master keys to encrypt wired and wireless links.

F. It works in conjunction with IEEE 802.1x - 2010 prot-based access control.

Correct Answer: DF

QUESTION 2

Within Platform as a Service, which two components are managed by the customer? (Choose two)
A. Data

B. networking

C. middleware

D. applications

E. operating system

Correct Answer:. AD

QUESTION 3

Which two statements about a wireless access point configured with the guest-mode command are true? (Choose two)
A. It can support more than one guest-mode SSID.

B. It supports associations by clients that perform passive scans.

C. It allows clients configured without SSIDs to associate.

D. It allows associated clients to transmit packets using its SSID.

E. If one device on a network is configure in guest-mode, clients can use the guest-mode SSID to connect to any device
in the same network.
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Correct Answer: BC

QUESTION 4

What is a physical layer (Layer 1) bypass that allows inline paired IPS interfaces to go into bypass mode so that the
hardware forwards packets between the inline port pairs without software intervention?

A. EtherChannel

B. Tap

C. Fail-To-Wire

D. Cluster

E. Redundant interface

Correct Answer: C

QUESTION 5

Which two statements about 6to4 tunneling are true? (Choose two)

A. It provides a /128 address block.

B. It supports static and BGPV4 routing.

C. It provides a /48 address block.

D. It supports managed NAT along the path of the tunnel.

E. The prefix address of the tunnel is determined by the IPv6 configuration of the interface.
F. It supports multihoming.

Correct Answer: BC

"It supports static and BGPV4 routing.”

"The prefix address of the tunnel is determined by the IPv6 configuration of the interface."

QUESTION 6

Which command sequence do you enter to add the host 10.2.1.0 to the CISCO object group?
A. object-group network CISCO group-object 10.2.1.0

B. object network CISCO network-object object 10.2.1.0

C. object-group network CISCO network-object host 10.2.1.0
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D. object network CISCO group-object 10.2.1.0

Correct Answer: C

QUESTION 7

You deployed Unbrella Romaing through your Cisco AnyConnect deployment to secure your mobile workforce when
they are not connected to VPN An employee is working at home and is connected to his home network. The employee
reports that site that he is browsing to that uses his home\\'s public IP to identify his account and provide service is
reporting the incorrect IP address. As a result, none of the services are working as expected. When he uses a personal
computer to access the same site, everything works as expected Which two options are possible causes of this
issue?(Choose two)

A. The Umbrella Roaming module is malfunctioning.

B. The Cisco AnyConnect software is malfunctioning.

C. Umbrella has identified the site as malicious and is proxying all traffic through its cloud service.

D. The computer has the incorrect default gateway

E. The computer is ; configured to use a proxy.

Correct Answer: CE

QUESTION 8

Which three Cisco attributes for LDAP authorization are supported on the ASA? (Choose three)
A. Web-VPN-ACL-Filters

B. IPsec-Default-Domain

C. IPsec-Client-Firewall-Name

D. Authorization-Type

E. L2TP-Encryption

F. Authenticated-User-idle-Timeout

Correct Answer: ABF

QUESTION 9
Which two statements about MAB are true? (Choose two)

A. It requires the administrator to create and maintain an accurate database of MAC addresses.
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B. It server at the primary authentication mechanism when deployed in conjunction with 802.1x.
C. It operates at Layer 2 and Layer 3 of the OSI protocol stack.

D. It can be used to authenticate network devices and users.

E. MAC addresses stored in the MAB database can be spoofed.

F. It is a strong authentication method.

Correct Answer: AE

QUESTION 10

Which statement about SenderBase reputation scoring on an ESA deivce is true?

A. Application traffic from know bad sites can be throttled or blocked

B. Sender reputation scores can be assigned to domains, IP addresses, and MAC addresses
C. Maild with scores in the medium range can be automatically routed for antimalware scanning
D. A high score indicates that a message is very likely to be spam

E. You can configure a custom score threshold for whitelisting messages.

F. By default, all messages with a score below zero are dropped or throttled

Correct Answer: A

QUESTION 11

On Nexus 9000, in Python interactive mode, which command is correctly used to disable an interface?
A. cli("conf t; interface eth1/1 ; shutdown")

B. cli("conf t"),cli("interface eth1/1"),cli("shutdown")

C. cli("interface eth1/1 ; shutdown")

D. cli("conf t"), cli("interface eth1/1 shutdown™)

Correct Answer: A

QUESTION 12
Which statement about Cisco ISE Guest portals is true?

A. To permit BYOD access, a Guest portal must use RADIUS authentication.
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B. If you delete a Guest portal without removing its authorization policy and profiles, they will be assigned automatically
to the default Guest portal.

C. The Hotspot Guest portal can be configured for password-only authentication.
D. The Sponsored Guest portal allows guest users to create an account.
E. The sponsored-Guest portal and Self-Registered Guest portal require a defined Endpoint Identity Group.

F. When you make changes to an authorized Guest portal configuration, it must be reauthorized before the changes will
take effect.

Correct Answer: A
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