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QUESTION 1

Which ICMP message type code indicates fragment reassembly time exceeded?
A. Type 4, Code 0

B. Type 11, Code O

C. Type 11, Code 1

D. Type 12, Code 2

Correct Answer: C

QUESTION 2

Which QoS marking is only locally significant on a Cisco router?
A. MPLS EXP

B. DSCP

C. QoS group

D. IP precedence

E. traffic class

F. flow label

Correct Answer: C

QUESTION 3
Which three statements about triple DES are true? (Choose three.)

A. For 3DES, ANSI X9.52 describes three options for the selection of the keys in a bundle, where all keys are
independent.

B. A 3DES key bundle is 192 bits long.

C. A 3DES keyspace is168 bits.

D. CBC, 64-bit CFB, OFB, and CTR are modes of 3DES.

E. 3DES involves encrypting a 64-bit block of plaintext with the 3 keys of the key bundle.

Correct Answer: BCD
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QUESTION 4

class-map nbar_rtp match protocol rtp payload-type "0, 1, 4 - 0x10, 10001b - 10010b, 64"
The above NBAR configuration matches RTP traffic with which payload types?
A.0,1,4,5/6,7,8,9, 10,11, 12, 13, 14, 15, 16, 17, 18, 64

B.0,1,4,5,6,7,8,9,10

C.0,1,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 64

D.0,1,4,5/6,7,8,9, 10, 11, 12, 13, 14, 64

Correct Answer: A

QUESTION 5

Which feature can be implemented to avoid any MPLS packet loss?
A. IP TTL propagation

B. LDP IGP sync

C. label advertisement sync

D. conditional label advertisement

E. PHP

Correct Answer: B

QUESTION 6

With the Cisco FlexVPN solution, which four VPN deployments are supported? (Choose four.)
A. site-to-site IPsec tunnels?

B. dynamic spoke-to-spoke IPSec tunnels? (partial mesh)

C. remote access from software or hardware IPsec clients?

D. distributed full mesh IPsec tunnels?

E. IPsec group encryption using GDOI?

F. hub-and-spoke IPsec tunnels?

Correct Answer: ABCF

QUESTION 7
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Which MPLS label is the signaled value to activate PHP (penultimate hop popping)?
A. 0x00

B. php

C. swap

D. push

E. imp-null

Correct Answer: E

QUESTION 8

Refer to the exhibit of an ISAKMP debug.

ISAFMP (62): Checking ISAKMP transform 1 agai priority 10 policy
encryptieon DE.S—EBCo

hash SHA 0
default group l Py

auth pre-sh

ISAKMP (62) : processing SA payload. message ?ﬂl

ISAKMP (62): atts are acceptable. yload is 0

ISAFMP (62): SA 1s doing pre-shar ey authentication
ISAEMP (62): processing KE payl essage ID = 0O

ISAKMP (62): processing HON ad. message ID = O
ISAKMP (62): SKEYID state ated

ISAKMP (62); processing id paylead

ISAKME (62): speaking t ther Cisco I0S5 box!

ISAEMP: reserved not on ID payload!

YCRYPTO-4-IKMP_BAD ! E: IKE message from 172.16.100.201

failed its sanity ch®k or is malformed

Which message of the exchange is failing?
A. main mode 1

B. main mode 3

C. aggressive mode 1

D. main mode 5

E. aggressive mode 2

Correct Answer: B

QUESTION 9

How does 3DES use the DES algorithm to encrypt a message?
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A. encrypts a message with K1, decrypts the output with K2, then encrypts it with K3

B. encrypts a message with K1, encrypts the output with K2, then encrypts it with K3

C. encrypts K1 using K2, then encrypts it using K3, then encrypts a message using the output key
D. encrypts a message with K1, encrypts the output with the K2, then decrypts it with K3

Correct Answer: A

QUESTION 10

Which option explains the passive scan technique that is used by wireless clients to discover available wireless
networks?

A. listening for access point beacons that contain available wireless networks

B. sending a null probe request

C. sending a null association request

D. listening for access point probe response frames that contain available wireless networks

Correct Answer: A

QUESTION 11

Which two statements about the RC4 algorithm are true? (Choose two.)
A. The RC4 algorithm is an asymmetric key algorithm.

B. The RC4 algorithm is a symmetric key algorithm.

C. The RC4 algorithm is slower in computation than DES.

D. The RC4 algorithm is used with wireless encryption protocols.

E. The RC4 algorithm uses fixed-length keys.

Correct Answer: BD

QUESTION 12

The Wi-Fi Alliance defined two certification programs, called WPA and WPA2, which are based on the IEEE 802.11i
standard. Which three statements are true about these certifications? (Choose three.)

A. WPA is based on the ratified IEEE 802.11i standard.
B. WPAZ2 is based on the ratified IEEE 802.11i standard.

C. WPA enhanced WEP with the introduction of TKIP.
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D. WPA2 requires the support of AES-CCMP.
E. WPA2 supports only 802.1x/EAP authentication.

Correct Answer: BCD
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