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QUESTION 1

What is a benefit of Cisco TrustSec in a multilayered LAN network design? 

A. Policy or ACLS are nor required. 

B. There is no requirements to run IEEE 802.1X when TrustSec is enabled on a switch port. 

C. Applications flows between hosts on the LAN to remote destinations can be encrypted. 

D. Policy can be applied on a hop-by-hop basis. 

Correct Answer: C 

 

QUESTION 2

DRAG DROP 

Refer to the exhibit. An engineer must deny HTTP traffic from host A to host V while allowing all other communication
between the hosts, drag and drop the commands into the configuration to achieve these results. 

Some commands may be used more than once. Not all commands are used. 

Select and Place: 
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Correct Answer: 

When talking about access-lists or prefix-lists associated with *-maps, Permit and Deny take on new meanings. 
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As we all know, a *-list processes each entry until a match is found. 

Once a match is found, processing of the *-list stops. 

*-maps operate the same way. 

-

 If the matched statement is \\'permit,\\' the *-list reports back to the *-map with a match success, which allows the *-map
to process the associated action. No further *-map sequences are processed. 

-

 If the matched statement is \\'deny,\\' the *-list reports back to the *-map with NO MATCH; wherein the *-map will
proceed to the next *-map sequence until a *-map match IS found. 

-

 If NO statement is matched in the *-list, the implicit \\'deny any any\\' is ALWAYS matched. In This case, the *-list will
report to the *-map with NO MATCH, and the *-map will proceed to the next sequence until a match IS found. 

 

QUESTION 3

What does the destination MAC on the outer MAC header identify in a VXLAN packet? 

A. thee emote spine 

B. the next hop 

C. the leaf switch 

D. the remote switch 

Correct Answer: B 

 

QUESTION 4

An engineer is implementing MPLS OAM to monitor traffic within the MPLS domain. Which action must the engineer
perform to prevent from being forwarded beyond the service provider domain when the LSP is down? 

A. Disable IP redirects only on outbound interfaces. 

B. Implement the destination address for the LSP echo request packet in the 127.x.y.z/8 network. 

C. Disable IP redirects on all ingress interfaces. 

D. Configure a private IP address as the destination address of the headend router of Cisco MPLS TE. 

Correct Answer: C 
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QUESTION 5

Which option works with a DHCP server to return at least one WLAN management interface IP address during the
discovery phase and is dependent upon the VCI of the AP? 

A. Option 42 

B. Option 15 

C. Option 125 

D. Option 43 

Correct Answer: D 

 

QUESTION 6

DRAG DROP 

Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right. 

Select and Place: 

Correct Answer: 
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Chef = procedural and utilizes the knife tool SaltStack = declarative and utilizes SSH 

 

QUESTION 7

Refer to the exhibit. An engineer must assign an IP address of 192.168.1.1/24 to the GigabitEthemet1 interface. Which
two commands must be added to the existing configuration to accomplish this task? (Choose two) 

A. Router(config-vrf)#address-family ipv6 

B. Router(config-if)#ip address 192.168.1.1 255.255.255.0 

C. Router(config-vrf)Sip address 192.168.1.1 255.255.255.0 

D. Router(config-if)=address-family ipv4 

E. Router(config-vrf)#address-family ipv4 

Correct Answer: BE 

Router#show run vrf STAFF Building configuration... 
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Current configuration : 237 bytes vrf definition STAFF ! address-family ipv4 exit-address-family ! ! interface
GigabitEthernet0/1 vrf forwarding STAFF ip address 192.168.1.1 255.255.255.0 standby version 2 shutdown duplex
auto speed auto media-type rj45 ! end 

 

QUESTION 8

What are some of the key differences between HSRPv1 and HSRPv2? (Choose two.) 

A. HSRPv1 uses the multicast address of 224.0.0.102 while HSRPv2 uses 225.0.0.2. 

B. HSRP uses a group range of 0-255, while HSRP uses a group range of 0-4095. 

C. HSRPv1 uses seconds based timers, while HSRPv2 uses milliseconds based timers. 

D. HSRPv1 provides support for IPv6, while HSRPv2 supports IPv4 only. 

Correct Answer: BC 

should be HSRPv1, HSRPv2 

 

QUESTION 9

Refer to the exhibit. 

An engineer reconfigures the port-channel between SW1 and SW2 from an access port to a trunk and immediately
notices this error in SW1\\'s log: 

*Mar 1 09:47:22.245: %PM-4-ERR_DISABLE: bpduguard error detected on Gi0/0, putting Gi0/0 in err-disable state 

Which command set resolves this error? 

A. SW1(config-if)#interface G0/0 SW1(config-if)#no spanning-tree bpdufilter SW1(config-if)#shut SW1(config-if)#no
shut 

B. SW1(config-if)#interface G0/0 SW1(config-if)#no spanning-tree bpduguard enable SW1(config-if)#shut SW1(config-
if)#no shut 

C. SW1(config-if)#interface G0/0 SW1(config-if)#spanning-tree bpduguard enable SW1(config-if)#shut SW1(config-
if)#no shut 

D. SW1(config-if)#interface G0/1 SW1(config-if)#spanning-tree bpduguard enable SW1(config-if)#shut SW1(config-
if)#no shut 

Correct Answer: B 
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QUESTION 10

Which two statements about IP SLA are true? (Choose two) 

A. It uses NetFlow for passive traffic monitoring 

B. It can measure MOS 

C. The IP SLA responder is a component in the source Cisco device 

D. It is Layer 2 transport-independent correct 

E. It uses active traffic monitoring correct 

F. SNMP access is not supported 

Correct Answer: DE 

IP SLAs allows Cisco customers to analyze IP service levels for IP applications and services, to increase productivity, to
lower operational costs, and to reduce the frequency of network outages. IP SLAs uses active traffic monitoringhe
generation of traffic in a continuous, reliable, and predictable manneror measuring network performance. Being Layer-2
transport independent, IP SLAs can be configured end-to- end over disparate networks to best reflect the metrics that
an end-user is likely to experience. Reference: https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/ipsla/configuration/15-mt/sla-15- mt-book/ sla_overview.html 

 

QUESTION 11

Refer to the exhibit. 

After running the code in the exhibit. Which step reduces the amount of data that NETCONF server returns to the
NETCONF client, to only the interface\\'s configuration? 

A. Use the txml library to parse the data returned by the NETCONF server for the interface\\'s configuration. 

B. Create an XML filter as a string and pass it to get_config() method as an argument. 

C. Create a JSON filter as a string and pass it to the get_config() method as an argument. 

D. Use the JSON library to parse the data returned by the NFTCONF server for the interface\\'s configuration. 

Correct Answer: B 

"using the Pythonic approach with ncclient and its get_config() method, has a filter argument where you simply specify
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the filter type, in this case subtree, along with the XML RPC that you want to get a configuration rpc-reply." https://yang-
prog-lab.ciscolive.com/pod/0/ncclient/get_config 

 

QUESTION 12

What is the role of vSmart in a Cisco SD-WAN environment? 

A. to establish secure control plane connections 

B. to monitor, configure, and maintain SD-WAN devices 

C. to provide secure data plane connectivity over WAN links 

D. to perform initial authentication of devices 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/system-
overview.html 

 

QUESTION 13

DRAG DROP 

Drag and drop the descriptions from the left onto the correct QoS components on the right. 

Select and Place: 

Correct Answer: 
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The cool thing about shaping is that all traffic will be sent since we are buffering it. The downside of buffering traffic is
that it introduces delay and jitter. Let me show you an example: Reference: https://networklessons.com/quality-of-
service/qos-traffic-shaping-explained 

 

QUESTION 14

In cisco SD_WAN, which protocol is used to measure link quality? 

A. OMP 

B. BFD 

C. RSVP 

D. IPsec 

Correct Answer: B 

The BFD (Bidirectional Forwarding Detection) is a protocol that detects link failures as part of the Cisco SD-WAN
(Viptela) high availability solution, is enabled by default on all vEdge routers, and you cannot disable it. 

 

QUESTION 15

Which requirement for an Ansible-managed node is true? 

A. It must be a Linux server or a Cisco device. 

B. It must have an SSH server running. 

C. It must support ad hoc commands. 

D. It must have an Ansible Tower installed. 
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Correct Answer: B 
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