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QUESTION 1

In an 802.11 wireless network, what would an attacker have to spoof to initiate a deauthentication attack against
connected clients? 

A. the BSSID of the AP where the clients are currently connected 

B. the SSID of the wireless network 

C. the MAC address of the target client machine 

D. the broadcast address of the wireless network 

Correct Answer: A 

 

QUESTION 2

What is the most commonly used technology to establish an encrypted HTTP connection? 

A. The HTTP/1.0 Upgrade header 

B. HTTPS 

C. Secure Hyper Transfer Protocol 

D. The HTTP/1.1 Upgrade header 

Correct Answer: B 

 

 

QUESTION 3

Which IPv6 tunnel type is a standard that is defined in RFC 4214? 

A. ISATAP 

B. 6to4 

C. GREv6 

D. manually configured 

Correct Answer: A 

 

QUESTION 4

Which two ESMTP commands are supported by the ASA inspection engine? (Choose two.) 
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A. SOML 

B. LINK 

C. VERB 

D. ONEX 

E. ETRN 

F. ATRN 

Correct Answer: AE 

ESMTP is an enhancement to the SMTP protocol and is similar is most respects to SMTP. For convenience, the term
SMTP is used in this document to refer to both SMTP and ESMTP. The application inspection process for extended
SMTP is similar to SMTP application inspection and includes support for SMTP sessions. Most commands used in an
extended SMTP session are the same as those used in an SMTP session but an ESMTP session is considerably faster
and offers more options related to reliability and security, such as delivery status notification. Extended SMTP
application inspection adds support for these extended SMTP commands, including AUTH, EHLO, ETRN, HELP,
SAML, SEND, SOML, STARTTLS, and VRFY. Along with the support for seven RFC 821 commands (DATA, HELO,
MAIL, NOOP, QUIT, RCPT, RSET), the ASA supports a total of fifteen SMTP commands. Reference:
http://www.cisco.com/c/en/us/td/docs/ security/asa/asa-command-reference/I- R/cmdref2/i2.html#pgfId-1765148 

 

QUESTION 5

What are two security controls you can implement to protect your organization\\'s internal network from virus and worm
outbreaks? (Choose two.) 

A. Implement routing protocols with strong interface authentication. 

B. Quarantine hosts that fail to meet your organization\\'s IT security requirements. 

C. Implement Cisco Identity Service Engine (ISE) for network security. 

D. Deploy Cisco Prime LMS to manage network security, 

E. Require users to authenticate before accessing the network. 

Correct Answer: BC 

Explanation: Identify 

?Identity-based network solutions (802.1x, NAC, and so on) ?Authentication, Authorization, and Accounting
(AAA)--Authentication ?Biometric recognition ?Routing authentication (MD5) ?Secure messaging (encrypted E-mail)
?VPN authentication igital certificates re-shared keys ser authentication 

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Security/CiscoSCF.html#wp1050 

 

QUESTION 6

The ASA can be configured to drop IPv6 headers with routing-type 0 using the MPF. Choose the correct configuration. 
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A. policy-map type inspect ipv6 IPv6_PMAP match header routing-type eq 0 drop log 

B. policy-map type inspect icmpv6 ICMPv6_PMAP match header routing-type eq 0 drop log 

C. policy-map type inspect ipv6-header HEADER_PMAP match header routing-type eq 0 drop log 

D. policy-map type inspect http HEADER_PMAP match routing-header 0 drop log 

E. policy-map type inspect ipv6 IPv6_PMAP match header type 0 drop log 

F. policy-map type inspect ipv6-header HEADER_PMAP match header type 0 drop log 

Correct Answer: A 

 

QUESTION 7

What command can you use to protect a router from TCP SYN-flooding attacks? 

A. ip igmp snooping 

B. rate-limit input  

C. ip tcp intercept list  

D. police  

E. ip dns spoofing  

Correct Answer: C 

 

QUESTION 8

Which three statements about IKEv2 are correct? (Choose three.) 

A. INITIAL_CONTACT is used to synchronize state between peers. 

B. The IKEv2 standard defines a method for fragmenting large messages. 

C. The initial exchanges of IKEv2 consist of IKE_SA_INIT and IKE_AUTH. 

D. Rekeying IKE and child SAs is facilitated by the IKEv2 CREATE_CHILD_SA exchange. 

E. NAT-T is not supported. 

F. Attribute policy push (via the configuration payload) is only supported in REQUEST/REPLY mode. 

Correct Answer: ACD 

 

QUESTION 9

A cloud service provider is designing a large mulitienant data center to support thousands of tensants. The provider is
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concerned about the scalability the layer 2 network and providing layer 2 segmentation to potentially thousands of
tenants . Which layer 2 technology is best suited in this scenario? 

A. extended VLAN ranges 

B. VXLAN 

C. VRF 

D. LDP 

Correct Answer: B 

 

 

QUESTION 10

Which three fields are part of the AH header? (Choose three.) 

A. Destination Address 

B. Source Address 

C. Protocol ID 

D. Next Header 

E. Packet ICV 

F. SPI identifying SA 

G. Application Port 

Correct Answer: DEF 

The following AH packet diagram shows how an AH packet is constructed and interpreted:[8][9] Authentication Header
format Offsets Octet16 Octet16 Bit10 Next Header Payload Len Reserved Security Parameters Index (SPI) Sequence
Number C Integrity Check Value (ICV)... ... ... Reference: https://en.wikipedia.org/wiki/IPsec 

 

QUESTION 11

Review the exhibit. 

350-018 PDF Dumps | 350-018 Practice Test | 350-018 Braindumps                                5 / 7

https://www.passapply.com/350-018.html
https://www.passapply.com/350-018.html
https://www.passapply.com/350-018.html


https://www.passapply.com/350-018.html
2021 Latest passapply 350-018 PDF and VCE dumps Download

Which three statements about the Cisco IPS sensor are true? (Choose three.) 

A. A 

B. B 

C. C 

D. D 

E. E 

Correct Answer: ACE 

 

QUESTION 12

Which option shows the correct sequence of the DHCP packets that are involved in IP address assignment between the
DHCP client and the server? 

A. REQUEST, OFFER, ACK 

B. DISCOVER, OFFER, REQUEST, ACK 

C. REQUEST, ASSIGN, ACK 

D. DISCOVER, ASSIGN, ACK 

E. REQUEST, DISCOVER, OFFER, ACK 

Correct Answer: B 
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