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QUESTION 1

Which method can provide a better return on IT security investment and provide a thorough and comprehensive
assessment of organizational security covering policy, procedure design, and implementation? 

A. Penetration testing 

B. Social engineering 

C. Vulnerability scanning 

D. Access control list reviews 

Correct Answer: A Section: (none)

 

QUESTION 2

It is a vulnerability in GNU\\'s bash shell, discovered in September of 2014, that gives attackers access to run remote
commands on a vulnerable system. The malicious software can take control of an infected machine, launch denial-of-
service attacks to disrupt websites, and scan for other vulnerable devices (including routers). 

Which of the following vulnerabilities is being described? 

A. Shellshock 

B. Rootshock 

C. Rootshell 

D. Shellbash 

Correct Answer: A Section: (none)

Shellshock, also known as Bashdoor, is a family of security bugs in the widely used Unix Bash shell, the first of which
was disclosed on 24 September 2014. 

References: https://en.wikipedia.org/wiki/Shellshock_(software_bug) 

 

QUESTION 3

Which of the following is a restriction being enforced in "white box testing?" 

A. Only the internal operation of a system is known to the tester 

B. The internal operation of a system is completely known to the tester 

C. The internal operation of a system is only partly accessible to the tester 

D. Only the external operation of a system is accessible to the tester 

Correct Answer: B Section: (none)
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QUESTION 4

To determine if a software program properly handles a wide range of invalid input, a form of automated testing can be
used to randomly generate invalid input in an attempt to crash the program. 

What term is commonly used when referring to this type of testing? 

A. Fuzzing 

B. Randomizing 

C. Mutating 

D. Bounding 

Correct Answer: A Section: (none)

Fuzz testing or fuzzing is a software testing technique, often automated or semi-automated, that involves providing
invalid, unexpected, or random data to the inputs of a computer program. The program is then monitored for exceptions
such as crashes, or failing built-in code assertions or for finding potential memory leaks. Fuzzing is commonly used to
test for security problems in software or computer systems. It is a form of random testing which has been used for
testing hardware or software. 

References: https://en.wikipedia.org/wiki/Fuzz_testing 

 

QUESTION 5

What is the correct PCAP filter to capture all TCP traffic going to or from host 192.168.0.125 on port 25? 

A. tcp.src == 25 and ip.host == 192.168.0.125 

B. host 192.168.0.125:25 

C. port 25 and host 192.168.0.125 

D. tcp.port == 25 and ip.host == 192.168.0.125 

Correct Answer: D Section: (none)

 

QUESTION 6

Which of the following is a design pattern based on distinct pieces of software providing application functionality as
services to other applications? 

A. Service Oriented Architecture 

B. Object Oriented Architecture 

C. Lean Coding 

D. Agile Process 
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Correct Answer: A Section: (none) 

A service-oriented architecture (SOA) is an architectural pattern in computer software design in which application
components provide services to other components via a communications protocol, typically over a network. 

References: https://en.wikipedia.org/wiki/Service-oriented_architecture 

 

QUESTION 7

Which of the following is the successor of SSL? 

A. TLS 

B. RSA 

C. GRE 

D. IPSec 

Correct Answer: A Section: (none)

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), both of which are frequently referred
to as \\'SSL\\', are cryptographic protocols that provide communications security over a computer network. 

References: https://en.wikipedia.org/wiki/Transport_Layer_Security 

 

QUESTION 8

Which of the following is a detective control? 

A. Smart card authentication 

B. Security policy 

C. Audit trail 

D. Continuity of operations plan 

Correct Answer: C Section: (none)

 

QUESTION 9

What does the following command in netcat do? 

nc -l -u -p55555 

A. logs the incoming connections to /etc/passwd file 

B. loads the /etc/passwd file to the UDP port 55555 

C. grabs the /etc/passwd file when connected to UDP port 55555 
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D. deletes the /etc/passwd file when connected to the UDP port 55555 

Correct Answer: C Section: (none)

 

QUESTION 10

A consultant is hired to do physical penetration testing at a large financial company. In the first day of his assessment,
the consultant goes to the company`s building dressed like an electrician and waits in the lobby for an employee to pass
through the main access gate, then the consultant follows the employee behind to get into the restricted area. Which
type of attack did the consultant perform? 

A. Man trap 

B. Tailgating 

C. Shoulder surfing 

D. Social engineering 

Correct Answer: B Section: (none)

 

QUESTION 11

A certified ethical hacker (CEH) is approached by a friend who believes her husband is cheating. She offers to pay to
break into her husband\\'s email account in order to find proof so she can take him to court. What is the ethical
response? 

A. Say no; the friend is not the owner of the account. 

B. Say yes; the friend needs help to gather evidence. 

C. Say yes; do the job for free. 

D. Say no; make sure that the friend knows the risk she\\'s asking the CEH to take. 

Correct Answer: A Section: (none)

 

QUESTION 12

What technique is used to perform a Connection Stream Parameter Pollution (CSPP) attack? 

A. Injecting parameters into a connection string using semicolons as a separator 

B. Inserting malicious Javascript code into input parameters 

C. Setting a user\\'s session identifier (SID) to an explicit known value 

D. Adding multiple parameters with the same name in HTTP requests 

Correct Answer: A Section: (none)
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QUESTION 13

Which regulation defines security and privacy controls for Federal information systems and organizations? 

A. NIST-800-53 

B. PCI-DSS 

C. EU Safe Harbor 

D. HIPAA 

Correct Answer: A Section: (none)

NIST Special Publication 800-53, "Security and Privacy Controls for Federal Information Systems and Organizations,"
provides a catalog of security controls for all U.S. federal information systems except those related to national security. 

References: https://en.wikipedia.org/wiki/NIST_Special_Publication_800-53 

 

QUESTION 14

A company has five different subnets: 192.168.1.0, 192.168.2.0, 192.168.3.0, 192.168.4.0 and 

192.168.5.0. How can NMAP be used to scan these adjacent Class C networks? 

A. NMAP -P 192.168.1-5. 

B. NMAP -P 192.168.0.0/16 

C. NMAP -P 192.168.1.0,2.0,3.0,4.0,5.0 

D. NMAP -P 192.168.1/17 

Correct Answer: A Section: (none)

 

QUESTION 15

Jesse receives an email with an attachment labeled "Court_Notice_21206.zip". Inside the zip file is a file named
"Court_Notice_21206.docx.exe" disguised as a word document. Upon execution, a window appears stating, "This word
document is corrupt." In the background, the file copies itself to Jesse APPDATA\local directory and begins to beacon to
a C2 server to download additional malicious binaries. 

What type of malware has Jesse encountered? 

A. Trojan 

B. Worm 

C. Macro Virus 

D. Key-Logger 
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Correct Answer: A Section: (none)

In computing, Trojan horse, or Trojan, is any malicious computer program which is used to hack into a computer by
misleading users of its true intent. Although their payload can be anything, many modern forms act as a backdoor,
contacting a controller which can then have unauthorized access to the affected computer. 

References: https://en.wikipedia.org/wiki/Trojan_horse_(computing) 
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