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QUESTION 1

During the process of encryption and decryption, what keys are shared? 

A. Private keys 

B. User passwords 

C. Public keys 

D. Public and private keys 

Correct Answer: C 

https://en.wikipedia.org/wiki/Public-key_cryptography Public-key cryptography, or asymmetric cryptography, is a
cryptographic system that uses pairs of keys: public keys (which may be known to others), and private keys (which may
never be known by any except the owner). The generation of such key pairs depends on cryptographic algorithms which
are based on mathematical problems termed one-way functions. Effective security requires keeping the private key
private; the public key can be openly distributed without compromising security. In such a system, any person can
encrypt a message using the intended receiver\\'s public key, but that encrypted message can only be decrypted with
the receiver\\'s private key. This allows, for instance, a server program to generate a cryptographic key intended for a
suitable symmetric-key cryptography, then to use a client\\'s openly-shared public key to encrypt that newly generated
symmetric key. The server can then send this encrypted symmetric key over an insecure channel to the client; only the
client can decrypt it using the client\\'s private key (which pairs with the public key used by the server to encrypt the
message). With the client and server both having the same symmetric key, they can safely use symmetric key
encryption (likely much faster) to communicate over otherwise-insecure channels. This scheme has the advantage of
not having to manually pre-share symmetric keys (a fundamentally difficult problem) while gaining the higher data
throughput advantage of symmetric-key cryptography. With public-key cryptography, robust authentication is also
possible. A sender can combine a message with a private key to create a short digital signature on the message.
Anyone with the sender\\'s corresponding public key can combine that message with a claimed digital signature; if the
signature matches the message, the origin of the message is verified (i.e., it must have been made by the owner of the
corresponding private key). Public key algorithms are fundamental security primitives in modern cryptosystems,
including applications and protocols which offer assurance of the confidentiality, authenticity and non-repudiability of
electronic communications and data storage. They underpin numerous Internet standards, such as Transport Layer
Security (TLS), S/MIME, PGP, and GPG. Some public key algorithms provide key distribution and secrecy (e.g.,
Diffie?ellman key exchange), some provide digital signatures (e.g., Digital Signature Algorithm), and some provide both
(e.g., RSA). Compared to symmetric encryption, asymmetric encryption is rather slower than good symmetric
encryption, too slow for many purposes. Today\\'s cryptosystems (such as TLS, Secure Shell) use both symmetric
encryption and asymmetric encryption. 

 

QUESTION 2

Kevin, an encryption specialist, implemented a technique that enhances the security of keys used for encryption and
authentication. Using this technique, Kevin input an initial key to an algorithm that generated an enhanced key that is
resistant to brute-force attacks. What is the technique employed by Kevin to improve the security of encryption keys? 

A. Key derivation function 

B. Key reinstallation 

C. A Public key infrastructure 

D. Key stretching 
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Correct Answer: D 

 

QUESTION 3

If you want to only scan fewer ports than the default scan using Nmap tool, which option would you use? 

A. -r 

B. -F 

C. -P 

D. -sP 

Correct Answer: B 

 

QUESTION 4

What hacking attack is challenge/response authentication used to prevent? 

A. Replay attacks 

B. Scanning attacks 

C. Session hijacking attacks 

D. Password cracking attacks 

Correct Answer: A 

 

QUESTION 5

In Trojan terminology, what is a covert channel? 

A. A channel that transfers information within a computer system or network in a way that violates the security policy 

B. A legitimate communication path within a computer system or network for transfer of data 

C. It is a kernel operation that hides boot processes and services to mask detection 
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D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections 

Correct Answer: A 

 

QUESTION 6

The Payment Card Industry Data Security Standard (PCI DSS) contains six different categories of control objectives.
Each objective contains one or more requirements, which must be followed in order to achieve compliance. Which of the
following requirements would best fit under the objective, "Implement strong access control measures"? 

A. Regularly test security systems and processes. 

B. Encrypt transmission of cardholder data across open, public networks. 

C. Assign a unique ID to each person with computer access. 

D. Use and regularly update anti-virus software on all systems commonly affected by malware. 

Correct Answer: C 

 

QUESTION 7

A hacker is an intelligent individual with excellent computer skills and the ability to explore a computer\\'s software and
hardware without the owner\\'s permission. Their intention can either be to simply gain knowledge or to illegally make
changes. 

Which of the following class of hacker refers to an individual who works both offensively and defensively at various
times? 

A. White Hat 

B. Suicide Hacker 

C. Gray Hat 

D. Black Hat 

Correct Answer: C 

 

QUESTION 8

Security administrator John Smith has noticed abnormal amounts of traffic coming from local computers at night. Upon
reviewing, he finds that user data have been exfilltrated by an attacker. AV tools are unable to find any malicious
software, and the IDS/IPS has not reported on any non-whitelisted programs, what type of malware did the attacker use
to bypass the company\\'s application whitelisting? 

A. Phishing malware 

B. Zero-day malware 

C. File-less malware 
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D. Logic bomb malware 

Correct Answer: C 

https://www.mcafee.com/enterprise/en-us/security-awareness/ransomware/what-is-fileless-malware.html 

 

QUESTION 9

What is correct about digital signatures? 

A. A digital signature cannot be moved from one signed document to another because it is the hash of the original
document encrypted with the private key of the signing party. 

B. Digital signatures may be used in different documents of the same type. 

C. A digital signature cannot be moved from one signed document to another because it is a plain hash of the document
content. 

D. Digital signatures are issued once for each user and can be used everywhere until they expire. 

Correct Answer: A 

 

QUESTION 10

Lewis, a professional hacker, targeted the loT cameras and devices used by a target venture-capital firm. He used an
information-gathering tool to collect information about the loT devices connected to a network, open ports and services,
and the attack surface area. Using this tool, he also generated statistical reports on broad usage patterns and trends.
This tool helped Lewis continually monitor every reachable server and device on the Internet, further allowing him to
exploit these devices in the network. Which of the following tools was employed by Lewis in the above scenario? 

A. Censys 

B. Wapiti 

C. NeuVector 

D. Lacework 

Correct Answer: A 

Censys scans help the scientific community accurately study the Internet. The data is sometimes used to detect security
problems and to inform operators of vulnerable systems so that they can fixed 

 

QUESTION 11

A security analyst is performing an audit on the network to determine if there are any deviations from the security
policies in place. The analyst discovers that a user from the IT department had a dial-out modem installed. 

Which security policy must the security analyst check to see if dial-out modems are allowed? 

A. Firewall-management policy 
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B. Acceptable-use policy 

C. Permissive policy 

D. Remote-access policy 

Correct Answer: D 

 

QUESTION 12

Scenario: Joe turns on his home computer to access personal online banking. When he enters the URL www.bank.com.
the website is displayed, but it prompts him to re-enter his credentials as if he has never visited the site before. When he
examines the website URL closer, he finds that the site is not secure and the web address appears different. What type
of attack he is experiencing?. 

A. Dos attack 

B. DHCP spoofing 

C. ARP cache poisoning 

D. DNS hijacking 

Correct Answer: D 

 

QUESTION 13

BitLocker encryption has been implemented for all the Windows-based computers in an organization. You are
concerned that someone might lose their cryptographic key. Therefore, a mechanism was implemented to recover the
keys from Active Directory. What is this mechanism called in cryptography? 

A. Key archival 

B. Key escrow. 

C. Certificate rollover 

D. Key renewal 

Correct Answer: B 

 

QUESTION 14

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He\\'s determined that the
application is vulnerable to SQL injection, and has introduced conditional timing delays into injected queries to
determine whether they are successful. What type of SQL injection is Elliot most likely performing? 

A. Error-based SQL injection 

B. Blind SQL injection 
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C. Union-based SQL injection 

D. NoSQL injection 

Correct Answer: B 

 

QUESTION 15

Which utility will tell you in real time which ports are listening or in another state? 

A. Netstat 

B. TCPView 

C. Nmap 

D. Loki 

Correct Answer: B 
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