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QUESTION 1

You are working as a Security Analyst in a company XYZ that owns the whole subnet range of 23.0.0.0/8 and
192.168.0.0/8. 

While monitoring the data, you find a high number of outbound connections. You see that IP\\'s owned by XYZ (Internal)
and private IP\\'s are communicating to a Single Public IP. Therefore, the Internal IP\\'s are sending data to the Public
IP. 

After further analysis, you find out that this Public IP is a blacklisted IP, and the internal communicating devices are
compromised. 

What kind of attack does the above scenario depict? 

A. Botnet Attack 

B. Spear Phishing Attack 

C. Advanced Persistent Threats D. Rootkit Attack 

Correct Answer: A 

 

QUESTION 2

Rebecca commonly sees an error on her Windows system that states that a Data Execution Prevention (DEP) error has
taken place. Which of the following is most likely taking place? 

A. A race condition is being exploited, and the operating system is containing the malicious process. 

B. A page fault is occurring, which forces the operating system to write data from the hard drive. 

C. Malware is executing in either ROM or a cache memory area. 

D. Malicious code is attempting to execute instruction in a non-executable memory region. 

Correct Answer: D 

 

QUESTION 3

After gaining access to the password hashes used to protect access to a web based application, knowledge of which
cryptographic algorithms would be useful to gain access to the application? 

A. SHA1 

B. Diffie-Helman 

C. RSA 

D. AES 

Correct Answer: A 
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QUESTION 4

While performing online banking using a Web browser, a user receives an email that contains a link to an interesting
Web site. When the user clicks on the link, another Web browser session starts and displays a video of cats playing a
piano. The next business day, the user receives what looks like an email from his bank, indicating that his bank account
has been accessed from a foreign country. The email asks the user to call his bank and verify the authorization of a
funds transfer that took place. What Web browser-based security vulnerability was exploited to compromise the user? 

A. Cross-Site Request Forgery 

B. Cross-Site Scripting 

C. Clickjacking 

D. Web form input validation 

Correct Answer: A 

Cross-site request forgery, also known as one-click attack or session riding and abbreviated as CSRF or XSRF, is a
type of malicious exploit of a website where unauthorized commands are transmitted from a user that the website
trusts. 

Example and characteristics If an attacker is able to find a reproducible link that executes a specific action on the target
page while the victim is being logged in there, he is able to embed such link on a page he controls and trick the victim
into opening it. The attack carrier link may be placed in a location that the victim is likely to visit while logged into the
target site (e.g. a discussion forum), sent in a HTML email body or attachment. 

 

QUESTION 5

Backing up data is a security must. However, it also has certain level of risks when mishandled. Which of the following is
the greatest threat posed by backups? 

A. A backup is the source of Malware or illicit information 

B. A backup is incomplete because no verification was performed 

C. A backup is unavailable during disaster recovery 

D. An unencrypted backup can be misplaced or stolen 

Correct Answer: D 

 

QUESTION 6

Which of the following tools would be the best choice for achieving compliance with PCI Requirement 11? 

A. Truecrypt 

B. Sub7 

C. Nessus 
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D. Clamwin 

Correct Answer: C 

 

QUESTION 7

The configuration allows a wired or wireless network interface controller to pass all traffic it receives to the central
processing unit (CPU), rather than passing only the frames that the controller is intended to receive. 

Which of the following is being described? 

A. promiscuous mode 

B. port forwarding 

C. multi-cast mode 

D. WEM 

Correct Answer: A 

Promiscuous mode refers to the special mode of Ethernet hardware, in particular network interface cards (NICs), that
allows a NIC to receive all traffic on the network, even if it is not addressed to this NIC. By default, a NIC ignores all
traffic that is not addressed to it, which is done by comparing the destination address of the Ethernet packet with the
hardware address (a.k.a. MAC) of the device. While this makes perfect sense for networking, non- promiscuous mode
makes it difficult to use network monitoring and analysis software for diagnosing connectivity issues or traffic
accounting. 

References: https://www.tamos.com/htmlhelp/monitoring/ 

 

QUESTION 8

Which of the following ensures that updates to policies, procedures, and configurations are made in a controlled and
documented fashion? 

A. Regulatory compliance 

B. Peer review 

C. Change management 

D. Penetration testing 

Correct Answer: C 

 

QUESTION 9

Which of the following BEST describes the mechanism of a Boot Sector Virus? 

A. Moves the MBR to another location on the hard disk and copies itself to the original location of the MBR 
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B. Moves the MBR to another location on the RAM and copies itself to the original location of the MBR 

C. Overwrites the original MBR and only executes the new virus code 

D. Modifies directory table entries so that directory entries point to the virus code instead of the actual program 

Correct Answer: A 

 

QUESTION 10

If you want only to scan fewer ports than the default scan using Nmap tool, which option would you use? 

A. -sP 

B. -P 

C. -r 

D. -F 

Correct Answer: B 

 

QUESTION 11

Defining rules, collaborating human workforce, creating a backup plan, and testing the plans are within what phase of
the Incident Handling Process? 

A. Preparation phase 

B. Containment phase 

C. Recovery phase 

D. Identification phase 

Correct Answer: A 

 

QUESTION 12

Attempting an injection attack on a web server based on responses to True/False questions is called which of the
following? 

A. Blind SQLi 

B. DMS-specific SQLi 

C. Classic SQLi 

D. Compound SQLi 

Correct Answer: A 
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QUESTION 13

Internet Protocol Security IPSec is actually a suite of protocols. Each protocol within the suite provides different
functionality. Collective IPSec does everything except. 

A. Protect the payload and the headers 

B. Authenticate 

C. Encrypt 

D. Work at the Data Link Layer 

Correct Answer: D 

 

QUESTION 14

This phase will increase the odds of success in later phases of the penetration test. It is also the very first step in
Information Gathering, and it will tell you what the "landscape" looks like. 

What is the most important phase of ethical hacking in which you need to spend a considerable amount of time? 

A. footprinting 

B. network mapping 

C. gaining access 

D. escalating privileges 

Correct Answer: A 

Footprinting is a first step that a penetration tester used to evaluate the security of any IT infrastructure, footprinting
means to gather the maximum information about the computer system or a network and about the devices that are
attached to this network. 

References: http://www.ehacking.net/2011/02/footprinting-first-step-of-ethical.html 

 

QUESTION 15

The Open Web Application Security Project (OWASP) is the worldwide not-for-profit charitable organization focused on
improving the security of software. What item is the primary concern on OWASP\\'s Top Ten Project Most Critical Web
Application Security Risks? 

A. Injection 

B. Cross Site Scripting 

C. Cross Site Request Forgery 

D. Path disclosure 
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Correct Answer: A 

The top item of the OWASP 2013 OWASP\\'s Top Ten Project Most Critical Web Application Security Risks is injection.
Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as part of a
command or query. The attacker\\'s hostile data can trick the interpreter into executing unintended commands or
accessing data without proper authorization. 

References: https://www.owasp.org/index.php/Top_10_2013-Top_10 
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