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QUESTION 1

_____ is the process of converting something from one representation to the simplest form. It deals with the way in
which systems convert data from one form to another. 

A. Canonicalization 

B. Character Mapping 

C. Character Encoding 

D. UCS transformation formats 

Correct Answer: A 

Canonicalization (abbreviated c14n) is the process of converting data that has more than one possible representation
into a "standard" canonical representation. This can be done to compare different representations for equivalence, to
count the number of distinct data structures (e.g., in combinatorics), to improve the efficiency of various algorithms by
eliminating repeated calculations, or to make it possible to impose a meaningful sorting order. 

 

QUESTION 2

You are gathering competitive intelligence on an organization. You notice that they have jobs listed on a few Internet job-
hunting sites. There are two jobs for network and system administrators. How can this help you in foot printing the
organization? 

A. To learn about the IP range used by the target network 

B. To identify the number of employees working for the company 

C. To test the limits of the corporate security policy enforced in the company 

D. To learn about the operating systems, services and applications used on the network 

Correct Answer: D 

 

QUESTION 3

_________ is a tool that can hide processes from the process list, can hide files, registry entries, and intercept
keystrokes. 

A. Trojan 

B. RootKit 

C. DoS tool 

D. Scanner 

E. Backdoor 

312-50 Practice Test | 312-50 Exam Questions | 312-50 Braindumps                              2 / 10

https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html


https://www.passapply.com/312-50.html
2023 Latest passapply 312-50 PDF and VCE dumps Download

Correct Answer: B 

Rootkits are tools that can hide processes from the process list, can hide files, registry entries, and intercept
keystrokes. 

 

QUESTION 4

Blake is in charge of securing all 20 of his company\\'s servers. He has enabled hardware and software firewalls,
hardened the operating systems and disabled all unnecessary service on all the servers. Unfortunately, there is
proprietary 

AS400 emulation software that must run on one of the servers that requires the telnet service to function properly. Blake
is especially concerned about his since telnet can be a very large security risk in an organization. Blake is concerned 

about how his particular server might look to an outside attacker so he decides to perform some footprinting scanning
and penetration tests on the server. Blake telents into the server and types the following command: 

HEAD/HTTP/1.0 

After pressing enter twice, Blake gets the following results: 

What has the Blake just accomplished? 

A. Grabbed the banner 

B. Downloaded a file to his local computer 

C. Submitted a remote command to crash the server 

D. Poisoned the local DNS cache of the server 

Correct Answer: A 
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QUESTION 5

Bank of Timbuktu was a medium-sized, regional financial institution in Timbuktu. The bank has deployed a new Internet-
accessible Web application recently, using which customers could access their account balances, transfer money
between accounts, pay bills and conduct online financial business using a Web browser. 

John Stevens was in charge of information security at Bank of Timbuktu. After one month in production, several
customers complained about the Internet enabled banking application. Strangely, the account balances of many bank\\'s
customers has been changed! However, money hadn\\'t been removed from the bank. Instead, money was transferred
between accounts. Given this attack profile, John Stevens reviewed the Web application\\'s logs and found the following
entries: 

Attempted login of unknown user: John Attempted login of unknown user: sysaR Attempted login of unknown user:
sencat Attempted login of unknown user: pete `\\'; Attempted login of unknown user: ` or 1=1-Attempted login of
unknown user: `; drop table logins-- Login of user jason, sessionID= 0x75627578626F6F6B Login of user daniel,
sessionID= 0x98627579539E13BE Login of user rebecca, sessionID= 0x90627579944CCB811 Login of user mike,
sessionID= 0x9062757935FB5C64 Transfer Funds user jason Pay Bill user mike Logout of user mike 

What kind of attack did the Hacker attempt to carry out at the bank? (Choose the best answer) 

A. The Hacker attempted SQL Injection technique to gain access to a valid bank login ID. 

B. The Hacker attempted Session hijacking, in which the Hacker opened an account with the bank, then logged in to
receive a session ID, guessed the next ID and took over Jason\\'s session. 

C. The Hacker attempted a brute force attack to guess login ID and password using password cracking tools. 

D. The Hacker used a random generator module to pass results to the Web server and exploited Web application CGI
vulnerability. 

Correct Answer: A 

The following part: 

Attempted login of unknown user: pete `\\'; 

Attempted login of unknown user: ` or 1=1-Attempted login of unknown user: `; drop table logins-- Clearly shows a
hacker trying to perform a SQL injection by bypassing the login with the statement 1=1 and then dumping the logins
table. 

 

QUESTION 6

While reviewing the result of scanning run against a target network you come across the following: 
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Which among the following can be used to get this output? 

A. A Bo2k system query. 

B. nmap protocol scan 

C. A sniffer 

D. An SNMP walk 

Correct Answer: D 

SNMP lets you "read" information from a device. You make a query of the server (generally known as the "agent"). The
agent gathers the information from the host system and returns the answer to your SNMP client. It\\'s like having a
single interface for all your informative Unix commands. Output like system.sysContact.0 is called a MIB. 

 

QUESTION 7

Exhibit: 
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What type of attack is shown in the above diagram? 

A. SSL Spoofing Attack 

B. Identity Stealing Attack 

C. Session Hijacking Attack 

D. Man-in-the-Middle (MiTM) Attack 

Correct Answer: D 

A man-in-the-middle attack (MITM) is an attack in which an attacker is able to read, insert and modify at will, messages
between two parties without either party knowing that the link between them has been compromised. 

 

QUESTION 8

Neil monitors his firewall rules and log files closely on a regular basis. Some of the users have complained to Neil that
there are a few employees who are visiting offensive web sites during work hours, without consideration for others. Neil
knows that he has an updated content filtering system and that such access should not be authorized. 

What type of technique might be used by these offenders to access the Internet without restriction? 

A. They are using UDP which is always authorized at the firewall. 

B. They are using tunneling software which allows them to communicate with protocols in a way it was not intended. 
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C. They have been able to compromise the firewall, modify the rules, and give themselves proper access. 

D. They are using an older version of Internet Explorer that allows them to bypass the proxy server. 

Correct Answer: B 

This can be accomplished by, for example, tunneling the http traffic over SSH if you have a SSH server answering to
your connection, you enable dynamic forwarding in the ssh client and configure Internet Explorer to use a SOCKS Proxy
for network traffic. 

 

QUESTION 9

User which Federal Statutes does FBI investigate for computer crimes involving e-mail scams and mail fraud? 

A. 18 U.S.C 1029 Possession of Access Devices 

B. 18 U.S.C 1030 Fraud and related activity in connection with computers 

C. 18 U.S.C 1343 Fraud by wire, radio or television 

D. 18 U.S.C 1361 Injury to Government Property 

E. 18 U.S.C 1362 Government communication systems 

F. 18 U.S.C 1831 Economic Espionage Act 

G. 18 U.S.C 1832 Trade Secrets Act 

Correct Answer: B 

http://www.law.cornell.edu/uscode/html/uscode18/usc_sec_18_00001030----000-.html 

 

QUESTION 10

You are attempting to crack LM Manager hashed from Windows 2000 SAM file. You will be using LM Brute force
hacking tool for decryption. What encryption algorithm will you be decrypting? 

A. MD4 

B. DES 

C. SHA 

D. SSL 

Correct Answer: B 

The LM hash is computed as follows.1. The user\\'s password as an OEM string is converted to uppercase. 2. This
password is either null-padded or truncated to 14 bytes. 3. The "fixed-length" password is split into two 7-byte halves. 4.
These values are used to create two DES keys, one from each 7-byte half. 5. Each of these keys is used to DES-
encrypt the constant ASCII string "KGS!@#$ %", resulting in two 8-byte ciphertext values. 6. These two ciphertext
values are concatenated to form a 16-byte value, which is the LM hash. 
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QUESTION 11

Which of the following encryption is not based on Block Cipher? 

A. DES 

B. Blowfish 

C. AES 

D. RC4 

Correct Answer: D 

RC4 (also known as ARC4 or ARCFOUR) is the most widely-used software stream cipher and is used in popular
protocols such as Secure Sockets Layer (SSL) (to protect Internet traffic) and WEP (to secure wireless networks). 

 

QUESTION 12

You have chosen a 22 character word from the dictionary as your password. How long will it take to crack the password
by an attacker? 

A. 5 minutes 

B. 23 days 

C. 200 years 

D. 16 million years 

Correct Answer: A 

A dictionary password cracker simply takes a list of dictionary words, and one at a time encrypts them to see if they
encrypt to the one way hash from the system. If the hashes are equal, the password is considered cracked, and the
word tried from the dictionary list is the password. As long as you use a word found in or similar to a word found in a
dictionary the password is considered to be weak. 

 

QUESTION 13

Which one of the following network attacks takes advantages of weaknesses in the fragment reassembly functionality of
the TCP/IP protocol stack? 

A. Teardrop 

B. Smurf 

C. Ping of Death 

D. SYN flood 

E. SNMP Attack 
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Correct Answer: A 

The teardrop attack uses overlapping packet fragments to confuse a target system and cause the system to reboot or
crash. 

 

QUESTION 14

What are the default passwords used by SNMP?(Choose two.) 

A. Password 

B. SA 

C. Private 

D. Administrator 

E. Public 

F. Blank 

Correct Answer: CE 

Besides the fact that it passes information in clear text, SNMP also uses well-known passwords. Public and private are
the default passwords used by SNMP. 

 

QUESTION 15

LM authentication is not as strong as Windows NT authentication so you may want to disable its use, because an
attacker eavesdropping on network traffic will attack the weaker protocol. A successful attack can compromise the
user\\'s password. How do you disable LM authentication in Windows XP? 

A. Stop the LM service in Windows XP 

B. Disable LSASS service in Windows XP 

C. Disable LM authentication in the registry 

D. Download and install LMSHUT.EXE tool from Microsoft website 

Correct Answer: C 

http://support.microsoft.com/kb/299656 

312-50 Practice Test 312-50 Exam Questions 312-50 Braindumps

312-50 Practice Test | 312-50 Exam Questions | 312-50 Braindumps                              9 / 10

https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html


https://www.passapply.com/312-50.html
2023 Latest passapply 312-50 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.passapply.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © passapply, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

312-50 Practice Test | 312-50 Exam Questions | 312-50 Braindumps                             10 / 10

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html
https://www.passapply.com/312-50.html

