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QUESTION 1

SIM is a removable component that contains essential information about the subscriber. It has both volatile and non-
volatile memory. The file system of a SIM resides in _____________ memory. 

A. Volatile 

B. Non-volatile 

Correct Answer: B 

 

QUESTION 2

Which of the following statements does not support the case assessment? 

A. Review the case investigator\\'s request for service 

B. Identify the legal authority for the forensic examination request 

C. Do not document the chain of custody 

D. Discuss whether other forensic processes need to be performed on the evidence 

Correct Answer: C 

 

QUESTION 3

If a file (readme.txt) on a hard disk has a size of 2600 bytes, how many sectors are normally allocated to this file? 

A. 4 Sectors 

B. 5 Sectors 

C. 6 Sectors 

D. 7 Sectors 

Correct Answer: C 

 

QUESTION 4

Consistency in the investigative report is more important than the exact format in the report to eliminate uncertainty and
confusion. 

A. True 

B. False 

Correct Answer: A 
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QUESTION 5

Quality of a raster Image is determined by the _________________and the amount of information in each pixel. 

A. Total number of pixels 

B. Image file format 

C. Compression method 

D. Image file size 

Correct Answer: A 

 

QUESTION 6

Ron. a computer forensics expert, Is Investigating a case involving corporate espionage. He has recovered several
mobile computing devices from the crime scene. One of the evidence that Ron possesses is a mobile phone from Nokia
that was left in on condition. Ron needs to recover the IMEI number of the device to establish the identity of the device
owner. Which of the following key combinations he can use to recover the IMEI number? 

A. #*06*# 

B. *#06# 

C. #06r 

D. *1MEI# 

Correct Answer: B 

 

QUESTION 7

File deletion is a way of removing a file from a computer\\'s file system. What happens when a file is deleted in
windows7? 

A. The last letter of a file name is replaced by a hex byte code E5h 

B. The operating system marks the file\\'s name in the MFT with a special character that indicates that the file has been
deleted 

C. Corresponding clusters in FAT are marked as used 

D. The computer looks at the clusters occupied by that file and does not avails space to store a new file 

Correct Answer: B 

 

QUESTION 8
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The evolution of web services and their increasing use in business offers new attack vectors in an application
framework. Web services are based on XML protocols such as web Services Definition Language (WSDL) for
describing the connection points, Universal Description, Discovery, and Integration (UDDI) for the description and
discovery of Web services and Simple Object Access Protocol (SOAP) for communication between Web services that
are vulnerable to various web application threats. Which of the following layer in web services stack is vulnerable to fault
code leaks? 

A. Presentation Layer 

B. Security Layer 

C. Discovery Layer 

D. Access Layer 

Correct Answer: C 

 

QUESTION 9

The Electronic Serial Number (ESN) is a unique __________ recorded on a secure chip in a mobile phone by the
manufacturer. 

A. 16-bit identifier 

B. 24-bit identifier 

C. 32-bit identifier 

D. 64-bit identifier 

Correct Answer: C 

 

QUESTION 10

A swap file is a space on a hard disk used as the virtual memory extension of a computer\\'s RAM. Where is the hidden
swap file in Windows located? 

A. C:\pagefile.sys 

B. C:\hiberfil.sys 

C. C:\config.sys 

D. C:\ALCSetup.log 

Correct Answer: A 

 

QUESTION 11

Which one of the following statements is not correct while preparing for testimony? 
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A. Go through the documentation thoroughly 

B. Do not determine the basic facts of the case before beginning and examining the evidence 

C. Establish early communication with the attorney 

D. Substantiate the findings with documentation and by collaborating with other computer forensics 

professionals 

Correct Answer: B 

 

QUESTION 12

Why is it Important to consider health and safety factors in the work carried out at all stages of the forensic process
conducted by the forensic analysts? 

A. This is to protect the staff and preserve any fingerprints that may need to be recovered at a later date 

B. All forensic teams should wear protective latex gloves which makes them look professional and cool 

C. Local law enforcement agencies compel them to wear latest gloves 

D. It is a part of ANSI 346 forensics standard 

Correct Answer: A 

 

QUESTION 13

When collecting electronic evidence at the crime scene, the collection should proceed from the most volatile to the least
volatile 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 14

P0P3 (Post Office Protocol 3) is a standard protocol for receiving email that deletes mail on the server as soon as the
user downloads it. When a message arrives, the POP3 server appends it to the bottom of the recipient\\'s account file,
which can be retrieved by the email client at any preferred time. Email client connects to the POP3 server at
_______________by default to fetch emails. 

A. Port 109 

B. Port 110 

C. Port 115 
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D. Port 123 

Correct Answer: B 

 

QUESTION 15

What is a first sector ("sector zero") of a hard disk? 

A. Master boot record 

B. System boot record 

C. Secondary boot record 

D. Hard disk boot record 

Correct Answer: A 
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