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QUESTION 1

Fill in the blank with the appropriate term. The is used for routing voice conversations over the Internet. It is also known
by other names such as IP Telephony, Broadband Telephony, etc. 

Correct Answer: VoIP 

 The Voice over Internet Protocol (VoIP) is used for routing of voice conversation over the Internet. The VoIP is also
known by other names such as IP Telephony, Broadband Telephony, etc. Analog signals are used in telephones in
which the sound is received as electrical pulsation, which is amplified and then carried to a small loudspeaker attached
to the other phone, and the call receiver can hear the sound. In VoIP, analog signals are changed into digital signals,
which are transmitted on the Internet. VoIP is used to make free phone calls using an Internet connection, and this can
be done by using any VoIP software available in the market. There are various modes for making phone calls through
the Internet. Some of the important modes are as follows: Through Analog Telephone Adapter (ATA) In this mode, the
traditional phone is attached to the computer through AT 

A. ATA receives analog signals from the phone and then converts these signals to digital signals. The digital signals are
then received by the Internet Service Providers (ISP), and the system is ready to make calls over VoIP. 

Through IP Phone 

IP Phones look exactly like the traditional phones, but they differ in that they have RJ-45 Ethernet connectors, instead of
RJ-11 phone connectors, for connecting to the computers. 

Computer To Computer 

This is the easiest way to use VoIP. For this, we need software, microphone, speakers, sound card and an Internet
connection through a cable or a DSL modem. 

Soft Phones 

Soft phone is a software application that can be loaded onto a computer and used anywhere in the broadband
connectivity area. 

 

QUESTION 2

Which of the following provides a set of voluntary recommended cyber security features to include in network-capable
IoT devices? 

A. FGMA 

B. GLBA 

C. GCMA 

D. NIST 

Correct Answer: D 

 

QUESTION 3
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Nancy is working as a network administrator for a small company. Management wants to implement a RAID storage for
their organization. They want to use the appropriate RAID level for their backup plan that will satisfy the following
requirements: 

1.

 It has a parity check to store all the information about the data in multiple drives 

2.

 Help reconstruct the data during downtime. 

3.

 Process the data at a good speed. 

4.

 Should not be expensive. 

The management team asks Nancy to research and suggest the appropriate RAID level that best suits their
requirements. What RAID level will she suggest? 

A. RAID 3. 

B. RAID 1 

C. RAID 0 

D. RAID 10 

Correct Answer: A 

 

QUESTION 4

Which of the following representatives in the incident response process are included in the incident response team?
Each correct answer represents a complete solution. Choose all that apply. 

A. Information security representative 

B. Legal representative 

C. Technical representative 

D. Lead investigator 

E. Human resources 

F. Sales representative 

Correct Answer: ABCDE 

Incident response is a process that detects a problem, determines the cause of an issue, minimizes the damages,
resolves the problem, and documents each step of process for future reference. To perform all these roles, an incident
response team is needed. The incident response team includes the following representatives who are involved in the
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incident response process: Lead investigator: The lead investigator is the manager of an incident response team. He is
always involved in the creation of an incident response plan. The duties of a lead investigator are as follows: Keep the
management updated. Ensure that the incident response moves smoothly and efficiently. Interview and interrogate the
suspects and witnesses. Information security representative: The information security representative is a member of the
incident response team who alerts the team about possible security safeguards that can impact their ability to respond
to an incident. Legal representative: The legal representative is a member of the incident response team who ensures
that the process follows all the laws during the response to an incident. Technical representative: Technical
representative is a representative of the incident response team. More than one technician can be deployed to an
incident. The duties of a technical representative are as follows: Perform forensic backups of the systems that are
involved in an incident. Provide more information about the configuration of the network or system. Human resources:
Human resources personnel ensure that the policies of the organization are enforced during the incident response
process. They suspend access to a suspect if it is needed. Human resources personnel are closely related with the
legal representatives and cover up the organization\\'s legal responsibility. 

 

QUESTION 5

The CEO of Max Rager wants to send a confidential message regarding the new formula for its coveted soft drink,
SuperMax, to its manufacturer in Texas. However, he fears the message could be altered in transit. How can he prevent
this incident from happening and what element of the message ensures the success of this method? 

A. Hashing; hash code 

B. Symmetric encryption; secret key 

C. Hashing; public key 

D. Asymmetric encryption; public key 

Correct Answer: A 

 

 

QUESTION 6

Who is an IR custodian? 

A. An individual responsible for conveying company details after an incident 

B. An individual who receives the initial IR alerts and leads the IR team in all the IR activities 

C. An individual who makes a decision on the classifications and the severity of the incident identified 

D. An individual responsible for the remediation and resolution of the incident that occurred 

Correct Answer: B 

 

QUESTION 7

Alex is administering the firewall in the organization\\'s network. What command will he use to check all the remote
addresses and ports in numerical form? 
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A. netstat -a 

B. netstat -ao 

C. netstat -o 

D. netstat -an 

Correct Answer: D 

 

QUESTION 8

Adam, a malicious hacker, has just succeeded in stealing a secure cookie via a XSS attack. He is able to replay the
cookie even while the session is valid on the server. Which of the following is the most likely reason of this cause? 

A. Encryption is performed at the network layer (layer 1 encryption). 

B. Encryption is performed at the application layer (single encryption key). 

C. No encryption is applied. 

D. Two way encryption is applied. 

Correct Answer: B 

Single key encryption uses a single word or phrase as the key. The same key is used by the sender to encrypt and the
receiver to decrypt. Sender and receiver initially need to have a secure way of passing the key from one to the other.
With TLS or SSL this would not be possible. Symmetric encryption is a type of encryption that uses a single key to
encrypt and decrypt data. Symmetric encryption algorithms are faster than public key encryption. Therefore, it is
commonly used when a message sender needs to encrypt a large amount of data. Data Encryption Standard (DES)
uses the symmetric encryption key algorithm to encrypt data. 

 

QUESTION 9

Network security is the specialist area, which consists of the provisions and policies adopted by the Network
Administrator to prevent and monitor unauthorized access, misuse, modification, or denial of the computer network and
network-accessible resources. For which of the following reasons is network security needed? Each correct answer
represents a complete solution. Choose all that apply. 

A. To protect information from loss and deliver it to its destination properly 

B. To protect information from unwanted editing, accidentally or intentionally by unauthorized users 

C. To protect private information on the Internet 

D. To prevent a user from sending a message to another user with the name of a third person 

Correct Answer: CBAD 

Network security is needed for the following reasons: To protect private information on the Internet To protect
information from unwanted editing, accidentally or intentionally by unauthorized users To protect information from loss
and deliver it to its destination properly To prevent a user from sending a message to another user with the name of a
third person 
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QUESTION 10

Jason works as a System Administrator for www.company.com Inc. The company has a Windows-based network. Sam,
an employee of the company, accidentally changes some of the applications and system settings. He complains to
Jason that his system is not working properly. To troubleshoot the problem, Jason diagnoses the internals of his
computer and observes that some changes have been made in Sam\\'s computer registry. To rectify the issue, Jason
has to restore the registry. Which of the following utilities can Jason use to accomplish the task? Each correct answer
represents a complete solution. Choose all that apply. 

A. Resplendent registrar 

B. Regedit.exe 

C. Reg.exe 

D. EventCombMT 

Correct Answer: ABC 

The resplendent registrar is a tool that offers a complete and safe solution to administrators and power users for
maintaining the registry. It can be used for maintaining the registry of desktops and remote computers on the network. It
offers a solution for backing up and restoring registries, fast background search and replace, adding descriptions to the
registry keys, etc. This program is very attractive and easy to use, as it comes in an explorer-style interface. It can be
used for Windows 2003/XP/2K/NT/ME/9x. Reg.exe is a command-line utility that is used to edit the Windows registry. It
has the ability to import, export, back up, and restore keys, as well as to compare, modify, and delete keys. It can
perform almost all tasks that can be done using the Windows-based Regedit.exe tool. Registry Editor (REGEDIT) is a
registry editing utility that can be used to look at information in the registry. REGEDIT.EXE enables users to search for
strings, values, keys, and subkeys and is useful to find a specific value or string. Users can also use REGEDIT.EXE to
add, delete, or modify registry entries. Answer option D is incorrect. EventCombMT is a multithreaded tool that is used
to search the event logs of several different computers for specific events, all from one central location. It is a little-
known Microsoft tool to run searches for event IDs or text strings against Windows event logs for systems, applications,
and security, as well as File Replication Service (FRS), domain name system (DNS), and Active Directory (AD) logs
where applicable. The MT stands for multi-threaded. The program is part of the Account Lockout and Management
Tools program package for Windows 2000, 2003, and XP. 

 

QUESTION 11

Which of the following systems is formed by a group of honeypots? 

A. Research honeypot 

B. Honeyfarm 

C. Honeynet 

D. Production honeypot 

Correct Answer: C 

 

QUESTION 12
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Which of the Windows security component is responsible for controlling access of a user to Windows resources? 

A. Network Logon Service (Netlogon) 

B. Security Accounts Manager (SAM) 

C. Security Reference Monitor (SRM) 

D. Local Security Authority Subsystem (LSASS) 

Correct Answer: D 

 

QUESTION 13

Sean has built a site-to-site VPN architecture between the head office and the branch office of his company. When
users in the branch office and head office try to communicate with each other, the traffic is encapsulated. As the traffic
passes though the gateway, it is encapsulated again. The header and payload both are encapsulated. This second
encapsulation occurs only in the __________ implementation of a VPN. 

A. Point-to-Point Mode 

B. Transport Mode 

C. Tunnel Mode 

D. Full Mesh Mode 

Correct Answer: C 

 

QUESTION 14

Which of the following is a network interconnectivity device that translates different communication protocols and is used
to connect dissimilar network technologies? 

A. Gateway 

B. Router 

C. Bridge 

D. Switch 

Correct Answer: A 

A gateway is a network interconnectivity device that translates different communication protocols and is used to connect
dissimilar network technologies. It provides greater functionality than a router or bridge because a gateway functions 

both as a translator and a router. Gateways are slower than bridges and routers. A gateway is an application layer
device. 

Answer option B is incorrect. A router is an electronic device that interconnects two or more computer networks. It
selectively interchanges packets of data between them. It is a networking device whose software and hardware are
customized 
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to the tasks of routing and forwarding information. It helps in forwarding data packets between networks. 

Answer option C is incorrect. A bridge is an interconnectivity device that connects two local area networks (LANs) or two
segments of the same LAN using the same communication protocols, and provides address filtering between them. 

Users can use this device to divide busy networks into segments and reduce network traffic. A bridge broadcasts data
packets to all the possible destinations within a specific segment. Bridges operate at the data-link layer of the OSI
model. 

Answer option D is incorrect. A switch is a network device that selects a path or circuit for sending a data unit to its next
destination. It is not required in smaller networks, but is required in large inter-networks, where there can be many 

possible ways of transmitting a message from a sender to destination. The function of switch is to select the best
possible path. On an Ethernet local area network (LAN), a switch determines from the physical device (Media Access
Control or 

MAC) address in each incoming message frame which output port to forward it to and out of. In a wide area packet-
switched network, such as the Internet, a switch determines from the IP address in each packet which output port to use
for 

the next part of its trip to the intended destination. 

 

QUESTION 15

Which of the following IP addresses is the loopback address in IPv6? 

A. 0:0:0:0:0:0:0:1 

B. 0:0:0:1:1:0:0:0 

C. 0:0:0:0:0:0:0:0 

D. 1:0:0:0:0:0:0:0 

Correct Answer: A 
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