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QUESTION 1
DRAG DROP

Drag and drop the code to complete the curl command to query the Cisco Umbrella Investigate API for the umbrella
popularity list. Not all options are used.

Select and Place:

curl -H "Authorization: %YourTokenz"
"https://investigate.api.umbrella.com/ i
toghundred Basic topmillion
Bearer topthousand

Correct Answer:

curl —-H "Authorization: Bearer SYourTokens"

"https://investigate.api.umbrella.com/| topmillion |"

tophundred Basic

topthousand

Reference: https://docs.umbrella.com/investigate-api/reference

QUESTION 2

In Cisco AMP for Endpoints, which API queues to find the list of endpoints in the group "Finance Hosts," which has a
GUID of 6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe037?

A. https://api.amp.cisco.com/v1l/endpoints?group[]=6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03

B. https://api.amp.cisco.com/v1l/computers?group_guid[]=6¢3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
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C. https://api.amp.cisco.com/v1l/computers?group_guid-6c3c2005-4c74-4ba7-8dbb-c4d5b6bafe03
D. https://api.amp.cisco.com/v1/endpoints?group-6c3c2005-4c74-4ba7-8dbb-c4d5b6bafe03

Correct Answer: B

QUESTION 3

A developer has just completed the configuration of an API that connects sensitive internal systems. Based on company
policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?
A. Embed them directly in the code.

B. Store them in a hidden file.

C. Store them inside the source tree of the application.

D. Change them periodically.

Correct Answer: D

QUESTION 4

Refer to the exhibit. A network operator wrote a Python script to retrieve events from Cisco AMP.

import requests

CLIENT_ID = "a1b2c3d4e5f6g7h8i9j0’

API_KEY = ‘a1b2c3d4-e5f6-g7h8-i8j0-k112m3ndo5p6’
—MISSING CODE----

URL = BASE_URL+'/vi/events’

reques! = requests.get(url, auth=(amp_client_id, amp_api_key))

Against which API gateway must the operator make the request?
A. BASE_URL = "https://api.amp.cisco.com"
B. BASE_URL = "https://amp.cisco.com/api"
C. BASE_URL = "https://amp.cisco.com/api/"
D. BASE_URL = "https://api.amp.cisco.com/"

Correct Answer: A
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QUESTION 5

If the goal is to create an access policy with the default action of blocking traffic, using Cisco Firepower Management
Center REST APIs, which snippet is used?
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- API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POST

- INPOT JSON:

"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultRAetion"™: |

"action": "BLOCE"

- API PATH:
fapi/fmc config/vl/domain/<domain uuid>/object/securityzones

- METHOD:
POST

- INPUT JSON:

"type": "AccessPolicy",
"name": "AoressPolioy—test-17,
"defaultAction": {

"action": "BLOCK"

]

- APT EATH!I:
/fapi/fmec coenfig/vl/domain/<domain uuid>/object/accesspolicies

- METHOD:
POT

- INPUT JSON:
|
"type": "AccessPolicy",
"name": "AccessPolicy-test-1",
"defaultAction": {
"action": "BLOCEK"
1
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- API PATH:
fapiffmc_conf ig/vl/doma inf{damain_uuid};’ object/accesspolicies

— METHOD:
POST

- INPUT JS0ON:

"Cype": "AccessPolicy",
"name": "AccessPolicy-test-1",
"action": "FASTPATH"

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D

QUESTION 6

After changes are made to the Cisco Firepower Threat Defense configuration using the Cisco Firepower Device
Manager API, what must be done to ensure that the new policy is activated?

A. Submit a POST to the /api/fdm/latest/operational/deploy URI.

B. Submit a GET to the /api/fdm/latest/operational/deploy URI.

C. Submit a PUT to the /api/fdm/latest/devicesettings/pushpolicy URI.
D. Submit a POST to the /api/fdm/latest/devicesettings/pushpolicy URI.

Correct Answer: A

QUESTION 7

Which two methods are API security best practices? (Choose two.)
A. Use tokens after the identity of a client has been established.

B. Use the same operating system throughout the infrastructure.
C. Use encryption and signatures to secure data.

D. Use basic auth credentials over all internal API interactions.
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E. Use cloud hosting services to manage security configuration.

Correct Answer: AC

QUESTION 8

Refer to the exhibit.

import regquests

headers = {
'Authorization': 'Bearer ' + investigate_api_key

}
domains=["cisco.com", "google.com", "xXreddfr.df"]
investigate_url= "https://investigate.api.umbrella.com/domains/categorization/"

values = str(json.dumps(domains))
response = requests.post(investigate url, data=values, headers=headers)

What does the response from the API contain when this code is executed?
A. error message and status code of 403

B. newly created domains in Cisco Umbrella Investigate

C. updated domains in Cisco Umbrella Investigate

D. status and security details for the domains

Correct Answer: D

QUESTION 9

Which snippet is used to create an object for network 10.0.69.0/24 using Cisco Firepower Management Center REST
APIs?
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— API PATH:
/api/fmc config/vl/domain/<domain uuid>/object/networks

— METHOD:

BQST

- INPUT JSON:

{
"type": "Network",
"value": "10.0.69.0/24",
"overridable": false,
*description™: " "
"name": "Branch 1 net"

1

— APT PATH:

/api/fmc config/vl/domain/<domain uuid>/ocbject/networkgroups

- METHOD:
PUT

- INPUT JSON:

"type": "Network",
"yalue™: "10.0.69.0/24",
"overridable": false,
"description": " ",
"name": "Branch_1l net"

- APT PATH:
/api/fmc_config/vl/domain/<domain uuid>/object/networkgroups

— METHOD:
POST

— INPUT JSON:

"type": "Network",
"yvalue™: "10.0.69.0/24",
"overridable": false,
*description™: " "

- AFPI PATH:
/api/fmc_config/vl/domain/<domain uuid>/object/networks

— METHOD:
POST

— INPUT JEON:

"type™: "Network",
"valua": "10.0.69.0/24",
"overridable™: false,
"description™: " "
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

QUESTION 10

Which two commands create a new local source code branch? (Choose two.)
A. git checkout -b new_branch

B. git branch -b new_branch

C. git checkout -f new_branch

D. git branch new_branch

E. git branch -m new_branch

Correct Answer: AD
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