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QUESTION 1

What is a valid predefined time range when configuring a Web Tracking query?
A. year

B. minute

C. hour

D. month

Correct Answer: B

Web tracking query uses minute as a predefined time range to track web related queries.

QUESTION 2
DRAG DROP
Drag and drop the Cisco WSA methods from the left onto the correct deployment modes on the right.

Select and Place:

WPAD Transparent Mode
WCCP
PAC
Explicit Mode
PBR

Correct Answer:
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Transparent Mode
WCCP

PBR |

Explicit Mode

PAC |

WPAD |

You could use an explicit setting (browser config/PAC/WPAD) or transparent (WCCP/PBR) to point to the first proxy and
then the first proxy will route based on category to one of the two upstream proxies based on your policy configuration.
Reference: https://community.cisco.com/t5/web-security/route-to-wsa-based-on-destination/td-p/2491179

QUESTION 3

When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings

B. Define the Applications Custom Setting

C. Set all applications to Block

D. Set all applications to Monitor

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA UserGuide_ 11 7/b_WSA
UserGuide_11_7_chapter_01111.html

QUESTION 4

What must be configured to require users to click through an acceptance page before they are allowed to go to the
Internet through the Cisco WSA?

A. Enable End-User Acknowledgement Page and set to Required in Identification Profiles

B. Enable End -User URL Filtering Warning Page and set to Required in Identification Profiles
C. Enable End-User Acknowledgement Page and set to Required in Access Policies

D. Enable End-User URL Filtering Warning Page and set to Required in Access Policies

Correct Answer: C
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Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010100.html

QUESTION 5

Which two modes of operation does the Cisco WSA provide? (Choose two.)
A. connector

B. proxy

C. transparent

D. standard

E. explicit

Correct Answer: CE

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf

QUESTION 6

What must be configured first when creating an access policy that matches the Active Directory group?
A. authentication, authorization, and accounting of groups

B. FQDN specification

C. authentication realm

D. authorized groups specification

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118005-configure-ntim-00.html

QUESTION 7

An administrator wants to restrict file uploads to Facebook using the AVC feature.

Under which two actions must the administrator apply this restriction to an access policy? (Choose two.)
A. Monitor Facebook General

B. Monitor Social Networking

C. Monitor Facebook Photos and Videos

D. Monitor Facebook Messages and Chat
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E. Monitor Facebook Application
Correct Answer: AC

Reference: https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/datasheet-
C78-741272.html

QUESTION 8

What is the purpose of using AMP file analysis on a Cisco WSA to continuously evaluate emerging threats?
A. to take appropriate action on new files that enter the network

B. to remove files from quarantine by stopping their retention period

C. to notify you of files that are determined to be threats after they have entered your network

D. to send all files downloaded through the Cisco WSA to the AMP cloud

Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A_UserGuide_11 5 1 chapter_01110.html

QUESTION 9

Which information within Cisco Advanced Web Security Reporting is used to generate a report that lists visited
domains?

A. URL categories

B. web reputation

C. websites

D. application visibility
Correct Answer: A

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
6/Advanced_Web_Security_Reporting_6_6.pdf (39)

QUESTION 10

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server
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D. public key from the server
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010001.html
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