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QUESTION 1

If there is a firewall between Cisco ISE and an Active Directory external identity store, which port does not need to be
open? 

A. UDP/TCP 389 

B. UDP123 

C. TCP 21 

D. TCP 445 

E. TCP 88 

Correct Answer: C 

 

QUESTION 2

An engineer tests Cisco ISE posture services on the network and must configure the compliance module to
automatically download and install on endpoints. Which action accomplishes this task for VPN users? 

A. Push the compliance module from Cisco FTD prior to attempting posture. 

B. Use a compound posture condition to check for the compliance module and download, if needed. 

C. Configure the compliance module to be downloaded from within the posture policy. 

D. Create a Cisco AnyConnect configuration and Client Provisioning policy within Cisco ISE. 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_configure_cl
ient_provisioning.html 

 

QUESTION 3

What is needed to configure wireless guest access on the network? 

A. endpoint already profiled in ISE 

B. WEBAUTH ACL for redirection 

C. valid user account in Active Directory 

D. Captive Portal Bypass turned on 

Correct Answer: D 
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QUESTION 4

Which permission is common to the Active Directory Join and Leave operations? 

A. Create a Cisco ISE machine account in the domain if the machine account does not already exist 

B. Remove the Cisco ISE machine account from the domain. 

C. Set attributes on the Cisco ISE machine account 

D. Search Active Directory to see if a Cisco ISE machine account already ex.sts. 

Correct Answer: D 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html 

 

QUESTION 5

An employee logs on to the My Devices portal and marks a currently on-boarded device as `Lost\\'. 

A. Certificates provisioned to the device are not revoked 

B. BYOD Registration status is updated to No 

C. The device access has been denied 

D. BYOD Registration status is updated to Unknown. 

E. The device status is updated to Stolen 

Correct Answer: AB 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_guide_22_ch
apter_01111.html 

 

QUESTION 6

An administrator is configuring cisco ISE lo authenticate users logging into network devices live logs. Which action
ensures the users are able to log into the network devices? 

A. Enable the device administration service in the Administration persona 

B. Enable the session services in the administration persona 

C. Enable the service sessions in the PSN persona. 

D. Enable the device administration service in the PSN persona. 

Correct Answer: D 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ISE_admin_guide_24/m_ise_tacacs_device_ad
min.html 
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QUESTION 7

A user changes the status of a device to stolen in the My Devices Portal of Cisco ISE. The device was originally
onboarded in the BYOD wireless Portal without a certificate. The device is found later, but the user cannot re-onboard
the device because Cisco ISE assigned the device to the Blocklist endpoint identity group. What must the user do in the
My Devices Portal to resolve this issue? 

A. Manually remove the device from the Blocklist endpoint identity group. 

B. Change the device state from Stolen to Not Registered. 

C. Change the BYOD registration attribute of the device to None. 

D. Delete the device, and then re-add the device. 

Correct Answer: B  

 

QUESTION 8

A network engineer is configuring a network device that needs to filter traffic based on security group tags using a
security policy on a routed interface. Which command should be used to accomplish this task? 

A. cts authorization list 

B. cts role-based enforcement 

C. cts cache enable 

D. cts role-based policy priority-static 

Correct Answer: B 

 

 

QUESTION 9

An administrator is configuring TACACS+ on a Cisco switch but cannot authenticate users with Cisco ISE. The
configuration contains the correct key of Cisc039712287. but the switch is not receiving a response from the Cisco ISE
instance What must be done to validate the AAA configuration and identify the problem with the TACACS+ servers? 

A. Check for server reachability using the test aaa group tacacs+ admin legacy command. 

B. Test the user account on the server using the test aaa group radius server CUCS user admin pass legacy command. 

C. Validate that the key value is correct using the test aaa authentication admin legacy command. 

D. Confirm the authorization policies are correct using the test aaa authorization admin drop legacy command. 

Correct Answer: A 

https://medium.com/training-course-ccna-security-210-260/ccna-security-part-3-implementing-aaa-in-cisco-
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ios-4b13ab285f51 

 

QUESTION 10

Which two external identity stores support EAP-TLS and PEAP-TLS? (Choose two.) 

A. RSA SecurID 

B. RADIUS Token 

C. Active Directory 

D. Internal Database 

E. LDAP 

Correct Answer: CE 

Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure-eap-tls-
authentication-with-is.html 

 

QUESTION 11

An engineer is configuring TACACS+ within Cisco ISE for use with a non-Cisco network device. They need to send
special attributes in the Access-Accept response to ensure that the users are given the appropriate access. What must
be configured to accomplish this\\'? 

A. dACLs to enforce the various access policies for the users 

B. custom access conditions for defining the different roles 

C. shell profiles with custom attributes that define the various roles 

D. TACACS+ command sets to provide appropriate access 

Correct Answer: C 

 

QUESTION 12

Refer to the exhibit. 
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An engineer is configuring Cisco ISE for guest services They would like to have any unregistered guests redirected to
the guest portal for authentication then have a CoA provide them with full access to the network that is segmented via
firewalls. 

Why is the given configuration failing to accomplish this goal? 

A. The Guest Flow condition is not in the line that gives access to the quest portal 

B. The Network_Access_Authentication_Passed condition will not work with guest services for portal access. 

C. The Permit Access result is not set to restricted access in its policy line 

D. The Guest Portal and Guest Access policy lines are in the wrong order 

Correct Answer: A 

Order is very important here as the device will keep looping into the redirection rule which is hit first. 

 

QUESTION 13

A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the
user missing in the switch\\'s configuration? 

A. radius-server vsa send accounting 

B. aaa accounting network default start-stop group radius 

C. aaa accounting resource default start-stop group radius 

D. aaa accounting exec default start-stop group radios 

Correct Answer: A 

 

QUESTION 14

The profiling data from network access devices is sent to which Cisco ISE node? 

A. Monitoring node 

B. Administration node 

C. Inline Posture node 

D. Policy Service node 

Correct Answer: D 

 

QUESTION 15

An engineer is using the low-impact mode of phased deployment of cisco ISE and is trying to connect to the network
prior to the authentication, which access will be denied in this deployment? 
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A. DNS 

B. DHCP 

C. HTTP 

D. EAP 

Correct Answer: C 

 

300-715 PDF Dumps 300-715 VCE Dumps 300-715 Study Guide

300-715 PDF Dumps | 300-715 VCE Dumps | 300-715 Study Guide                                7 / 8

https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html


https://www.passapply.com/300-715.html
2023 Latest passapply 300-715 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.passapply.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © passapply, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

300-715 PDF Dumps | 300-715 VCE Dumps | 300-715 Study Guide                                8 / 8

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html
https://www.passapply.com/300-715.html

