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QUESTION 1

An engineer installs a Cisco FTD device and wants to inspect traffic within the same subnet passing through a firewall
and inspect traffic destined to the Internet. Which configuration will meet this requirement? 

A. transparent firewall mode with IRB only 

B. routed firewall mode with BVI and routed interfaces 

C. transparent firewall mode with multiple BVIs 

D. routed firewall mode with routed interfaces only 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/transparent_or_routed_firewall_mode_for_firepower_threat_defense.html 

 

QUESTION 2

An engineer is troubleshooting HTTP traffic to a web server using the packet capture tool on Cisco FMC. When
reviewing the captures, the engineer notices that there are a lot of packets that are not sourced from or destined to the
web server being captured. How can the engineer reduce the strain of capturing packets for irrelevant traffic on the
Cisco FTD device? 

A. Use the host filter in the packet capture to capture traffic to or from a specific host. 

B. Redirect the packet capture output to a .pcap file that can be opened with Wireshark. 

C. Use the -c option to restrict the packet capture to only the first 100 packets. 

D. Use an access-list within the packet capture to permit only HTTP traffic to and from the web server. 

Correct Answer: A 

 

QUESTION 3

With Cisco FirePOWER Threat Defense software, which interface mode do you configure to passively receive traffic that
passes the appliance? 

A. transparent 

B. routed 

C. passive 

D. inline set 

E. inline tap 

Correct Answer: C 
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QUESTION 4

Which command is run on an FTD unit to associate the unit to an FMC manager that is at IP address 10.0.0.10, and that
has the registration key Cisco123? 

A. configure manager local 10.0.0.10 Cisco123 

B. configure manager add Cisco123 10.0.0.10 

C. configure manager local Cisco123 10.0.0.10 

D. configure manager add 10.0.0.10 Cisco123 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/misc/fmc-ftd-mgmt-nw/fmc-ftd-mgmt-
nw.html#id_106101 

 

QUESTION 5

In which two ways do access control policies operate on a Cisco Firepower system? (Choose two.) 

A. Traffic inspection is interrupted temporarily when configuration changes are deployed. 

B. The system performs intrusion inspection followed by file inspection. 

C. They block traffic based on Security Intelligence data. 

D. File policies use an associated variable set to perform intrusion prevention. 

E. The system performs a preliminary inspection on trusted traffic to validate that it matches the trusted parameters. 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-
v60/Access_Control_Using_Intrusion_and_File_Policies.html 

 

QUESTION 6

Upon detecting a flagrant threat on an endpoint, which two technologies instruct Cisco Identity Services Engine to
contain the infected endpoint either manually or automatically? (Choose two.) 

A. Cisco ASA 5500 Series 

B. Cisco FMC 

C. Cisco AMP 

D. Cisco Stealthwatch 

E. Cisco ASR 7200 Series 
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Correct Answer: CD 

 

 

QUESTION 7

An organization is implementing Cisco FTD using transparent mode in the network. Which rule in the default Access
Control Policy ensures that this deployment does not create a loop in the network? 

A. ARP inspection is enabled by default. 

B. Multicast and broadcast packets are denied by default. 

C. STP BPDU packets are allowed by default. 

D. ARP packets are allowed by default. 

Correct Answer: B 

 

QUESTION 8

An engineer must add DNS-specific rules to the Cisco FTD intrusion policy. The engineer wants to use the rules
currently in the Cisco FTD Snort database that are not already enabled but does not want to enable more than are
needed. Which action meets these requirements? 

A. Change the rules using the Generate and Use Recommendations feature. 

B. Change the rule state within the policy being used. 

C. Change the dynamic state of the rule within the policy. 

D. Change the base policy to Security over Connectivity. 

Correct Answer: B 

 

 

QUESTION 9

What is the benefit of selecting the trace option for packet capture? 

A. The option indicates whether the packet was dropped or successful. 

B. The option indicated whether the destination host responds through a different path. 

C. The option limits the number of packets that are captured. 

D. The option captures details of each packet. 

Correct Answer: A 
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https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/troubleshooting
_the_system.html#:~:text=Packet%20capture%20is%20available%20with%20the%20trace%20option%2C%20which% 
20provides%20you%20with%20a%20verdict%20as%20to%20whether%20the%20packet%20is%20dropped%20or%20
successful 

 

QUESTION 10

A network security engineer must export packet captures from the Cisco FMC web browser while troubleshooting an
issue. When navigating to the address https:///capture/CAPI/pcap/test.pcap. an error 403: Forbidden is given instead of
the PCAP file. Which action must the engineer take to resolve this issue? 

A. Disable the HTTPS server and use HTTP instead. 

B. Enable the HTTPS server for the device platform policy. 

C. Disable the proxy setting on the browser. 

D. Use the Cisco FTD IP address as the proxy server setting on the browser. 

Correct Answer: B 

 

QUESTION 11

What is the difference between inline and inline tap on Cisco Firepower? 

A. Inline tap mode can send a copy of the traffic to another device. 

B. Inline tap mode does full packet capture. 

C. Inline mode cannot do SSL decryption. 

D. Inline mode can drop malicious traffic. 

Correct Answer: D 

INLINE TAP 

Copies the data to the SNORT Engine to be checked but then dropped while the actual data flow continues
uninterrupted. Therefore, INLINE TAP does not send traffic to another device. 

The Data is copied but not captured. You still would need to enable packet capture to capture packets (AKA Save
PCAP). 

INLINE: 

Both inline and Inline Tap mode do not support SSL Decryption-resign... Although im a bit conflicted by this.... 

Truth is that Inline Mode can DROP malicious traffic but remember that Inline TAP mode CANNOT. Agan this is
because tap mode sends a copy of the data to be inspected but not the actual data. 

 

QUESTION 12
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Due to an increase in malicious events, a security engineer must generate a threat report to include intrusion events,
malware events, and security intelligence events. How is this information collected in a single report? 

A. Run the default Firepower report. 

B. Create a Custom report. 

C. Generate a malware report. 

D. Export the Attacks Risk report. 

Correct Answer: B 

 

 

QUESTION 13

What is a behavior of a Cisco FMC database purge? 

A. User login and history data are removed from the database if the User Activity check box is selected. 

B. Data can be recovered from the device. 

C. The appropriate process is restarted. 

D. The specified data is removed from Cisco FMC and kept for two weeks. 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/management_center_database_purge.pdf 

 

QUESTION 14

An organization recently implemented a transparent Cisco FTD in their network. They must ensure that the device does
not respond to insecure SSL/TLS protocols. Which action accomplishes this task? 

A. Modify the device\\'s settings using the device management feature within Cisco FMC to force only secure protocols. 

B. Use the Cisco FTD platform policy to change the minimum SSL version on the device to TLS 1.2. 

C. Enable the UCAPL/CC compliance on the device to support only the most secure protocols available. 

D. Configure a FlexConfig object to disable any insecure TLS protocols on the Cisco FTD device. 

Correct Answer: B 

 

QUESTION 15

Which command is typed at the CLI on the primary Cisco FTD unit to temporarily stop running high-availability? 
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A. configure high-availability resume 

B. configure high-availability disable 

C. system support network-options 

D. configure high-availability suspend 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-
v61/firepower_threat_defense_high_availability.html 
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